Why bother?

Why do you need to learn the command line anywagh,Vét me tell you a story.

Not long ago we had a problem where | work. Thess @ shared drive on one of our
file servers that kept getting full. | won't mentithat this legacy operating system did
not support user quotas; that's another storythguserver kept getting full and
stopping people from working. One of the softwangieeers in our company spent
the day writing a C++ program that would look thgbuhe directories of all the users
and add up the space they were using and making lof the results. Since | am
forced to use the legacy OS while | am on the jabstalleda version of the bash
shell that works on iWhen | heard about the problem, | realized | calddall the

work this engineer had done with this single line:

du -s * | sort -nr > $HOME/space_report.txt

Graphical user interfaces (GUIs) are helpful fonsneasks, but they are not good for
all tasks. | have long felt that most computersatodo not use electricity. They
instead seem to be powered by the "pumping" mafdhe mouse! Computers were
supposed to free us from manual labor, but how ntiamgs have you performed
some task you felt sure the computer should betalde? You ended up doing the
work by tediously working the mouse. Pointing afidking, pointing and clicking.

| once heard an author remark that when you alelé you use a computer by
looking at the pictures. When you grow up, younearread and write. Welcome to
Computer Literacy 101. Now let's get to work.
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What is "the shell"?

Simply put, the shell is a program that takes yasmmmands from the keyboard and
gives them to the operating system to performhédid days, it was the only user
interface available on a Unix computer. Nowadays havegraphical user interfaces
(GUls) in addition tocommand line interfaces (CLIs) such as the shell.

On most Linux systems a program calbedh (which stands for Bourne Again SHell,
an enhanced version of the original Bourne shelyyfam,sh, written by Steve
Bourne) acts as the shell program. There are deagddional shell programs
available on a typical Linux system. These include;, tcsh andzsh .

What's an xterm, gnome-terminal, konsole, etc.?



These are called "terminal emulators.” They argaims that put a window up and
let you interact with the shell. There are a buottifferent terminal emulators you
can use. Most Linux distributions supply severathsasxterm , rxvt , konsole

kvt , gnome-terminal , nxterm , andeterm .

Starting a Terminal

Your window manager probably has a way to laundgm@mms from a menu. Look
through the list of programs to see if anythingk®bke a terminal emulator program.
In KDE, you can find "konsole" and "terminal” oretbitilities menu. In Ghome, you
can find "color xterm," "regular xterm," and "gno#tgminal” on the Utilities menu.
You can start up as many of these as you want &ydapth them. While there are a
number of different terminal emulators, they alltde same thing. They give you
access to a shell session. You will probably dgvelpreference for one, based on the
different bells and whistles each one provides.

Testing the Keyboard

Ok, let's try some typing. Bring up a terminal womd You should see a shell prompt
that contains your user name and the name of tlehim&followed by a dollar sign.
Something like this:

[me@linuxbox me]$

Excellent! Now type some nonsense characters ags$ pine enter key.

[me@linuxbox mel$  kdkjflajtks

If all went well, you should have gotten an err@ssage complaining that it cannot
understand you:

[me@linuxbox me]$  kdkjflajfks

bash: kdkjflajfks: command not found

Wonderful! Now press the up-arrow key. Watch how previous command
"kdkjflajfks" returns. Yes, we haveommand history. Press the down-arrow and we
get the blank line again.

Recall the "kdkjflajfks" command using the up-arrkey if needed. Now, try the left
and right-arrow keys. You can position the texisouranywhere in the command line.
This allows you to easily correct mistakes.

You're not logged in as root, are you?

Don't operate the computer as the superuser. Yauiglonly become the superuser
when absolutely necessary. Doing otherwise is dawnge stupid, and in poor taste.
Create a user account for yourself now!



Using the Mouse

Even though the shell is a command line interfgioa,can still use the mouse for
several things. That is, if you have a 3-button s&@nd you should have a 3-button
mouse if you want to use Linux.

First, you can use the mouse to scroll backwarddamvards through the output of
the terminal window. To demonstrate, hold downehter key until it scrolls off the
window. Now, with your mouse, you can use the $¢rat at the side of the terminal
window to move the window contents up and dowiyoli are usingterm , you may
find this difficult, since the middle button is tg@ced for this operation. If you have a
2-button mouse, it may have been configured to ataw 3-button mouse. This
means the middle button can be simulated by prgskwn both the left and right
buttons at the same time.

Next, you can copy text with the mouse. Drag yoouse over some text (for
example, "kdkjflajfks" right here on the browsem@ow) while holding down the left
button. The text should highlight. Now move youruse pointer to the terminal
window and press the middle mouse button. Theyexthighlighted in the browser
window should be copied into the command line. Ditkention that you will need a
3-button mouse?

A few words about focus...

When you installed your Linux system and its windmanager (most likely Gnome
or KDE), it was configured to behave in some walys that legacy operating system.

In particular, it probably has ifscus policy set to “click to focus.” This means that in
order for a window to gain focus (become activa) fqave to click in the window.
This is contrary to traditional X windows behavitiryou take my advice and get a 3-
button mouse, you will want to set the focus potizyfocus follows mouse". This

will make using the text copying feature of X wingomuch easier to use. You may
find it strange at first that windows don't raisetie front when they get focus (you
have to click on the title bar to do that), but yaill enjoy being able to work on more
than one window at once without having the actiwedaw obscuring the the other.
Try it and give it a fair trial; | think you willike it. You can find this setting in the
configuration tools for your window manager.

Navigation

In this lesson, | will introduce your first threemmmandspwd (print working
directory),cd (change directory), and (list files and directories).

If you have not worked with a command line inteefdefore, you will need to pay
close attention to this lesson, since the conogiitsake some getting used to.

File System Organization



Like that legacy operating system, the files onrauk system are arranged in what is
called ahierarchical directory structure. This means that they are organized in a tree-
like pattern of directories (called folders in atlsgstems), which may contain files
and other directories. The first directory in tile $ystem is called theoot directory.

The root directory contains files and subdirectmrighich contain more files and
subdirectories and so on and so on.

Most graphical environments today include a filenanger program to view and
manipulate the contents of the file system. Often will see the file system
represented like this:

= T
= C@hin
- [ boot
Cadev
C3etc
& 3 home
- T3 bshotts
Caftp
- O3 karen
& I3 lost+found

(23 enlightenment
(3 .ghome
- [3 .gnome- desktop

One important difference between the legacy opggaystem and Unix/Linux is that
Linux does not employ the concept of drive lett&hile drive letters split the file
system into a series of different trees (one faheadive), Linux always has a single
tree. Different storage devices may contain difiel@anches of the tree, but there is
always a single tree.

pwd

Since a command line interface cannot provide geapibtures of the file system
structure, it must have a different way of repréisgnit. Think of the file system tree
as a maze, and you are standing in it. At any gimement, you stand in a single
directory. Inside that directory, you can seeilesfand the pathway to its parent
directory and the pathways to the subdirectorigb®firectory in which you are
standing.

The directory you are standing in is called wwoeking directory. To find the name of
the working directory, use thevd command.

[me@linuxbox me]$  pwd
/home/me

When you first log on to a Linux system, the wotkafirectory is set to your home
directory. This is where you put your files. On mggstems, your home directory



will be called /home/your_user_name, but it carbgthing according to the whims
of the system administrator.

To list the files in the working directory, use tekecommand.

[me@linuxbox me]$ Is

Desktop  Xrootenv.0 linuxcmd
GNUstep  bin nedit.rpm
GUILGO00.GZ hitni123.jpg nsmalil

| will come back tas in the next lesson. There are a lot of fun thiygs can do with
it, but | have to talk about pathnames and direéesaa bit first.

cd

To change your working directory (where you ar@diag in the maze) you use the
cd command. To do this, type followed by thepathname of the desired working
directory. A pathname is the route you take aldmgltranches of the tree to get to the
directory you want. Pathnames can be specifiechénasd two different waysabsolute
pathnames or relative pathnames. Let's deal with absolute pathnames first.

An absolute pathname begins with the root direcémry follows the tree branch by
branch until the path to the desired directoryileri§ completed. For example, there
is a directory on your system in which programsiaséalled for the X window
system. The pathname of the directory is /usr/X1bR6This means from the root
directory (represented by the leading slash irptitaname) there is a directory called
"usr” which contains a directory called "X11R6" wiicontains a directory called
"bin".

Let's try this out:
[me@linuxbox me]$  cd /usr/X11R6/bin

[me@linuxbox bin]$ pwd

fusr/X11R6/bin

[me@linuxbox bin]$ Is

Animate import xfwp

AnotherLevel Ibxproxy Xg3

Audio listres xgal

Auto Indir Xxgammon

Banner makedepend Xgc

Cascade makeg xgetfil e
Clean mergelib xgopher

Form mkdirhier xhexago ns
Ident mkfontdir xhost

Pager mkxauth xieperf

Pager_noxpm mogrify xinit

RunwWM montage xiterm



RunWM.AfterStep mtv xjewel
RunWM.Fvwm95 mtvp xkbbell
RunWM.MWM nxterm xkbcomp

and many more...

Now we can see that we have changed the currekirvgodirectory to
/usr/X11R6/bin and that it is full of files. Noti¢te®w your prompt has changed? As a
convenience, it is usually set up to display the@af the working directory.

Where an absolute pathname starts from the roettdiry and leads to its destination,
a relative pathname starts from the working dimgct®o do this, it uses a couple of
special symbols to represent relative positiorthénfile system tree. These special
symbols are "." (dot) and ".." (dot dot).

The "." symbol refers to the working directory ahé ".." symbol refers to the
working directory's parent directory. Here is hawvorks. Let's change the working
directory to /usr/’X11R6/bin again:

[me@linuxbox me]$  cd /usr/X11R6/bin
[me@linuxbox bin]$ pwd
/usr/X11R6/bin

O.K., now let's say that we wanted to change thekiwg directory to the parent of
/usr/X11R6/bin which is /usr/X11R6. We could dotttvao different ways. First, with
an absolute pathname:

[me@linuxbox bin]$ cd /usr/X11R6
[me@linuxbox X11R6]$  pwd
Jusr/X11R6

Or, with a relative pathname:

[me@linuxbox bin]$ cd ..
[me@linuxbox X11R6]$  pwd
/usr/X11R6

Two different methods with identical results. Whimte should you use? The one that
requires less typing!

Likewise, we can change the working directory frsr/X11R6 to /usr/X11R6/bin in
two different ways. First using an absolute path@am

[me@linuxbox X11R6]$  cd /usr/X11R6/bin
[me@linuxbox bin]$ pwd
/usr/X11R6/bin

Or, with a relative pathname:

[me@linuxbox X11R6]$  cd ./bin
[me@linuxbox bin]$ pwd
/usr/X11R6/bin



Now, there is something important that | must pount here. In almost all cases, you
can omit the "./". It is implied. Typing:

[me@linuxbox X11R6]$  cd bin

would do the same thing. In general, if you dospxcify a pathname to something,
the working directory will be assumed. There is omportant exception to this, but
we won't get to that for a while.

A couple of shortcuts

If you typecd followed by nothinged will change the working directory to your
home directory.

A related shortcut is to type ~ user _narme. In this casegd will change the working
directory to the home directory of the specifiedrus

Important facts about file names

1. File names that begin with a period character atédm. This only means that
Is will not list them unless you sa&y-a . When your account was created,
several hidden files were placed in your home dimycto configure things for
your account. Later on we will take a closer lobk@me of these files to see
how you can customize your environment. In addjtsmme applications will
place their configuration and settings files in ybome directory as hidden
files.

2. File names in Linux, like Unix, are case sensitiViee file names "Filel" and
"file1" refer to different files.

3. Linux has no concept of a "file extension" like &g operating systems. You
may name files any way you like. The contents/psepaf a file is determined
by other means.

4. While Linux supports long file names which may @ntembedded spaces
and punctuation characters, limit the punctuativaracters to period, dash,
and underscoréviost importantly, do not embed spaces in file names. If you
want to represent spaces between words in a fifteenase underscore
characters. You will thank yourself later.

Looking Around

Now that you know how to move from working diregtdo working directory, we're
going to take a tour of your Linux system and, gltme way, learn some things about
what makes it tick. But before we begin, | havée@ach you some tools that will come
in handy during our adventure. These are:

« Is (list files and directories)
« less (view text files)




« file (classify a file's contents)

Is

Thels command is used to list the contents of a dirgctbis probably the most
commonly used Linux command. It can be used inmabar of different ways. Here
are some examples:

Examples of the Is command

Command Result
Is List the files in the working directory
Is /bin List the files in the /bin directory (or any otldirectory you

care to specify)

Is -I List the files in the working directory in long foat

Is - /etc /bin List the files in the /bin directory and the /etoedtory in long
format

Is -la .. List all files (even ones with names beginning vatperiod

character, which are normally hidden) in the pacérhe
working directory in long format

These examples also point out an important coradepit commands. Most
commands operate like this:

command -options arguments

wherecommand is the name of the commandptions is one or more adjustments to
the command's behavior, aadjuments is one or more "things" upon which the
command operates.

In the case o , we see thas is the name of the command, and that it can haee o
or more options, such as and-I , and it can operate on one or more files or
directories.

A Closer Look At Long Format

If you use thel option withis , you will get a file listing that contains a wemaldif
information about the files being listed. Here'ssaample:

-FW------- 1 bshotts bshotts 576 Apr17 1 998 weather.txt
drwxr-xr-x 6 bshotts bshotts 1024 Oct 9 1 999 web_page
-rw-rw-r-- 1 bshotts bshotts 276480 Feb 11 20 41 web_site.tar



-W------- 1 bshotts bshotts 5743 Dec 16 1 998 xmas_file.txt

I | | I I

| | | | | File Name

I I I I I

I I I | +-- Modification
Time

| o o

| | | R Size (in bytes)

I I I

| | + Group

I |

| + Owner

I

+ File
Permissions
File Name

The name of the file or directory.
Modification Time
The last time the file was modified. If the lastahfwation occurred more than
six months in the past, the date and year areajisdl Otherwise, the time of
day is shown.
Sze
The size of the file in bytes.
Group
The name of the group that has file permissiorelufition to the file's owner.
Owner
The name of the user who owns the file.
File Permissions
A representation of the file's access permissidhs.first character is the type
of file. A "-" indicates a regular (ordinary) fil& "d" indicates a directory.
The second set of three characters representadeweite, and execution
rights of the file's owner. The next three représiea rights of the file's group,
and the final three represent the rights grantexvésybody else.

less

less is a program that lets you view text files. Tlas/ery handy since many of the
files used to control and configure Linux are humeadable (as opposed to the
legacy operating systems).

What is "text"?

There are many ways to represent information oconapeiter. All methods involve
defining a relationship between the information anthe numbers that will be used

to represent it. Computers, after all, only underdtnumbers and all data is converted
to numeric representation.



Some of these representation systems are very eartgch as compressed image
files), while others are rather simple. One ofeldiest and simplest is call&$Cl|
text. ASCII (pronounced "As-Key") is short for American Startti@ode for
Information Interchange. This is a simple encodiogeme that was first used on
Teletype machines to map keyboard characters tdarsn

Text is a simple one-to-one mapping of charactersumbers. It is very compact.
Fifty characters of text translates to fifty bytdglata. Throughout a Linux system,
many files are stored in text format and therenaa@y Linux tools that work with text
files. Even the legacy operating systems recoghieémportance of this format. The
well-known NOTEPAD.EXE program is an editor for iplASCII text files.

Theless program is invoked by simply typing:

less text_file

This will display the file.
Controlling less
Once startedess will display the text file one page at a time. Yioay use the Page

Up and Page Down keys to move through the textTikeexitless , type "q". Here
are some commands thads will accept:

Keyboard commands for the less program

Command Action
Page Uporb Scroll back one page
Page Down or Scroll forward one page
space
G Go to the end of the text file
1G Go to the beginning of the text file
/characters Search forward in the text file for an occurentéhe specified
characters
N Repeat the previous search
Q Quit

file



As you wander around your Linux system, it is helpé determine what a file
contains before you try to view it. This is whelnefle command comes ifile

will examine a file and tell you what kind of fileis.

To use theile  program, just type:

file name_of _file

Thefile program can recognize most types of files, such as

Various kinds of files

File Type Description Viewable as text?
ASCII text The name says it all yes
Bourne-Again shell | A bash script yes
script text
ELF 32-bit LSB A core dump file (a program will no
core file create this when it crashes)

ELF 32-bit LSB An executable binary program no

executable

ELF 32-bit LSB A shared library no

shared object

GNU tar archive A tape archive file. A common wayno, useaar tvf  to
of storing groups of files. view listing.

gzip compressed An archive compressed witfaip no

data

HTML document A web page yes

text

JPEG image data A compressed JPEG image no

PostScript document A PostScript file yes

text

RPM A Red Hat Package Manager
archive

Zip archive data An archive compressed witp

no, useapm-q to
examine contents.

no



While it may seem that most files cannot be vieagdext, you will be surprised how
many can. This is especially true of the importanrtfiguration files. You will also
notice during our adventure that many featurefefaperating system are controlled
by shell scripts. In Linux, there are no secrets!

A Guided Tour

It's time to take our tour. The table below listsng interesting places to explore. This
is by no means a complete list, but it should prtoviee an interesting adventure. For
each of the directories listed below, do the follogv

« cd into each directory.
- Usels to list the contents of the directory.

« If you see an interesting file, use tile command to determine its contents.
« For text files, uséess to view them.

Interesting directories and their contents
Directory Description

/ The root directory where the file system beginanivst cases
the root directory only contains subdirectories.

/boot This is where the Linux kernel is kept. It is &fdalled
vmlinuz .

letc The/etc directory contains the configuration files for the
system. Most of the files itc are text files. Points of
interest:
/etc/passwd

Thepasswd file contains the essential information for

each user. It is here that users are defined.
letc/rc.d

This directory contains the scripts that get theteay

started.
/etc/sysconfig

Red Hat systems have this directory. It contailtd a
of start-up scripts and configuration files for ioais
services.

/bin, /usr/bin These two directories contain most of the progrionghe
system. Thebin directory has the essential programs that the
system requires to operate, whiler/bin ~ contains
applications for the system's users.

/sbin, /usr/sbin Thesbin directories contain programs for system
administration, mostly for use by the superuser.



Jusr

/usr/local

Ivar

/lib

/home

The/usr directory contains a variety of things that suppor

user applications. Some highlights:
fusr/X11

The X Windows system
Jusr/dict

Dictionaries for the spelling checker. Bet you didn
know that Linux had a spelling checker. &@& and
ispell

Jusr/doc

Various documentation files in a variety of formats
/usr/man

The man pages are kept here.
/usr/src

Source code files. If you installed the kernel seur
code package, you will find the entire Linux kernel
source code here.

Jusr/local and its subdirectories are used for the instaltati
of software and other files for use on the locathiae. What
this really means is that software that is not pathe official
distribution (which usually goes insr/bin ) goes here.

When you find interesting programs to install omiysystem,
they should be installed in one of ther/local directories.
Most often, the directory of choice/igr/local/bin .On
Red Hat systems, thesr/local directories are created but
they are empty, ready for your use.

Thewnar directory contains files that change as the syssem

running. This includes:
/var/log

Directory that contains log files. These are update
the system runs. You should view the files in this
directory from time to time, to monitor the heatth

your system.
/var/spool

This directory is used to hold files that are quktor
some process, such as mail messages and print jobs.
When a user's mail first arrives on the local syste
(assuming you have local mail), the messages iate fi
stored invar/spool/mail

The shared libraries (similar to DLLs in that otlo@erating
system) are kept here.

/home is where users keep their personal work. In génera
this is the only place users are allowed to wilesf This
keeps things nice and clean :-)



[root

tmp

/dev

/proc

/mnt

This is the superuser's home directory.

itmp is a directory in which programs can write their
temporary files.

The/dev directory is a special directory, since it does no
really contain files in the usual sense. Rathamittains
devices that are available to the system. In Lifliloe Unix),
devices are treated like files. You can read antewlevices
as though they were files. For examjfakev/fdo is the first
floppy disk drive/dev/ihda is the first IDE hard drive. All
the devices that the kernel understands are ragiegsbere.

The/proc directory is also special. This directory does not
contain files. In fact, this directory does notlhieaxist at all.

It is entirely virtual. Théeproc directory contains little peep
holes into the kernel itself. There are a groupwhbered
entries in this directory that correspond to adl fnocesses
running on the system. In addition, there are abmmof
named entries that permit access to the currerfigtwation

of the system. Many of these entries can be viewed.
viewing /proc/cpuinfo . This entry will tell you what the
kernel thinks of your CPU.

Finally, we come tamnt , a normal directory which is used in
a special way. Thennt directory is used famount points.

As we learned in theecond lessqrihe different physical
storage devices (like hard disk drives) are attdd¢behe file
system tree in various places. This process oflaitig a
device to the tree is calledbunting. For a device to be
available, it must first be mounted.

When your system boots, it reads a list of mounting
instructions in the filgetc/fstab ~ , which describes which
device is mounted at which mount point in the doectree.
This takes care of the hard drives, but you may lats/e
devices that are considered temporary, such as OBisRand
floppy disks. Since these are removable, they dstay
mounted all the time. Thennt directory provides a
convenient place for mounting these temporary asvitn a
normal installation, you will see the directoriest/floppy
and/mnt/cdrom . To see what devices and mount points are
used, typenount .

A weird kind of file...



During your tour, you probably noticed a strangedkof directory entry, particularly
in the/boot and/ib  directories. When listed witk-I , you would have seen
something like this:

Irwxrwxrwx 25 Jul 3 16:42 System.map -> /boot/ System.map-2.0.36-
3

-rw-r--r-- 105911 Oct 13 1998 System.map-2.0.36-0. 7

-rw-r--r-- 105935 Dec 29 1998 System.map-2.0.36-3

-rw-r--r-- 181986 Dec 11 1999 initrd-2.0.36-0.7.im g

-rw-r--r-- 182001 Dec 11 1999 initrd-2.0.36.img

[rwxrwxrwx 26 Jul 3 16:42 module-info -> /boot /module-info-
2.0.36-3

-rw-r--r-- 11773 Oct 13 1998 module-info-2.0.36-0 7

-rw-r--r-- 11773 Dec 29 1998 module-info-2.0.36-3

Irwxrwxrwx 16 Dec 11 1999 vmlinuz -> vmlinuz-2 .0.36-3

-rw-r--r-- 454325 Oct 13 1998 vmlinuz-2.0.36-0.7
-rw-r--r-- 454434 Dec 29 1998 vmlinuz-2.0.36-3

Notice the filesSystem.map, module-info andvmlinuz . See the strange notation
after the file names?

These three files are callegimbolic links. Symbolic links are a special type of file
that point to another file. With symbolic links,istpossible for a single file to have
multiple names. Here's how it works: Whenever tfstesn is given a file name that is
a symbolic link, it transparently maps it to thie it is pointing to.

Just what is this good for? This is a very han@yuee. Let's consider the directory
listing above (which is thoot directory of an old Red Hat 5.2 system). This
system has had multiple versions of the Linux kiemmstalled. We can see this from
the filesvmlinuz-2.0.36-0.7 andvmlinuz-2.0.36-3 . These file names suggest
that both version 2.0.36-0.7 and 2.0.36-3 are liestaBecause the file names contain
the version it is easy to see the differenceseandihectory listing. However, this
would be confusing to programs that rely on a firadhe for the kernel file. These
programs might expect the kernel to simply be dallelinuz' . Here is where the
beauty of the symbolic link comes in. By creatingyanbolic link called/mlinuz that
points tovmlinuz-2.0.36-3 , we have solved the problem.

To create symbolic links, use the command.

Manipulating Files

This lesson will introduce you to the following corands:

« cp - copy files and directories

« mv- move or rename files and directories
« rm - remove files and directories

« mkdir - create directories




These four commands are among the most frequesgly Linux commands. They
are the basic commands for manipulating both &led directories.

Now, to be frank, some of the tasks performed legehcommands are more easily
done with a graphical file manager. With a file rager, you can drag and drop a file
from one directory to another, cut and paste fitietete files, etc. So why use these
old command line programs?

The answer is power and flexibility. While it issyeto perform simple file
manipulations with a graphical file manager, comgtied tasks can be easier with the
command line programs. For example, how would yapyall the HTML files from
one directory to another, but only copy files thiak not exist in the destination

directory or were newer than the versions in thatidation directory? Pretty hard
with with a file manager. Pretty easy with the coamah line:

[me@linuxbox me]$  cp -u *.html destination

Wildcards

Before | begin with our commands, | want to talloaba shell feature that makes
these commands so powerful. Since the shell usegifnes so much, it provides
special characters to help you rapidly specify geoof flenames. These special
characters are called|dcards. Wildcards allow you to select filenames based on
patterns of characters. The table below lists tidcards and what they select:

Summary of wildcards and their meanings
Wildcard Meaning
* Matches any characters
? Matches any single character
Matches any character that is a member of thehseacters. The set
[characters] | of characters can be expressed as a range of targ€or

example, [A-Z] represents all uppercase letters)

[!characters] | Matches any character that is not a member afeheharacters

Using wildcards, it is possible to construct veoplsisticated selection criteria for
filenames. Here are some examples of patterns aatlttvey match:

Examples of wildcard matching
Pattern Matches

* All filenames



g* All filenames that begin with the character "g"

All filenames that begin with the character "b" ardl with the

*
b characters ".txt"
Any filename that begins with the characters "Dédidowed
Data???
by exactly 3 more characters
. Any filename that begins with "a" or "b" or "c" folved by any
[abc]
other characters
[A-Z]* Any filename that begins with an uppercase lefiars is an
example of a range.
BACKUP.[0- Another example of ranges. This pattern matchedilEmame

that begins with the characters "BACKUP." followggexactly

9[0-9][0-9] 3 numerals.

[la-Z]* Any filename that does not begin with a lowerdaster.

You can use wildcards with any command that acddpteame arguments.

Cp

Thecp program copies files and directories. In its siaspform, it copies a single
file:

[me@linuxbox mel$ cp filel file2
It can also be used to copy multiple files to dedént directory:

[me@linuxbox mel$ cp filel file2 file3 directory

Other useful examples of and its options include:

Examples of the cp command

Command Results
co filel file2 Copies the contents &ifel intofile2. If file2 does not exist, it is

P created; otherwisdile2 is overwritten with the contents bfel.
- Like above however, since the "-i" (interactiveliop is specified, if
: E‘)ilel file2 file2 exists, the user is prompted before it is ovetemitwith the

contents ofilel.

cpfileldirl | Copy the contents diflel (into a file namedilel) inside of directory



dirl.

Copy the contents of the directadiy 1. If directorydir2 does not

- exist, it is created. Otherwise, it creates a dmgcnamediirl
Rdirldir2 o .

within directorydir2.
myv

Themv command performs two different functions dependindow it is used. It
will either move one or more files to a differemtedtory, or it will rename a file or
directory. To rename a file, it is used like this:

[me@linuxbox me]$ mv fil enanel fil ename2

To move files to a different directory:

[me@linuxbox me]$ mv filel file2 file3 directory

Examples ofnv and its options include:

Examples of the mv command
Command Results

If file2 does not exist, theiel is renamedile2. If file2

mv filel file2 exists, its contents are replaced with the contefrfisel.

Like above however, since the "-i" (interactiveliop is
mv -i filel file2 specified, iffile2 exists, the user is prompted before it is
overwritten with the contents @fel.

The filesfilel, file2, file3 are moved to directorgir1. dirl

mv filel file2 file3 dir1 : ) e
must exist omv will exit with an error.

If dir2 does not exist, thedirl is renamedlir2. If dir2

mv dirl dir2 exists, the directorglirl is created within directorgir?2.

'm

Therm command deletes (removes) files and directories.

[me@linuxbox me]$ rm file

It can also be used to delete a directory:

[me@linuxbox me]$ rm-r directory



Examples ofm and its options include:

Examples of the rm command
Command Results

rmfilel file2 Deletefilel andfile2.

rm- Like above however, since the "-i" (interactiveliop is specified,

i filelfile2 the user is prompted before each file is deleted.

m- Directoriesdirl anddir2 are deleted along with all of their contents.
rdirldir2

Be careful with rm!

Linux does not have an undelete command. Once gtateda file withrm, it's gone.
You can inflict terrific damage on your system withif you are not careful,
particularly with wildcards.

Before you usem with wildcards, try this helpful trick: construgbur command
usingls instead. By doing this, you can see the effegtoof wildcards before you
delete files. After you have tested your commanith wi, recall the command with
the up-arrow key and then substitutefor Is in the command.

mkdir

Themkdir command is used to create directories. To ugeutsimply type:

[me@linuxbox me]$  mkdir directory

/O Redirection

In this lesson, we will explore a powerful featuseed by many command line
programs calledhput/output redirection. As we have seen, many commands such as
Is print their output on the display. This does na¢dnto be the case, however. By
using some special notation we cadirect the output of many commands to files,
devices, and even to the input of other commands.

Standard Output

Most command line programs that display their fsstb so by sending their results
to a facility calledstandard output. By default, standard output directs its conteénts
the display. To redirect standard output to a the, ">" character is used like this:

[me@linuxbox me]$ s > file_list.txt



In this example, the command is executed and the results are writtarfile
named file_list.txt. Since the outputief was redirected to the file, no results appear
on the display.

Each time the command above is repeated, filetxliss. overwritten (from the
beginning) with the output of the commaad If you want the new results to be
appended to the file instead, use ">>" like this:

[me@linuxbox me]$  Is >> file_list.txt

When the results are appended, the new resultddex to the end of the file, thus
making the file longer each time the command igadgd. If the file does not exist
when you attempt to append the redirected outpatfile will be created.

Standard Input

Many commands can accept input from a facilityexddtandard input. By default,
standard input gets its contents from the keybdautlike standard output, it can be
redirected. To redirect standard input from aifitead of the keyboard, the "<"
character is used like this:

[me@linuxbox me]$  sort < file_list.txt

In the above example we used the command to process the contents of
file_list.txt. The results are output on the digpdance the standard output is not
redirected in this example. We could redirect stadautput to another file like this:

[me@linuxbox me]$  sort < file_list.txt > sorted_file_list.txt

As you can see, a command can have both its imglbatput redirected. Be aware
that the order of the redirection does not maftee only requirement is that the
redirection operators (the "<" and ">") must appadfter the other options and
arguments in the command.

Pipes

By far, the most useful and powerful thing you danwith I/O redirection is to
connect multiple commands together with what alledaipes. With pipes, the
standard output of one command is fed into thedstahinput of another. Here is my
absolute favorite:

[me@linuxbox me]$ Is -l | less

In this example, the output of the command is fed intess . By using this|
less" trick, you can make any command have scrollinguiutl use this technique
all the time.

By connecting commands together, you can acomphséizing feats. Here are some
examples you'll want to try:



Is -It | head

Examples of commands used together with pipes
Command What it does

Displays the 10 newest files in the current
directory.

Displays a list of directories and how much

du | sort —nr space they consume, sorted from the largest to
the smallest.
Displays the total number of files in the

find . -type f -print | wc -l current working directory and all of its
subdirectories.

Filters

One class of programs you can use with pipes Iscthlters. Filters take standard
input and perform an operation upon it and senddhelts to standard output. In this
way, they can be used to process information ingriwhways. Here are some of the
common programs that can act as filters:

Program

sort

uniq

grep

fmt

head

tail

Common filter commands
What it does
Sorts standard input then outputs the sorted resudtandard output.

Given a sorted stream of data from standard inpregmoves duplicate
lines of data (i.e., it makes sure that every imnenique).

Examines each line of data it receives from stahdgyut and outputs
every line that contains a specified pattern ofatirs.

Reads text from standard input, then outputs faedaext on standard
output.

Takes text input from standard input and splitsdai into pages with
page breaks, headers and footers in preparatiqurifding.

Outputs the first few lines of its input. Useful fgetting the header of a
file.

Outputs the last few lines of its input. Useful foings like getting the
most recent entries from a log file.



sed

awk

Translates characters. Can be used to perform sasksas
upper/lowercase conversions or changing line teation characters
from one type to another (for example, convertir@3xext files into
Unix style text files).

Stream editor. Can perform more sophisticatedttexslations tham .

An entire programming language designed for constrg filters.
Extremely powerful.

Performing tasks with pipes

1. Printing fromthe command line. Linux provides a program callegt that

oukr~wN

8.

accepts standard input and sends it to the prilttisroften used with pipes
and filters. Here are a couple of examples:

cat poorly_formatted_report.txt | fmt | pr | Ipr

cat unsorted_list_with_dupes.txt | sort | uniq | pr | lpr

In the first example, we usat to read the file and output it to standard
output, which is piped into the standard inputhaf fmt  formats the text
into neat paragraphs and outputs it to standaglouihich is piped into the
standard input gjr. pr ~ splits the text neatly into pages and outputs it t
standard output, which is piped into the standapdii oflpr. Ipr takes its
standard input and sends it to the printer.

The second example starts with an unsorted lidatd with duplicate entries.
First,cat sends the list inteort which sorts it and feeds it intmiqg which
removes any duplicates. Next andipr are used to paginate and print the
list.

Viewing the contents of tar files Often you will see software distributed as a
gzipped tar file. This is a traditional Unix style tape archivef{created with
tar ) that has been compressed wgilp . You can recognize these files by
their traditional file extensions, ".tar.gz" orgzt'. You can use the following

command to view the directory of such a file oniraulx system:
tar tzvf name_of _file.tar.gz | less

Permissions

The Unix operating system (and likewise, Linux¥eti§ from other computing
environments in that it is not onlynaultitasking system but it is alsoraulti-user
system as well.



What exactly does this mean? It means that moredha user can be operating the
computer at the same time. While your computer evily have one keyboard and
monitor, it can still be used by more than one uBSer example, if your computer is
attached to a network, or the Internet, remotesusan log in viaelnet  or ssh.
(secure shell) and operate the computer. In faoipte users can execute X
applications and have the graphical output disglaprea remote computer. The X
Windows system supports this.

The multi-user capability of Unix is not a receimriovation,” but rather a feature that
is deeply ingrained into the design of the opetptiystem. If you remember the
environment in which Unix was created, this makedgrt sense. Years ago before
computers were "personal,” they were large, expenaind centralized. A typical
university computer system consisted of a largenfreaine computer located in some
building on campus an@rminals were located throughout the campus, each
connected to the large central computer. The coenpubuld support many users at
the same time.

In order to make this practical, a method had tddngsed to protect the users from
each other. After all, you could not allow the ans of one user to crash the
computer, nor could you allow one user to interfgith the files belonging to another
user.

This lesson will cover the following commands:

« chmod - modify file access rights

« su - temporarily become the superuser
« chown - change file ownership

« chgrp - change a file's group ownership

File permissions

Linux uses the same permissions scheme as Unik. fila@nd directory on your
system is assigned access rights for the owndredile, the members of a group of
related users, and everybody else. Rights candignesl to read a file, to write a file,
and to execute afile (i.e., run the file as a pxoy.

To see the permission settings for a file, we cathds command as follows:

[me@linuxbox me]$  Is -l some_file

-rw-rw-r-- 1 me me 1097374 Sep 26 18:48 some_fi le
We can determine a lot from examining the resulthis command:

- The file "some_file" is owned by user "me"

« User "me" has the right to read and write this file

- The file is owned by the group "me"

« Members of the group "me" can also read and whitefile
- Everybody else can read this file



Let's try another example. We will look at theh program which is located in the
/bin  directory:

[me@linuxbox me]$ Is -l /bin/bash

-rwxr-xr-x 1 root root 316848 Feb 27 2000 /bin/ba sh
Here we can see:

« The file "/bin/bash" is owned by user "root"

- The superuser has the right to read, write, anduggehis file
« The file is owned by the group "root"

« Members of the group "root" can also read and exettis file
« Everybody else can read and execute this file

In the diagram below, we see how the first portbthe listing is interpreted. It
consists of a character indicating the file typdpfved by three sets of three
characters that convey the reading, writing andeten permission for the owner,
group, and everybody else.

—YwWXIYw-I - -

A T A
‘ Eead, write, and execute permissions

for al other users

F ead, write and execute permissions
for members of the group owning the
file.

Read, write and execute permissions
for the owner of the file.

File type. "-" indicates a regular file. A
"d" indicates a directary.

chmod

Thechmod command is used to change the permissions of affitlirectory. To use
it, you specify the desired permission settings taedile or files that you wish to
modify. There are two ways to specify the permissjdout | am only going to teach
one way.

It is easy to think of the permission settings aef@es of bits (which is how the
computer thinks about them). Here's how it works:



rwx rwx rwx =111 111 111
rw- rw- rw- =110 110 110
rwx --- --- = 111 000 000

and so on...

rwx = 111 in binary = 7
rw- =110 in binary = 6
r-x =101 in binary =5
r-- =100 in binary = 4

Now, if you represent each of the three sets ahsions (owner, group, and other)
as a single digit, you have a pretty convenient afagxpressing the possible
permissions settings. For example, if we wanteseteome_file  to have read and
write permission for the owner, but wanted to kéepfile private from others, we
would:

[me@linuxbox me]$  chmod 600 some_file

Here is a table of numbers that covers all the comaettings. The ones beginning
with "7" are used with programs (since they enablkecution) and the rest are for
other kinds of files.

Value ' Meaning

(rwxrwxrwx) No restrictions on permissions. Anybody may dotlaimg.
777 . )
Generally not a desirable setting.

(rwxr-xr-x) The file's owner may read, write, and executefitaeAll others
755 may read and execute the file. This setting is comfor programs that are
used by all users.

(rwx------ ) The file's owner may read, write, and executeitaeNobody
700 else has any rights. This setting is useful fogpams that only the owner
may use and must be kept private from others.

666 (rw-rw-rw-) All users may read and write the file.
(rw-r--r--) The owner may read and write a file, while allegmay only
644 read the file. A common setting for data files tee¢rybody may read, but

only the owner may change.

(rw------- ) The owner may read and write a file. All otherséao rights. A

600 common setting for data files that the owner wamtseep private.

Directory permissions

Thechmod command can also be used to control the accessgs#ons for
directories. In most ways, the permissions schamndifectories works the same way



as they do with files. However, the execution pesiain is used in a different way. It
provides control for access to file listing andestthings. Here are some useful
settings for directories:

Value | Meaning

(rwxrwxrwx) No restrictions on permissions. Anybody may lisf, create
777 new files in the directory and delete files in theectory. Generally not a
good setting.

(rwxr-xr-x) The directory owner has full access. All otherg/ gt the
755 directory, but cannot create files nor delete th€ms setting is common for
directories that you wish to share with other users

(rwix------ ) The directory owner has full access. Nobody etsedny rights.
700 This setting is useful for directories that onlg thwner may use and must be
kept private from others.

Becoming the superuser for a short while

It is often useful to become the superuser to perimportant system administration
tasks, but as you have been warned (and not justdby you should not stay logged
on as the superuser. Fortunately, there is a pmograt can give you temporary
access to the superuser's privileges. This proggaalledsu (short for superuser)
and can be used in those cases when you needlie baperuser for a small number
of tasks. To become the superuser, simply typedtmmmand. You will be
prompted for the superuser's password:

[me@linuxbox me]$  su
Password:
[root@linuxbox mel#

After executing theu command, you have a new shell session as theusgreil o
exit the superuser session, tyse and you will return to your previous session.

Changing file ownership

You can change the owner of a file by usingdiwvn command. Here's an example:
Suppose | wanted to change the ownetoofe_file from "me" to "you". | could:

[me@linuxbox me]$  su

Password:
[root@linuxbox mel# chown you some_file
[root@linuxbox mel# exit

[me@linuxbox me]$

Notice that in order to change the owner of a fitey must be the superuser. To do
this, our example employed tbe command, then we executedwn, and finally we
typedexit to return to our previous session.



chown works the same way on directories as it doesles. fi

Changing group ownership

The group ownership of a file or directory may barmged witrchgrp . This
command is used like this:

[me@linuxbox me]$  chgrp new_group some_file

In the example above, we changed the group owneashome_file  from its
previous group to "new_group”. You must be the avai¢he file or directory to
perform achgrp .

Job Control

In the previous lesson, we looked at some of th@igations of Linux being a multi-
user operating system. In this lesson, we will @ranthe multitasking nature of
Linux, and how this is manipulated with the comménd interface.

As with any multitasking operating system, Linuxeentes multiple, simultaneous
processes. Well, they appear simultaneous, anyfuyally, a single processor
computer can only execute one process at timehkutinux kernel manages to give
each process its turn at the processor and ea&aapio be running at the same time.

There are several commands that can be used tmkpricesses. They are:

+ ps - list the processes running on the system

« kil -send asignal to one or more processes (usiodlill" a process)
« jobs - an alternate way of listing your own processes

« bg - put a process in the background

« fg - put a process in the forground

A practical example

While it may seem that this subject is rather obscii can be very practical for the
average user who mostly works with the graphical ugerface. You might not know
this, but most (if not all) of the graphical progr&can be launched from the
command line. Here's an example: there is a smadiram supplied with the X
Windows system callexdoad which displays a graph representing system load. Y
can excute this program by typing the following:

[me@linuxbox me]$  xload

Notice that the smalioad window appears and begins to display the systeh lo
graph. Notice also that your prompt did not reappé®r the program launched. The
shell is waiting for the program to finish befo@ntrol returns to you. If you close the
xload window, thexload program terminates and the prompt returns.



Putting a program in the background

Now, in order to make life a little easier, we gmng to launch theload program
again, but this time we will put it in the backgnalso that the prompt will return. To
do this, we execute xload like this:

[me@linuxbox me]$  xload &
[1] 1223

[me@linuxbox me]$
In this case, the prompt returned because the ggagas put in the background.

Now imagine that you forgot to use the "&" symbwolput the program into the
background. There is still hope. You can type cartrand the process will be
suspended. The process still exists, but is idllimgrtesume the process in the
background, type they command (short for background). Here is an example

[me@linuxbox me]$  xload
[2]+ Stopped xload

[me@linuxbox me]$  bg
[2]+ xload &

Listing your processes

Now that we have a process in the background, utldvbe helpful to display a list of
the processes we have launched. To do this, wasmeither thipbs command or
the more powerfubs command.

[me@linuxbox me]$  jobs
[1]+ Running xload &

[me@linuxbox me]$  ps
PID TTY TIME CMD

1211 pts/4 00:00:00 bash
1246 pts/4 00:00:00 xload
1247 pts/4 00:00:00 ps

[me@linuxbox me]$

Killing a process

Suppose that you have a program that becomes wmssp (hmmm...Netscape
comes to mind ;-); how do you get rid of it? Yowkekil command, of course.
Let's try this out on xload. First, you need tontily the process you want to kill. You
can use eithgobs orps, to do this. If you uspbs you will get back a job number.
With ps, you are given a process id (PID). We will doattbways:

[me@linuxbox me]$  xload &
[1] 1292



[me@linuxbox me]$  jobs
[1]+ Running xload &

[me@linuxbox me]$  kill %1

[me@linuxbox me]$  xload &
[2] 1293
[1] Terminated xload

[me@linuxbox me]$  ps
PID TTY TIME CMD

1280 pts/5 00:00:00 bash
1293 pts/5 00:00:00 xload
1294 pts/5 00:00:00 ps

[me@linuxbox me]$  kill 1293
[2]+ Terminated xload

[me@linuxbox me]$

A little more about kill

While thekil command is used to "kill" processes, its real psepis to sendignals

to processes. Most of the time the signal is intento tell the process to go away, but
there is more to it than that. Programs (if they/@ioperly written) listen for signals
from the operating system and respond to them, oftest to allow some graceful
method of terminating. For example, a text editaghnlisten for any signal that
indicates that the user is logging off, or that¢benputer is shutting down. When it
receives this signal, it saves the work in proglesre it exits. Theill command
can send a variety of signals to processes. Typing:

kill |

will give you a list of the signals it supports. Btare rather obscure, but several are
useful to know:

Sgnal # | Name Description
1 SGHUP Hang up signal. Erograms can listen for this sigimal act
(or not act) upon it.
Interrupt signal. This signal is given to procegseimiterrupt
2 SGINT them. Programs can process this signal and actitipéou

can also issue this signal directly by typing coltrin the
terminal window where the program is running.

Termination signal. This signal is given to pro@sst
terminate them. Again, programs can process tgrsasand
15 SGTERM | act upon it. You can also issue this signal diyeloil typing
control-c in the terminal window where the progriam
running. This is the default signal sent by ktie command



if no signal is specified.

Kill signal. This signal causes the immediate teration of
9 SGKILL | the process by the Linux kernel. Programs canstarifor
this signal.

Now let's suppose that you have a program thatpglessly hung (Netscape, maybe)
and you want to get rid of it. Here's what you do:

1. Use theps command to get the process id (PID) of the progeasvant to
terminate.

2. Issue &l command for that PID.

3. If the process refuses to terminate (i.e., it roigNg the signal), send
increasingly harsh signals until it does terminate.

[me@linuxbox me]$  ps x
PID TTY STAT TIME COMMAND
2931 pts/5 SN 0:00 netscape

[me@linuxbox me]$  kill -SIGTERM 2931

[me@linuxbox me]$ kil -SIGKILL 2931

In the example above | used tie command in the formal way. In actual practice,
it is more common to do it in the following way sathe default signal sent kiy
is SIGTERM andkill can also use the signal number instead of thekigame:

[me@linuxbox me]$  kill 2931
Then, if the process does not terminate, forcath the SIGKILL signal:

[me@linuxbox me]$  kill -9 2931

That's it!

This concludes the "Learning the shell" seriesesbns. In the next series, "Writing
shell scripts,” we will look at how to automatekissvith the shell.

Here is where the fun begins

With the thousands of commands available for themand line user, how can you
remember them all? The answer is, you don't. Takp@wer of the computer is its
ability to do the work for you. To get it to do thave use the power of the shell to
automate things. We write scripts.

Scripts are collections of commands that are storedfile. The shell can read this
file and act on the commands as if they were tygidtle keyboard. In addition to the



things you have learned so far, the shell alsoigesva variety of useful
programming features to make your scripts truly @dul.

What are scripts good for? A wide range of taskslmautomated. Here are some of
the things | automate with scripts:

- A script gathers up all the files (over 2200) irsthite on my computer and
transmits them to my web server.

- TheSuperMan pageare built entirely by a script.

« Every Friday night, all my computers copy theieélto a "backup server” on
my network. This is performed by a script.

« A scriptautomatically gets the current updates from mykiagendor and
maintains a repository of vital updates. It sendésam email message with a
report of tasks that need to be done.

As you can see, scripts unlock the power of yoaukimachine. So let's have some
fun!
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To successfully write a shell script, you have édlaree things:

1. Write a script
2. Give the shell permission to execute it
3. Put it somewhere the shell can find it

Writing a script

A shell script is a file that contains ASCII teXb create a shell script, you ustes
editor. A text editor is a program, like a word processioat reads and writes ASCII
text files. There are many, many text editors amd for your Linux system, both for
the command line environment and the GUI envirortmdare is a list of some
common ones:

Name

Vi

emacs

pico

gedit

kedit

kwrite

nedit

Description Interface

The granddaddy of Unix text editoks,, is infamous for its | command
difficult, non-intuitive command structure. On theght side, | line

vi Is powerful, lightweight, and fast. Learnimg is a Unix

rite of passage, since it is universally availaieJnix/Linux

systems.

The true giant in the world of text editorseigsacs by command
Richard Stallmanemacs contains (or can be made to containlne
every feature ever conceived for a text editoshttuld be

noted thati andemacs fans fight bitter religious wars over

which is better.

pico is the text editor supplied with tipgne email program. = command
pico IS very easy to use but is very short on features. line
recommenabico for first-time users who need a command

line editor.

gedit is the editor supplied with the Ghome desktop graphical
environment.

kedit is the editor supplied with the K Desktop Enviramh | graphical
(KDE).

kwrite  is the "advanced editor" supplied with KDE. It has | graphical
syntax highlighting, a helpful feature for prograemsmand
script writers.

My personal favoritenedit has syntax highlighting, macros, graphical
spell checking, multiple windows, and many confagion

options. If you would like to learn more abeetit , you can

visit www.nedit.org.




Now, fire up your text editor and type in your fisxript as follows:

#!/bin/bash
# My first script

echo "Hello World!"

The clever among you will have figured out how ¢y and paste the text into your
text editor ;-)

If you have ever opened a book on programming,would immediately recognize
this as the traditional "Hello World" program. Saguaur file with some descriptive
name. How abouty_script ?

The first line of the script is important. Thisaspecial clue given to the shell
indicating what program is used to interpret th@pscln this case, it ifin/bash
Other scripting languages suchpas, awk, tcl, Tk, andpython can also use
this mechanism.

The second line is @mment. Everything that appears after a "#" symbol gl

by bash . As your scripts become bigger and more compliatemments become
vital. They are used by programmers to explain widgbing on so that others can
figure it out. The last line is thechocommand. This command simply prints what it
is given on the display.

Setting permissions

The next thing we have to do is give the shell pssian to execute your script. This
is done with thehmodcommand as follows:

[me@linuxbox me]$  chmod 755 my_script
The "755" will give you read, write, and executemission. Everybody else will get

only read and execute permission. If you want ygmnipt to be private (i.e., only you
can read and execute), use "700" instead.

Putting it in your path
At this point, your script will run. Try this:

[me@linuxbox me]$  ./my_script

You should see "Hello World!" displayed. If you dot, see what directory you really
saved your script in, go there and try again.

Before we go any further, | have to stop and tahide about paths. When you type
in the name of a command, the system does notrsde@ntire computer to find
where the program is located. That would take g tane. You have noticed that you



don't usually have to specify a complete path ntonke program you want to run,
the shell just seems to know.

Well, you are right. The shell does know. Herewhite shell maintains a list of
directories where executable files (programs) &, kand just searches the
directories in that list. If it does not find theogram after searching each directory in
the list, it will issue the famousmmand not found  error message.

This list of directories is called yopath. You can view the list of directories with the
following command:

[me@linuxbox me]$  echo $PATH

This will return a colon separated list of direatgrthat will be searched if a specific
path name is not given when a command is attemptealr first attempt to execute
your new script, we specified a pathname ("./"fhefile.

You can add directories to your path with the failog command, wherdirectory is
the name of the directory you want to add:

[me@linuxbox me]$  export PATH=$PATH: directory

A better way would be to edit yourash_profile file to include the above
command. That way, it would be done automaticallgre time you log in.

Most modern Linux distributions encourage a practicwhich each user has a
specific directory for the programs he/she perdgneles. This directory is calleth
and is a subdirectory of your home directory. l&yo not already have one, create it
with the following command:

[me@linuxbox me]$  mkdir bin

Move your script into your newin directory and you're all set. Now you just have to
type:

[me@linuxbox me]$  my_script

and your script will run.

Editing the scripts you already have

Before we get to writing new scripts, | want tongaout that you have some scripts of
your own already. These scripts were put into yamme directory when your account
was created, and are used to configure the behalaur sessions on the computer.
You can edit these scripts to change things.

In this lesson, we will look at a couple of thesgs and learn a few important new
concepts about the shell.



Commands, commands everywhere

Up to now, we really have not discussed exactlytwbenmands are. Commands can
be several different things. Some commands ar¢ ibtol the shell itself. That is, the
shell automatically understands a few commandssoomin. The commands and

pwd are in this group. Commands implemented in thé gkelf are callecshell

builtins. To see a list of the commands built into bask,tbhshelp command.

The second type of commands is the executable @arsyrMost commands are in this
group. Executable programs are all the files indinectories included in your path.

The last two groups of commands are contained um gantime environment. During
your session, the system is holding a number @ falcout the world in its memory.
This information is called thenvironment. The environment contains such things as
your path, your user name, the name of the fileravlyeur mail is delivered, and
much more. You can see a complete list of what your environment with theet
command.

The two types of commands contained in the envientrarealiases andshell
functions.

Aliases

Now, before you become too confused about whatlgaid, let's make an alias.
Make sure you are in your home directory. Usingryfauorite text editor, open the
file .bash_profile and add this line to the endhef file:

alias I='ls -I'

The .bash_profile file is a shell script that ieuted each time you log in. By adding
thealias command to the file, we have created a new comroalthed "I" which will
perform "Is -I". To try out your new command, logt@nd log back in. Using this
technique, you can create any number of custom @rdmfor yourself. Here is
another one for you to try:

alias today='date +"%A, %B %-d, %Y"

This alias creates a new command called "today'ifibdisplay today's date with
nice formatting.

By the way, thalias command is just another shell builtin. You carateeyour
aliases directly at the command prompt; howevey tié only remain in effect
during your current shell session. For example:



[me@linuxbox me]$  alias I='Is -I'

Shell functions

Aliases are good for very simple commands, bubif want to create something more
complex, you should trghell functions. Shell functions can be thought of as "scripts
within scripts” or little sub-scripts. Let's try @nOpen .bash_profile with your text
editor again and replace the alias for "today" wlith following:

function today {
echo "Today's date is:"
date +"%A, %B %-d, %Y"

}

Believe it or notfunction  is a shell builtin too, and as with alias, you eaer shell
functions directly at the command prompt.

[me@linuxbox me]$ function today {
> echo "Today's date is:"
> date +"%A, %B %-d, %Y"

>}

[me@linuxbox me]$

type

Since there are many types of commands, it cambeoonfusing to tell what is an
alias, a shell function or an executable file. Boedimine what a command is, use the
type commandtype will display what type of command it is. It can bged as
follows:

[me@linuxbox mel]$  type conmand

.bashrc

Though placing your aliases and shell functiongaar .bash_profile will work, it

is not considered good form. There is a separi@@fimedbashrc  that is intended
to be used for such things. You may notice a pefa®de near the beginning of your
.bash_profile that looks something like this:

if [ -f ~/.bashrc ]; then
. ~l.bashrc
fi

This script fragment checks to see if there .isashrc  file in your home directory. If
one is found, then the script will read its congefftthis code is in your



.bash_profile , you should edit thewashrc  file and put your aliases and shell
functions there.

Here Scripts

In the following lessons, we will construct a udefpplication. This application will
produce an HTML document that contains informaabout your system. | spent a
lot of time thinking about how to teach shell pragming, and the approach | have
come up with is very different from most approactied | have seen. Most favor a
rather systematic treatment of the many feature$ often presume experience with
other programming languages. Although | do not mesthat you already know how
to program, | realize that many people today know ko write HTML, so our first
program will make a web page. As we construct otips we will discover step by
step the tools needed to solve the problem at hand.

Writing an HTML file with a script

As you may know, a well formed HTML file contairsetfollowing content:

<HTML>

<HEAD>
<TITLE>
The title of your page
</TITLE>

</HEAD>

<BODY>

Your page content goes here.
</BODY>
</HTML>

Now, with what we already know, we could a writecaipt to produce the above
content:

#1/bin/bash
# make_page - A script to produce an HTML file

echo "<HTML>"

echo "<HEAD>"

echo" <TITLE>"

echo " The title of your page"
echo" </TITLE>"

echo "</HEAD>"

echo "

echo "<BODY>"

echo " Your page content goes here."
echo "</BODY>"

echo "</HTML>"

This script can be used as follows:



[me@linuxbox me]$  make_page > page.html

It has been said that the greatest programmersoehe laziest. They write
programs to save themselves work. Likewise, whewetlprogrammers write
programs, they try to save themselves typing.

The first improvement to this script will be to tepe the repeated use of the echo
command with dere script, thusly:

#1/bin/bash
# make_page - A script to produce an HTML file

cat<< _EOF_

<HTML>

<HEAD>
<TITLE>
The title of your page
</TITLE>

</HEAD>

<BODY>
Your page content goes here.
</BODY>
</HTML>
_EOF_

A here script (also sometimes called a here doctinmsean additional form ofO
redirection It provides a way to include content that willdgieen to the standard
input of a command. In the case of the script abthexat command was given a
stream of input from our script to its standardunp

A here script is constructed like this:

command << token
content to be used as command's standard input
token

token can be any string of characters. | use " _EOF_"Hi3short for "End Of File™)
because it is traditional, but you can use anythasgong as it does not conflict with
a bash reserved word. The token that ends theskh&p must exactly match the one
that starts it, or else the remainder of your $exifl be interpreted as more standard
input to the command.

There is one additional trick that can be used wittere script. Often you will want
to indent the content portion of the here scriptiprove the readability of your
script. You can do this if you change the scriptadisws:

#!/bin/bash
# make_page - A script to produce an HTML file

cat<<- _EOF_



<HTML>

<HEAD>
<TITLE>
The title of your page
</TITLE>

</HEAD>

<BODY>
Your page content goes here.
</BODY>
</HTML>
_EOF_

Changing the the "<<" to "<<-" causes bash to igrtbe leading whitespace in the
here script. The output from the cat command vatleontain any of the leading
spaces or tab characters.

O.k., let's make our page. We will edit our paggebit to say something:

#1/bin/bash
# make_page - A script to produce an HTML file

cat<<- EOF_
<HTML>
<HEAD>
<TITLE>
My System Information
</TITLE>
</HEAD>

<BODY>
<H1>My System Information</H1>
</BODY>
</HTML>
_EOF_

In our next lesson, we will make our script produea information about the system.

Substitutions - Part 1

#1/bin/bash
# make_page - A script to produce an HTML file

cat<<- EOF_
<HTML>
<HEAD>
<TITLE>
My System Information
</TITLE>
</HEAD>

<BODY>
<H1>My System Information</H1>



</BODY>
</HTML>
_EOF_

Now that we have our script working, let's impratvd-irst off, we'll make some
changes because we want to be lazy. In the sdriptea we see that the phrase "My
System Information” is repeated. This is wastedhtyfand extra work!) so we
improve it like this:

#l/bin/bash
# make_page - A script to produce an HTML file
titte="My System Information"

cat<<- EOF_
<HTML>
<HEAD>
<TITLE>
$title
</TITLE>
</HEAD>

<BODY>

<H1>S$title</H1>

</BODY>

</HTML>
_EOF_

As you can see, we added a line to the beginnirtigeo$cript and replaced the two
occurrences of the phrase "My System Informatioih wtitle

Variables

What we have done is to introduce a very fundanhétea that appears in almost
every programming languageriables. Variables are areas of memory that can be
used to store information and are referred to bgrae. In the case of our script, we
created a variable called "title" and placed thepé "My System Information” into
memory. Inside the here script that contains ouMH;Twe use "$title" to tell the
shell to substitute the contents of the variable.

As we shall see, the shell performs various kirfdsubstitutions as it processes
commands. Wildcards are an example. When the daglk a line containing a
wildcard, it expands the meaning of the wildcard #ren continues processing the
command line. To see this in action, try this:

[me@linuxbox me]$  echo *

Variables are treated in much the same way byhbk. $Vhenever the shell sees a
word that begins with a "$", it tries to find ouhat was assigned to the variable and
substitutes it.



How to create a variable

To create a variable, put a line in your script tantains the name of the variable
followed immediately by an equal sign ("="). No spa are allowed. After the equal
sign, assign the information you wish to store.eN\ibiat no spaces are allowed on
either side of the equal sign.

Where does the variable's name come from?

You make it up. That's right; you get to chooserthmes for your variables. There
are a few rules.

It must start with a letter.

It must not contain embedded spaces. Use undessitstead.

Don't use punctuation marks.

Don't use a name that is already a word underdigdzhsh. These are called
reserved words and should not be used as variable names. If gewne of
these words, bash will get confused. To see aflistserved words, use the
help command.

PwpdPE

How does this increase our laziness?

The addition of the title variable made our lifesiea in two ways. First, it reduced the
amount of typing we had to do. Second and more rtapt it made our script easier
to maintain.

As you write more and more scripts (or do any okwed of programming), you will
learn that programs are rarely ever finished. Tdreymodified and improved by their
creators and others. After all, that's what opan@®development is all about. Let's
say that you wanted to change the phrase "My Sybt@armation" to "Linuxbox
System Information.” In the previous version of flteipt, you would have had to
change this in two locations. In the new versiothwle title variable, you only have
to change it in one place. Since our script ismsalk this might seem like a trivial
matter, but as scripts get larger and more contgli;at becomes very important.
Take a look at some of the scripts in 8&ipt Libraryto get a sense of what large
scripts look like.

Environment Variables

When you start your shell session, some varialikealeeady ready for your use.
They are defined in scripts that run each timeea lagys in. To see all the variables
that are in your environment, use tee command. One variable in your
environment contains the host name for your sysWmwill add this variable to our
script like so:

#!/bin/bash

# make_page - A script to produce an HTML file



title="System Information for"

cat<<- EOF_
<HTML>
<HEAD>
<TITLE>
$title SHOSTNAME
</TITLE>
</HEAD>

<BODY>
<H1>$title $SHOSTNAME</H1>
</BODY>
</HTML>
_EOF_

Now our script will always include the name of thachine on which we are running.
Note that, by convention, environment variables @siare uppercase.

Substitutions - Part 2

In our last lesson, we learned how to create viasadnd perform substitutions with
them. In this lesson, we will extend this idealiow how we can substitute the results
from a command.

When we last left our script, it could create anMiTpage that contained a few
simple lines of text, including the host name @& thachine which we obtained from
the environment variable HOSTNAME. Next, we willdaa timestamp to the page to
indicate when it was last updated, along with theruhat did it.

#l/bin/bash
# make_page - A script to produce an HTML file
title="System Information for"

cat<<- EOF_
<HTML>
<HEAD>
<TITLE>
$title SHOSTNAME
</TITLE>
</HEAD>

<BODY>
<H1>$title SHOSTNAME</H1>
<P>Updated on $(date +"%x %r %Z") by SUSER
</BODY>
</HTML>
_EOF_

As you can see, we employed another environmerdhlafUSER to get the user
name. In addition, we used this strange lookingghi



$(date +"%x %r %Z")

The characters "$( )" tell the shell, "substitute tesults of the enclosed command.”
In our script, we want the shell to insert the hessof the commandate +"%x %r

%2z" which expresses the current date and time.dEtecommand has many features
and formatting options. To look at them all, tristh

[me@linuxbox me]$  date --help | less

Be aware that there is an older, alternate symta¥$command)" that uses the
backtick character "~ ". This older form is compkg with the original Bourne shell
(sh). I tend not to use the older form since | aaching bash here, not sh, and
besides, | think backticks are ugly. The bash ghéil supports scripts written for sh,
so the following forms are equivalent:

$(command)
‘command’

--help and other tricks

How do you learn about commands? Well, besidesrigabout them on
LinuxCommand.org, you might try using the man pmgeéhe command in question.
TheSuperMan Pagesn LinuxCommand.org contain a complete set forutep
Linux distribution. But what if the command doedréive a man page?

The first thing to try is--help" . All of the tools written by the the GNU Project
from the Free Software Foundation implement thisoop To get a brief list of the
command's options, just type:

[me@linuxbox me]$  command --help

Many commands (besides the GNU tools) will eitharept the --help option or will
consider it an invalid option and will display aage message which you may find
equally useful.

If the results of the --help option scroll off teereen, pipe the results inéss to
view it like this:

[me@linuxbox me]$  command --help | less

Some commands don't have help messages or dor‘heseto invoke them. On
these mysterious commands, | use this trick:

First, find out where the executable file is lochfthis trick will only work with
programs, not shell builtins). This is easily ddyetyping:

[me@linuxbox me]$  which commrand

Thewhich command will tell you the path and file name of #xecutable program.
Next, use the strings command to display textniay be embedded within the



executable file. For example, if you wanted to lomdide the bash program, you
would do the following:

[me@linuxbox me]$  which bash
/bin/bash
[me@linuxbox me]$  strings /bin/bash

Thestringscommand will display any human readable contenedunside the
program. This might include copyright notices, emessages, help text, etc.

Finally, if you have a very inquisitive nature, ge¢ command's source code and read
that. Even if you cannot fully understand the pamgming language in which the
command is written, you may be able to gain vakeaisight by reading the author's
comments in the program's source.

Assigning a command's result to a variable

You can also assign the results of a command #&riable:
right_now=$(date +"%x %r %Z")
You can even nest the variables (place one ingidthar), like this:

right_now=$(date +"%x %r %Z")
time_stamp="Updated on $right_now by $USER"

Constants

As the name variable suggests, the content ofiablaris subject to change. This
means that it is expected that during the execwigour script, a variable may have
its content modified by something you do.

On the other hand, there may be values that, agtcslsould never be changed. These
are callectonstants. | bring this up because it is a common idea ogpmming.

Most programming languages have special faciltbesupport values that are not
allowed to change. Bash also has these facilitigstd be honest, | never see it used.
Instead, if a value is intended to be a constarg,simply given an uppercase name.
Environment variables are usually considered comstince they are rarely changed.
Like constants, environment variables are givereuggse names by convention. In
the scripts that follow, | will use this conventienppercase names for constants and
lowercase names for variables.

So with everything we know, our program looks likes:

#1/bin/bash
# make_page - A script to produce an HTML file
TITLE="System Information for SHOSTNAME"

RIGHT_NOW=$(date +"%x %r %Z")
TIME_STAMP="Updated on $RIGHT_NOW by $USER"



cat<<- _EOF_
<HTML>
<HEAD>
<TITLE>
$TITLE
</TITLE>
</HEAD>

<BODY>
<H1>$TITLE</H1>
<P>$TIME_STAMP
</BODY>
</HTML>

_EOF_

Quoting

We are going to take a break from our script towls something we have been doing
but have not explained yet. In this lesson we @alterquoting. Quoting is used to
accomplish two goals:

1. To control (i.e., limit) substitutions and
2. To perform grouping of words.

We have already used quoting. In our script, tlsggasnent of text to our constants
was performed with quoting:

TITLE="System Information for SHOSTNAME"
RIGHT_NOW=$(date +"%x %r %Z")
TIME_STAMP="Updated on $RIGHT_NOW by $USER"

In this case, the text is surrounded by double@ubaracters. The reason we use
guoting is to group the words together. If we did nse quotes, bash would think all
of the words after the first one were additionahoasands. Try this:

[me@linuxbox me]$  TITLE=System Information for SHOSTNAME

Single and double quotes

The shell recognizes both single and double gumteacters. The following are
equivalent:

var="this is some text"
var='this is some text'

However, there is an important difference betweergls and double quotes. Single
guotes limit substitution. As we saw in the preddesson, you can place variables in
double quoted text and the shell still performsssitiition. We can see this with the
echo command:



[me@linuxbox me]$  echo "My host name is SHOSTNAME."
My host name is linuxbox.

If we change to single quotes, the behavior changes

[me@linuxbox me]$  echo 'My host name is $HOSTNAME.'
My host name is $HOSTNAME.

Double quotes do not suppress the substitutionooflsvthat begin with "$" but they
do suppress the expansion of wildcard charactersexample, try the following:

[me@linuxbox me]$  echo *
[me@linuxbox me]$  echo "*"

Quoting a single character

There is another quoting character you will enceurit is the backslash. The
backslash tells the shell to "ignore the next otiard’ Here is an example:

[me@linuxbox mel]$  echo "My host name is \$HOSTNAME."
My host name is SHOSTNAME.

By using the backslash, the shell ignored the y#il®ol. Since the shell ignored it, it
did not perform the substitution on SHOSTNAME. Hex@ more useful example:

[me@linuxbox me]$  echo "My host name is \"$HOSTNAME\"."
My host name is "linuxbox".

As you can see, using the \" sequence allows amtzed double quotes into our text.

Other backslash tricks

If you look at theman pages for any program written by t8&U project you will
notice that in addition to command line optionssisting of a dash and a single
letter, there are also long option names that begimtwo dashes. For example, the
following are equivalent:

Is -r
Is --reverse

Why do they support both? The short form is foylagpists on the command line and
the long form is for scripts. | sometimes use obs@ptions, and | find the long form
useful if I have to review my script again montfiemal wrote it. Seeing the long form
helps me understand what the option does, saving tmg to theaman page. A little
more typing now, a lot less work later. Lazinessa&ntained.

As you might suspect, using the long form optioais make a single command line
very long. To combat this problem, you can useck$lash to get the shell to ignore a
newline character like this:



Is -I'\
--reverse \
--human-readable \
--full-time

Using the backslash in this way allows us to emimalines in our command. Note
that for this trick to work, the newline must b@ég immediately after the backslash.
If you put a space after the backslash, the spdtbenignored, not the newline.
Backslashes are also used to insert special cleasanto our text. These are called
backslash escape characters. Here are the common ones:

Escape Character | Name Possible Uses

\n newline Adding blank lines to text

\t tab Inserting horizontal tabs to text

\a alert Makes your terminal beep

\\ backslash| Inserts a backslash

\f formfeed | Sending this to your printer ejects plage

The use of the backslash escape characters ic@amnon. This idea first appeared
in the C programming language. Today, the shelk,(erl, python, awk, tcl, and
many other programming languages use this contispig theecho command with
the -e option will allow us to demonstrate:

[me@linuxbox me]$  echo -e "Inserting several blank lines\n\n\n"
Inserting several blank lines

[me@linuxbox mel$  echo -e "Words\tseparated\tby\thorizontal\ttabs."

Words separated by horizontal tabs
[me@linuxbox me]$  echo -e "\aMy computer went \"beep\"."

My computer went "beep".
[me@linuxbox me]$  echo -e "DEL C:\WIN2K\LEGACY_OS.EXE"

DEL C:\WIN2K\LEGACY_OS.EXE

Shell Functions

As programs get longer and more complex, they beamare difficult to design,
code, and maintain. As with any large endeavas, éften useful to break a single,
large task into a number of smaller tasks.



In this lesson, we will begin to break our singlemulithic script into a number of
separate functions.

To get familiar with this idea, let's consider thescription of an everyday task --
going to the market to buy food. Imagine that weeagoing to describe the task to a
man from Mars.

Ouir first top-level description might look like #hi

Leave house
Drive to market
Park car

Enter market
Purchase food
Drive home
Park car

Enter house

N A WNE

This description covers the overall process of gemthe market; however a man
from Mars will probably require additional detdtor example, the "Park car" sub
task could be described as follows:

Find parking space
Drive car into space
Turn off motor

Set parking brake
Exit car

Lock car

ok wNE

Of course the task "Turn off motor" has a numbesteps such as "turn off ignition"
and "remove key from ignition switch," and so on.

This process of identifying the top-level steps dredeloping increasingly detailed
views of those steps is call&mp-down design. This technique allows you to break
large complex tasks into many small, simple tasks.

As our script continues to grow, we will use topuiodesign to help us plan and code
our script.

If we look at our script's top-level tasks, we fitle following list:

Open page

Open head section
Write title

Close head section
Open body section
Write title

Write time stamp
Close body section
Close page
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All of these tasks are implemented, but we warstdd more. Let's insert some
additional tasks after task 7:

7. Write time stamp

8. Write system release info
9. Write up-time

10. Write drive space
11.Write home space
12.Close body section
13.Close page

It would be great if there were commands that peréal these additional tasks. If
there were, we could use command substitutionaoeplhem in our script like so:

#1/bin/bash
# system_page - A script to produce a system inform ation HTML file
#H##H#H# Constants

TITLE="System Information for SHOSTNAME"
RIGHT_NOW=$(date +"%x %r %Z")
TIME_STAMP="Updated on $RIGHT_NOW by $USER"

H#i##H Main

cat <<- _EOF_
<html|>
<head>
<title>$TITLE</title>
</head>

<body>
<h1>$TITLE</h1>
<p>$TIME_STAMP</p>
$(system_info)
$(show_uptime)
$(drive_space)
$(home_space)

</body>

</html|>

_EOF_

While there are no commands that do exactly whateesl, we can create them using
shell functions.

As we learned in lesson 2, shell functions actligtse"programs within programs" and
allow us to follow top-down design principles. Tadethe shell functions to our script,
we change it so:

#1/bin/bash
# system_page - A script to produce an system infor mation HTML file

H###H Constants



TITLE="System Information for SHOSTNAME"
RIGHT_NOW=$(date +"%x %r %Z")
TIME_STAMP="Updated on $RIGHT_NOW by $USER"

#H### Functions

function system_info

{
}

function show_uptime

{
}

function drive_space

{
}

function home_space

{
}

function show_info

{
}

H#i##H Main

cat<<- _EOF_
<html|>
<head>
<title>$TITLE</title>
</head>

<body>
<h1>$TITLE</h1>
<p>$TIME_STAMP</p>
$(system_info)
$(show_uptime)
$(drive_space)
$(home_space)

</body>

</html|>

_EOF_

A couple of important points about functions: Fiteey must appear before you
attempt to use them. Second, the function bodygtngons of the function between
the { and } characters) must contain at least cad@l\command. As written, the script



will not execute without error, because the funttimdies are empty. The simple way
to fix this is to place eturn statement in each function body. After you do,tbis
script will execute successfully again.

Keep your scripts working

When you are developing a program, it is is oftgoad practice to add a small
amount of code, run the script, add some more godethe script, and so on. This
way, if you introduce a mistake into your codeyiil be easier to find and correct.

As you add functions to your script, you can alse a technique callestlibbing to
help watch the logic of your script develop. Stulglworks like this: imagine that we
are going to create a function called "system_itfat'we haven't figured out all of
the details of its code yet. Rather than hold @pdévelopment of the script until we
are finished with system_info, we just addealmo command like this:

function system_info

{

# Temporary function stub
echo "function system_info"

}

This way, our script will still execute sucessfulgven though we do not yet have a
finished system_info function. We will later reptathe temporary stubbing code with
the complete working version.

The reason we use an echo command is so we getfsedirack from the script to
indicate that the functions are being executed.

Let's go ahead and write stubs for our new funstemd keep the script working.

#!/bin/bash
# system_page - A script to produce an system infor mation HTML file
#H### Constants

TITLE="System Information for SHOSTNAME"
RIGHT_NOW=$(date +"%x %r %Z")
TIME_STAMP="Updated on $RIGHT_NOW by $USER"

#H### Functions

function system_info

{

# Temporary function stub
echo "function system_info"

}

function show_uptime

{

# Temporary function stub
echo "function show_uptime"



function drive_space

{

# Temporary function stub
echo "function drive_space"

}

function home_space

{

# Temporary function stub
echo "function home_space"

}

function show _info

{

# Temporary function stub
echo "function show_info"

}

#H#HH Main

cat<<- _EOF_
<html>
<head>
<title>$TITLE</title>
</head>

<body>
<h1>$TITLE</h1>
<p>$TIME_STAMP</p>
$(system_info)
$(show_uptime)
$(drive_space)
$(home_space)

</body>

</html>

_EOF_

Some Real Work

In this lesson, we will develop some of our shetidtions and get our script to
produce some useful information.

show_uptime

The show_uptime function will display the outputtieéuptime command. The
uptime command outputs several interesting faatsitaiine system, including the
length of time the system has been "up” (runnimesits last re-boot, the number of
users and recent system load.




[me@linuxbox me]$  uptime
9:15pm up 2 days, 2:32, 2 users, load average: 0.00 , 0.00, 0.00

To get the output of the uptime command into ouiMtiTpage, we will code our shell
function like this, replacing our temporary stulipoode with the finished version:

function show_uptime

{

echo "<h2>System uptime</h2>"
echo "<pre>"

uptime

echo "</pre>"

As you can see, this function outputs a streamxdfd¢ontaining a mixture of HTML
tags and command output. When the substitutiorstpleee in the main body of the
our program, the output from our function becomas pf the here script.

drive_space

The drive_space function will use thie command to provide a summary of the space
used by all of the mounted file systems.

[me@linuxbox me]$  df

Filesystem 1k-blocks  Used Available Use% Mou nted on

/dev/hda2 509992 225772 279080 45% /

/dev/hdal 23324 1796 21288 8% /bo ot
/dev/ihda3 15739176 1748176 13832360 12% /ho me
/dev/hda5 3123888 3039584 52820 99% /us r

In terms of structure, the drive_space functioveis/ similar to the show_uptime
function:

function drive_space

{

echo "<h2>Filesystem space</h2>"
echo "<pre>"

df

echo "</pre>"

home_ space

The home_space function will display the amourgpzfce each user is using in
his/her home directory. It will display this asist,|sorted in descending order by the
amount of space used.

function home_space

echo "<h2>Home directory space by user</h2>"



echo "<pre>"
echo "Bytes Directory"
du -s /home/* | sort -nr
echo "</pre>"

Note that in order for this function to successf@kecute, the script must be run by
the superuser, since the command requires superuser privileges to exarhime t
contents of the /home directory.

system_info

We're not ready to finish the system_info functyet. In the meantime, we will
improve the stubbing code so it produces valid HTML

function system_info

{

echo "<h2>System release info</h2>"
echo "<p>Function not yet implemented</p>"

}

Flow Control - Part 1

In this lesson, we will look at how to add intedligce to our scripts. So far, our script
has only consisted of a sequence of commandsttréd at the first line and
continues line by line until it reaches the end sMarograms do more than this. They
make decisions and perform different actions dejpgnoin conditions.

The shell provides several commands that we catousentrol the flow of execution
in our program. These include:

o if

e exit

o for

* while

e until

e case

e break

e continue

if
The first command we will look at is . Theif command is fairly simple on the

surface; it makes a decision based on a conditibaif command has three forms:

# First form

if condition;then
comands



fi
# Second form

if condition;then

conmmands

else
commands

fi

# Third form

if condition;then
commands

elif condi tion
conmands

fi

In the first form, if the condition is true, thearamands are performed. If the
condition is false, nothing is done.

In the second form, if the condition is true, thke first set of commands is
performed. If the condition is false, the secondo§eommands is performed.

In the third form, if the condition is true, theetfirst set of commands is performed.
If the condition is false, and if the second coioditis true, then the second set of
commands is performed.

What is a "condition"?

To be honest, it took me a long time to really usténd how this worked. To help
answer this, there is yet another basic behavieoofmands we must discuss.

Exit status

A properly written Unix application will tell theperating system if it was successful
or not. It does this by means of eit status. The exit status is a numeric value in the
range of 0 to 255. A "0" indicates success; angiotalue indicates failure. Exit

status provides two important features. Firstait be used to detect and handle errors
and second, it can be used to perform true/faks.te

It is easy to see that handling errors would bealale. For example, in our script we
will want to look at what kind of hardware is inia so we can include it in our
report. Typically, we will try to query the hardvearand if an error is reported by
whatever tool we use to do the query, our scrifithvei able to skip the portion of the
script which deals with the missing hardware.

We can also use the exit status to perform simmpkdfalse decisions. We will cover
this next.

test



Thetest command is used most often with thecommand to perform true/false
decisions. The command is unusual in that it hasdifferent syntactic forms:

# First form
test expression
# Second form

[ expression]

Thetest command works simply. If the given expressiomugtest exits with a
status of zero; otherwise it exits with a statud.of

The neat feature aést is the variety of expressions you can create. kteaa
example:

if [ -f .bash_profile ]; then

echo "You have a .bash_profile. Things are fine
else

echo "Yikes! You have no .bash_profile!"
fi

In this example, we use the expressienbash_profile ". This expression asks,
"Is .bash_profile a file?" If the expression iseythenest exits with a zero
(indicating true) and thi¢ command executes the command(s) following the word
then . If the expression is false, thest exits with a status of one and the
command executes the command(s) following the wised.

Here is a partial list of the conditions th&tt can evaluate. Singest is a shell
builtin, use helptest " to see a complete list.

Expression Description

-dfile True iffileis a directory.

-efile True iffile exists.

-f file True iffile exists and is a regular file.
-L file True iffileis a symbolic link.

-r file True iffileis a file readable by you.
-w file True iffileis a file writable by you.

-x file True iffileis a file executable by you.



filel -ntfile2 True iffilel is newer than (according to modification tinfié¢2

filel -otfile2 True iffilel is older tharfile2
-z string True ifstring is empty.
-n string True ifstring is not empty.

stringl =string2 | True ifstringl equalsstring2.

stringl !'=string2 | True ifstringl does not equatring2.

Before we go on, | want to explain the rest oféRample above, since it also reveals
more important ideas.

In the first line of the script, we see thecommand followed by thest command,
followed by a semicolon, and finally the war@n . | chose to use thHe expressi on
] form of thetest command since most people think it's easier td.iatice that
the spaces between thée ‘and the beginning of the expression are required.
Likewise, the space between the end of the exaressid the trailing]™.

The semicolon is a command separator. Using itvallgou to put more than one
command on a line. For example:

[me@linuxbox mel$  clear; Is
will clear the screen and execute the Is command.

| use the semicolon as | did to allow me to putwioedthen on the same line as the
if command, because | think it is easier to readwlagt

On the second line, there is our old friesato . The only thing of note on this line is
the indentation. Again for the benefit of readapijlit is traditional to indent all
blocks of conditional code; that is, any code thiditonly be executed if certain
conditions are met. The shell does not require this done to make the code easier
to read.

In other words, we could write the following and gee same results:

# Alternate form

if [ -f .bash_profile ]
then
echo "You have a .bash_profile. Things are fine
else
echo "Yikes! You have no .bash_profile!"
fi

# Another alternate form



if [ -f .bash_profile ]

then echo "You have a .bash_profile. Things are fin e."
else echo "Yikes! You have no .bash_profile!"

fi

exit

In order to be good script writers, we must setekié status when our scripts finish.
To do this, use thexit command. Thexit command causes the script to terminate
immediately and set the exit status to whateverev& given as an argument. For
example:

exit 0

exits your script and sets the exit status to 8dsss), whereas

exit 1

exits your script and sets the exit status to duge).

Testing for root

When we last left our script, we required thatatran with superuser privileges. This
is because the home_space function needs to ex#dmeiiseze of each user's home
directory, and only the superuser is allowed tatxb.

But what happens if a regular user runs our scitgifoduces a lot of ugly error
messages. What if we could put something in thiptsiar stop it if a regular user
attempts to run it?

Theid command can tell us who the current user is. Wéxexxuted with the "-u"
option, it prints the numeric user id of the cutreser.

[me@linuxbox me]$  id -u
501

[me@linuxbox me]$  su
Password:

[root@linuxbox mel# id -u
0

If the superuser executeisu , the command will output "0." This fact can be the
basis of our test:

if [ $(id -u) ="0"]; then
echo "superuser"
fi



In this example, if the output of the commadmel is equal to the string "0", then
print the string "superuser.”

While this code will detect if the user is the swser, it does not really solve the
problem yet. We want to stop the script if the userot the superuser, so we will
code it like so:

if [ $(id -u) '="0"]; then
echo "You must be the superuser to run this scr ipt" >&2
exit 1

fi

With this code, if the output of thé-u command is not equal to "0", then the script
prints a descriptive error message, exits, andtetsxit status to 1, indicating to the
operating system that the script executed unsuitdlgss

Notice the ">&2" at the end of theho command. This is another form of I/O
direction. You will often notice this in routindsdt display error messages. If this
redirection were not done, the error message wgaitid standard output. With this
redirection, the message is sent to standard &noce we are executing our script
and redirecting its standard output to a file, vantrthe error messages separated
from the normal output.

We could put this routine near the beginning of sxript so it has a chance to detect a
possible error before things get under way, buatrder to run this script as an

ordinary user, we will use the same idea and mdtigyiome_space function to test

for proper privileges instead, like so:

function home_space

{

# Only the superuser can get this information

if [ "$(id -u)" ="0"]; then
echo "<h2>Home directory space by user</h2>
echo "<pre>"
echo "Bytes Directory"
du -s /home/* | sort -nr
echo "</pre>"
fi

} #end of home_space

This way, if an ordinary user runs the script, tileeiblesome code will be passed
over, rather than executed and the problem widieed.

Stay Out Of Trouble

by William Shotts, Jr.



Now that our scripts are getting a little more cdiogted, | want to point out some
common mistakes that you might run into. To do,thisate the following script
calledtrouble.bash . Be sure to enter it exactly as written.

#!/bin/bash

number=1

if [ $number ="1"]; then
echo "Number equals 1"

else

echo "Number does not equal 1"
fi

When you run this script, it should output the liteimber equals 1" because, well,
number equals 1. If you don't get the expectedudugieck your typing; you made a
mistake.

Empty variables

Edit the script to change line 3 from:

number=1

to:

number=

and run the script again. This time you shouldtigetfollowing:

[me@linuxbox me]$  ./trouble.bash
/trouble.bash: [: =: unary operator expected.
Number does not equal 1

As you can seaash displayed an error message when we ran the s¥iopt.
probably think that by removing the "1" on linet®iieated a syntax error on line 3,
but it didn't. Let's look at the error message gai

Jtrouble.bash: [: =: unary operator expected

We can see thatrouble.bash Is reporting the error and the error has to dd wit
"I'". Remember thatf™ is an abbreviation for thest shell builtin. From this we can
determine that the error is occurring on line 5lia 3.

First, let me say there is nothing wrong with IBi@umber= is perfectly good syntax.
You will sometimes want to set a variable's valwadthing. You can confirm the
validity of this by trying it on the command line:

[me@linuxbox me]$  number=
[me@linuxbox me]$



See, no error message. So what's wrong with lines8rked before.

To understand this error, we have to see whattbk sees. Remember that the shell
spends a lot of its life substituting text. In liBgthe shell substitutes the value of
number where it see$number . In our first try (whemumber=1), the shell substituted
1 for $number like so:

if[1="1"]; then

However, when we set number to nothingn{ber=), the shell saw this after the
substitution:

if [="1"]; then

which is an error. It also explains the rest oféeh®r message we received. Thei$
a binary operator; that is, it expects two itemsyerate upon - one on each side.

What the shell was trying to tell us was that theas only one item and there should
have been a unary operator (liké)'that only operates on a single item.

To fix this problem, change line 5 to read:

if [ "$number" ="1"]; then

Now when the shell performs the substitution it wde:

if [ ="1"]; then

which correctly expresses our intent.

This brings up an important thing to remember wj@m are writing your scripts.
Consider what happens if a variable is set to eqatding.

Missing quotes

Edit line 6 to remove the trailing quote from thedeof the line:

echo "Number equals 1

and run the script again. You should get this:

[me@linuxbox me]$  ./trouble.bash
Jtrouble.bash: line 8: unexpected EOF while lookin g for matching "
Jtrouble.bash: line 10 systax error: unexpected en d of file

Here we have another case of a mistake in one#ineing a problem later in the
script. What happens is the shell keeps lookingterclosing quotation mark to tell it
where the end of the string is, but runs into the ef the file before it finds it.



These errors can be a real pain to find in a langts This is one reason you should
test your scripts frequently when you are writihgrh so there is less new code to
test. | also find that text editors with syntaxfiighting (like nedit or kate) make
these kinds of bugs easier to find.

|solating problems

Finding bugs in your programs can sometimes be diffigult and frustrating. Here
are a couple of techniques that you will find usefu

Isolate blocks of code by "commenting them out."This trick involves putting
comment characters at the beginning of lines oédodstop the shell from reading
them. Frequently, you will do this to a block ofdecto see if a particular problem
goes away. By doing this, you can isolate which pga program is causing (or not
causing) a problem.

For example, when we were looking for our missingtgtion we could have done
this:

#!/bin/bash
number=1

if [ $number ="1"]; then
echo "Number equals 1
#else
# echo "Number does not equal 1"
fi

By commenting out thelse clause and running the script, we could showtthet
problem was not in thelse clause even though the error message suggestat tha
was.

Use echo commands to verify your assumptionés you gain experience tracking
down bugs, you will discover that bugs are oftetwloere you first expect to find
them. A common problem will be that you will makéaése assumption about the
performance of your program. You will see a probbigwelop at a certain point in
your program and assume that the problem is thiéis.is often incorrect, as we have
seen. To combat this, you should placeo commands in your code while you are
debugging, to produce messages that confirm thgrgmois doing what is expected.
There are two kinds of messages that you shouddtins

The first type simply announces that you have red@hcertain point in the program.
We saw this in our earlier discussion on stubbinig. useful to know that program
flow is happening the way we expect.

The second type displays the value of a variabl®@ddables) used in a calculation or
test. You will often find that a portion of yourggram will fail because something
that you assumed was correct earlier in your pragsa in fact, incorrect and is
causing your program to fail later on.



Watching your script run

It is possible to haveash show you what it is doing when you run your scripd do
this, add a-x " to the first line of your script, like this:

#!/bin/bash -x

Now, when you run your script, bash will displagledine (with substitutions
performed) as it executes it. This technique ikeddtacing. Here is what it looks
like:

[me@linuxbox me]$  ./trouble.bash
+ number=1

+ l[l 1 = 1 l]l

+ echo 'Number equals 1'

Number equals 1

Alternately, you can use tket command within your script to turn tracing on and
off. Useset -x  to turn tracing on anskt +x  to turn tracing off. For example.:

#!/bin/bash
number=1

set -x
if [ $number ="1"]; then
echo "Number equals 1"
else
echo "Number does not equal 1"
fi
set +x

Keyboard Input and Arithmetic

by William Shotts, Jr.

Up to now, our scripts have not been interactivetTs, they did not require any
input from the user. In this lesson, we will se&vhmur scripts can ask questions, and
get and use responses.

read

To get input from the keyboard, you use t#dw command. Thesad command
takes input from the keyboard and assigns it tarable. Here is an example:

#!/bin/bash

echo -n "Enter some text > "
read text
echo "You entered: $text"



As you can see, we displayed a prompt on line 3e Mwt “n " given to thescho
command causes it to keep the cursor on the samg.k., it does not output a
carriage return at the end of the prompt.

Next, we invoke theead command withtéxt " as its argument. What this does is
wait for the user to type something followed byaariage return (the Enter key) and
then assign whatever was typed to the varighte .

Here is the script in action:

[me@linuxbox me]$  read_demo.bash
Enter some text > this is some text
You entered: this is some text

If you don't give theead command the name of a variable to assign its jnpwill
use the environment varialmePLY.

Theread command also takes some command line optionstWenost interesting
ones aret and-s . The-t option followed by a number of seconds provides an
automatic timeout for thead command. This means that ked command will

give up after the specified number of seconds ifesponse has been received from
the user. This option could be used in the casesafipt that must continue (perhaps
resorting to a default response) even if the usesdhot answer the prompts. Here is
the-t option in action:

#!/bin/bash

echo -n "Hurry up and type something! > "
if read -t 3 response; then
echo "Great, you made it in time!"
else
echo "Sorry, you are too slow!"
fi

The-s option causes the user's typing not to be displaykis is useful when you are
asking the user to type in a password or otherrggeelated information.

Arithmetic

Since we are working on a computer, it is natwaxpect that it can perform some
simple arithmetic. The shell provides featuresifbeger arithmetic.

What's an integer? That means whole numbers liRe 458, -2859. It does not mean
fractional numbers like 0.5, .333, or 3.1415. luyaust deal with fractional numbers,
there is a separate program cabledvhich provides an arbitrary precision calculator
language. It can be used in shell scripts, bueshd the scope of this tutorial.



Let's say you want to use the command line asmaipre calculator. You can do it
like this:

[me@linuxbox me]$  echo $((2+2))

As you can see, when you surround an arithmeticesspn with the double
parentheses, the shell will perform arithmetic eabn.

Notice that whitespace is not very important:

[me@linuxbox me]$  echo $((2+2))

4
[me@linuxbox me]$  echo $(( 2+2))
4

[me@linuxbox mel]$  echo $((2 +2))
4

The shell can perform a variety of common (andseotommon) arithmetic
operations. Here is an example:

#!/bin/bash

first_num=0
second_num=0

echo -n "Enter the first number -->"
read first_num

echo -n "Enter the second number -> "
read second_num

echo "first number + second number = $((first_num + second_num))"
echo "first number - second number = $((first_num - second_num))"
echo "first number * second number = $((first_num * second_num))"
echo "first number / second number = $((first_num / second_num))"
echo "first number % second number = $((first_num % second_num))"
echo "first number raised to the"

echo "power of the second number = $((first_num * * second_num))"

Notice how the leadings” is not needed to reference variables inside tilenaetic
expression such asgrst_num + second_num "

Try this program out and watch how it handles dorigremember this is integer
division) and how it handles large numbers. Numbieas get too largeverflow like

the odometer in a car when you exceed the numbmiles$ it was designed to count.

It starts over but first it goes through all thgaeve numbers because of how integers
are represented in memory. Division by zero (wlgcmathematically invalid) does
cause an error.

I'm sure that you recognize the first four operagias addition, subtraction,
multiplication and division, but that the fifth ongay be unfamiliar. Thes symbol
represents remainder (also knowmaslulo). This operation performs division but
instead of returning a quotient like division,eturns the remainder. While this might
not seem very useful, it does, in fact, provideagrgility when writing programs. For



example, when a remainder operation returns zerwlicates that the first number is
an exact multiple of the second. This can be vandy:

#!/bin/bash
number=0

echo -n "Enter a number > "
read number

echo "Number is $number"

if [ $((number % 2)) -eq 0 ]; then
echo "Number is even"

else
echo "Number is odd"

fi

Or, in this program that formats an arbitrary numifeseconds into hours and
minutes:

#!/bin/bash
seconds=0

echo -n "Enter number of seconds >"
read seconds

hours=$((seconds / 3600))
seconds=%((seconds % 3600))
minutes=$((seconds / 60))
seconds=%((seconds % 60))

echo "$hours hour(s) $minutes minute(s) $seconds se cond(s)"

Flow Control - Part 2

by William Shotts, Jr.

Hold on to your hats. This lesson is going to liégaone!

More branching

In theprevious lesson on flow contrele learned about the command and how it is
used to alter program flow based on a conditiomrbgramming terms, this type of
program flow is calledranching because it is like traversing a tree. You come to
fork in the tree and the evaluation of a conditiletermines which branch you take.

There is a second and more complex kind of bramgctétied acase. A case is
multiple-choice branch. Unlike the simple brancheve you take one of two possible
paths, a case supports several possible outcorsed ba the evaluation of a
condition.



You can construct this type of branch with multiplestatements. In the example
below, we evaluate some input from the user:

#!/bin/bash

echo -n "Enter a number between 1 and 3 inclusive >
read character
if [ "$character" ="1" ]; then
echo "You entered one."
else
if [ "$character" = "2" ]; then
echo "You entered two."
else
if [ "$character" ="3" ]; then
echo "You entered three."
else
echo "You did not enter a number"
echo "between 1 and 3."
fi
fi
fi

Not very pretty.

Fortunately, the shell provides a more eleganttgwluo this problem. It provides a
built-in command calledase , which can be used to construct an equivalentrarog

#!/bin/bash

echo -n "Enter a number between 1 and 3 inclusive >
read character
case $character in

1) echo "You entered one."

2 ) echo "You entered two."
3) echo "You entered three."
*) echo "You did not enter a number"

echo "between 1 and 3."
esac

Thecase command has the following form:

case word in
patterns ) statements ;;
esac

case Selectively executes statements if word matchesttarn. You can have any
number of patterns and statements. Patterns chtetad text or wildcards. You can
have multiple patterns separated by thecharacter. Here is a more advanced
example to show what | mean:

#!/bin/bash



echo -n "Type a digit or a letter > "
read character
case $character in

# Check for letters

[a-z] | [A-Z] ) echo "You typed the letter $cha racter"
# Check for digits
[0-9]) echo "You typed the digit $characte r

# Check for anything else
*) echo "You did not type a letter or a digit"
esac

Notice the special pattern™ This pattern will match anything, so it is ugeccatch
cases that did not match previous patterns. Irmtusf this pattern at the end is wise,
as it can be used to detect invalid input.

Loops

The final type of program flow control we will digss is calledooping. Looping is
repeatedly executing a section of your programdbasea condition. The shell
provides three commands for loopingile , unti andfor . We are going to cover
while anduntil  in this lesson antdr in a future lesson.

Thewhile command causes a block of code to be executecaodeover, as long as
a condition is true. Here is a simple example pfagram that counts from zero to
nine:

#!/bin/bash

number=0

while [ $number -1t 10 ]; do
echo "Number = $number"
number=$((number + 1))

done

On line 3, we create a variable calleshber and initialize its value to 0. Next, we
start thewhile loop. As you can see, we have specified a comdihat tests the value
of number . In our example, we test to seadfber has a value less than 10.

Notice the wordio on line 4 and the wordbne on line 7. These enclose the block of
code that will be repeated as long as the condisionet.

In most cases, the block of code that repeats daisbmething that will eventually
change the outcome of the condition, otherwisewilthave what is called an
endless loop; that is, a loop that never ends.



In the example, the repeating block of code outthessalue ohumber (theecho
command on line 5) and incremenisnber by one on line 6. Each time the block of
code is completed, the condition is tested agafterAhe tenth iteration of the loop,
number has been incremented ten times and the condgian longer true. At that
point, the program flow resumes with the statenf@fdgwing the worddone . Since
done is the last line of our example, the program ends.

Theunti command works exactly the same way, except thekldbcode is
repeated as long as the condition is false. Ireanple below, notice how the
condition has been changed from #nte example to achieve the same result:

#!/bin/bash

number=0

until [ $number -ge 10 ]; do
echo "Number = $number"
number=$((number + 1))

done

Building a menu

One common way of presenting a user interface fexabased program is by using a
menu. A menu is a list of choices from which the usan pick.

In the example below, we use our new knowledgeab$ and cases to build a simple
menu driven application:

#!/bin/bash

selection=
until [ "$selection” ="0"]; do
echo ™
echo "PROGRAM MENU"
echo "1 - display free disk space"
echo "2 - display free memory"
echo ™
echo "0 - exit program"
echo ™
echo -n "Enter selection; "
read selection
echo ™
case $selection in
1)df;;
2) free ;;
0) exit ;;
*) echo "Please enter 1, 2, or 0"
esac
done

The purpose of thentil  loop in this program is to re-display the menuhetame a
selection has been completed. The loop will comrtinatil selection is equal to "0,"
the "exit" choice. Notice how we defend againstieatfrom the user that are not
valid choices.



To make this program better looking when it rune,c&n enhance it by adding a
function that asks the user to press the Enteakiey each selection has been
completed, and clears the screen before the matspgkyed again. Here is the
enhanced example:

#!/bin/bash

function press_enter
echo nn
echo -n "Press Enter to continue"
read
clear

}

selection=
until [ "$selection" ="0" ]; do
echo "™
echo "PROGRAM MENU"
echo "1 - display free disk space"
echo "2 - display free memory"
echo ™
echo "0 - exit program"
echo ™
echo -n "Enter selection: "
read selection
echo "™
case $selection in
1) df; press_enter ;;
2) free ; press_enter ;;
0) exit ;;
*) echo "Please enter 1, 2, or 0"; press_e nter
esac
done

When your computer hangs...

We have all had the experience of an applicatiomn(the case of legacy systems, the
entire computerhanging. Hanging is when a program suddenly seems toastdp
become unresponsive. While you might think thatgtegram has stopped, in most
cases, the program is still running but its progtagic is stuck in an endless loop.

Imagine this situation: you have an external deaitached to your computer, such as
a USB disk drive but you forgot to turn it on. Yooy and use the device but the
application hangs instead. When this happens, gald@icture the following dialog
going on between the application and the interfacéhe device:

Application: Are you ready?
Interface: Device not ready.

Application: Are you ready?
Interface: Device not ready.

Application:  Are you ready?



Interface: Device not ready.

Application:  Are you ready?
Interface: Device not ready.

and so on, forever.

Well-written software tries to avoid this situatiby instituting aimeout. This means
that the loop is also counting the number of attisnop calculating the amount of time
it has waited for something to happen. If the nundberies or the amount of time
allowed is exceeded, the loop exits and the progranerates an error and exits.

Positional Parameters

by William Shotts, Jr.

When we last left our script, it looked somethiikg lthis:

#1/bin/bash
# system_page - A script to produce a system inform ation HTML file
#H#H## Constants

TITLE="System Information for SHOSTNAME"
RIGHT_NOW=$(date +"%x %r %Z")
TIME_STAMP="Updated on $RIGHT_NOW by $USER"

#HHHH Functions
function system_info

echo "<h2>System release info</h2>"
echo "<p>Function not yet implemented</p>"

} #end of system_info

function show_uptime
{
echo "<h2>System uptime</h2>"
echo "<pre>"
uptime
echo "</pre>"

} #end of show_uptime

function drive_space

{

echo "<h2>Filesystem space</h2>"
echo "<pre>"

df

echo "</pre>"

} #end of drive_space



function home_space

{

# Only the superuser can get this information

if [ "$(id -u)" ="0"]; then
echo "<h2>Home directory space by user</h2>
echo "<pre>"
echo "Bytes Directory"
du -s /home/* | sort -nr
echo "</pre>"
fi

} #end of home_space

H#i#H Main

cat<<- _EOF_
<html>
<head>
<title>$TITLE</title>
</head>
<body>
<h1>$TITLE</h1>
<p>$TIME_STAMP</p>
$(system_info)
$(show_uptime)
$(drive_space)
$(home_space)
</body>
</html>
_EOF_

We have most things working, but there are sevaaak features | want to add:

1. I want to specify the name of the output file oa tommand line, as well as
set a default output file name if no name is spexdif

2. | want to offer an interactive mode that will pronipr a file name and warn
the user if the file exists and prompt the usesverwrite it.

3. Naturally, we want to have a help option that @iplay a usage message.

All of these features involve using command lindaps and arguments. To handle
options on the command line, we use a facilityhim $hell callegbositional
parameters. Positional parameters are a series of speciahas $0 through$9)

that contain the contents of the command line.

Let's imagine the following command line:

[me@linuxbox me]$  some_program word1 word2 word3



If some_program were a bash shell script, we could read eachaemine command
line because the positional parameters contaifotleaving:

«  $0 would contain "some_program"
« $1 would contain "word1"
« $2 would contain "word2"
« $3 would contain "word3"

Here is a script you can use to try this out:

#!/bin/bash

echo "Positional Parameters"
echo '$0 ="' $0
echo'$1="%1

echo '$2 ="' $2

echo '$3 ="%$3

Detecting command line arguments

Often, you will want to check to see if you havguanents on which to act. There are
a couple of ways to do this. First, you could siyngheck to see $1 contains
anything like so:

#!/bin/bash
if ["$1" 1=""]; then

echo "Positional parameter 1 contains something
else

echo "Positional parameter 1 is empty"
fi

Second, the shell maintains a variable catkethat contains the number of items on
the command line in addition to the name of the mamd §0).

#!/bin/bash

if [ $# -gt 0]; then

echo "Your command line contains $# arguments"
else

echo "Your command line contains no arguments"
fi

Command line options

As we discussed before, many programs, particutargs fronthe GNU Project
support both short and long command line options.example, to display a help
message for many of these programs, you may user é¢fte “n " option or the longer
"--help " option. Long option names are typically precetigch double dash. We
will adopt this convention for our scripts.




Here is the code we will use to process our comntiaed

interactive=
filename=~/system_page.html

while [ "$1" !1=""1; do
case $1in
-f | --file) shift
filename=$1

-i | --interactive ) interactive=1

-h | --help) usage
exit
*) usage
exit 1
esac
shift

done

This code is a little tricky, so bear with me agtempt to explain it.

The first two lines are pretty easy. We set theéalde interactive to be empty. This
will indicate that the interactive mode has notrbesuested. Then we set the
variablefilename to contain a default file name. If nothing elsspecified on the
command line, this file name will be used.

After these two variables are set, we have defaitings, in case the user does not
specify any options.

Next, we construct @hile loop that will cycle through all the items on tt@mmand
line and process each one withke . The case will detect each possible option and
process it accordingly.

Now the tricky part. How does that loop work? ligs on the magic afhift

shift  is a shell builtin that operates on the positigraameters. Each time you
invokeshift , it "shifts" all the positional parameters downdne.$2 becomes1,
$3 becomes2, $4 becomes3, and so on. Try this:

#l/bin/bash
echo "You start with $# positional parameters"
# Loop until all parameters are used up
while [ "$1" !1=""1; do
echo "Parameter 1 equals $1"
echo "You now have $# positional parameters"

# Shift all the parameters down by one
shift

done



Getting an option's argument

Our "-f " option takes a required argument, a valid fileneaWe usehift again to
get the next item from the command line and assitgrfilename . Later we will
have to check the contentfidéname to make sure it is valid.

Integrating the command line processor into the
script
We will have to move a few things around and addage function to get this new

routine integrated into our script. We'll also adane test code to verify that the
command line processor is working correctly. Ouipsaow looks like this:

#!/bin/bash

# system_page - A script to produce a system inform ation HTML file
#H##H### Constants

TITLE="System Information for SHOSTNAME"

RIGHT_NOW=$(date +"%x %r %Z")

TIME_STAMP="Updated on $RIGHT_NOW by $USER"

###H#H# Functions

function system_info

echo "<h2>System release info</h2>"
echo "<p>Function not yet implemented</p>"

} #end of system_info

function show_uptime

{

echo "<h2>System uptime</h2>"
echo "<pre>"

uptime

echo "</pre>"

} #end of show_uptime

function drive_space

{

echo "<h2>Filesystem space</h2>"
echo "<pre>"

df

echo "</pre>"

} #end of drive_space

function home_space

# Only the superuser can get this information



if [ "$(id -u)" = "0" ]; then

echo "<h2>Home directory space by user</h2>

echo "<pre>"
echo "Bytes Directory"
du -s /home/* | sort -nr
echo "</pre>"

fi

} #end of home_space

function write_page
{
cat <<- _EOF_
<htmlI>
<head>
<title>$TITLE</title>
</head>
<body>
<h1>$TITLE</h1>
<p>$TIME_STAMP</p>
$(system_info)
$(show_uptime)
$(drive_space)
$(home_space)
</body>
</html>
_EOF_

}

function usage

{

echo "usage: system_page [[[-f file ] [-i]] | [

}

H#i##H Main

interactive=
filename=~/system_page.html

while [ "$1" I=""]; do
case $1in
-f | --file) shift
filename=$1

-i | --interactive ) interactive=1

-h | --help ) usage
exit
*) usage
exit 1
esac
shift

done

# Test code to verify command line processing

-h]J”



if [ "$interactive" = "1" ]; then
echo "interactive is on"
else
echo "interactive is off"
fi
echo "output file = $filename"

# Write page (comment out until testing is complete )

# write_page > $filename

Adding interactive mode

The interactive mode is implemented with the follogvcode:

if [ "$interactive" = "1" ]; then
response=

echo -n "Enter name of output file [$filename] > "
read response
if [ -n "$response” |; then
filename=$response
fi

if [ -f $filename ]; then
echo -n "Output file exists. Overwrite? (y/ n)>"
read response
if [ "$response"” |="y" ]; then
echo "Exiting program.”
exit 1
fi
fi
fi

First, we check if the interactive mode is on, othise we don't have anything to do.
Next, we ask the user for the file name. Noticewlag the prompt is worded:

echo -n "Enter name of output file [$filename] > "

We display the current value filéname since, the way this routine is coded, if the
user just presses the enter key, the default \altiename  will be used. This is
accomplished in the next two lines where the valuesponse is checked. If
response IS not empty, thefilename is assigned the value @kponse . Otherwise,
flename is left unchanged, preserving its default value.

After we have the name of the output file, we chiédkalready exists. If it does, we
prompt the user. If the user response is not "g'gwe up and exit, otherwise we can
proceed.



Flow Control - Part 3

by William Shotts, Jr.

Now that you have learned about positional pararsgeiteis time to cover the
remaining flow control statemeriéy . Like while anduntil , for is used to
construct loopsior works like this:

for variable in words; do
statements
done

In essencepr assigns a word from the list of words to the dSipstivariable,
executes the statements, and repeats this ovevandintil all the words have been
used up. Here is an example:

#!/bin/bash

for i in word1 word2 word3; do
echo $i
done

In this example, the variabieis assigned the stringvérd1 ", then the statementho
$i is executed, then the variablés assigned the stringvérd2 ", and the statement
echo $i IS executed, and so on, until all the words inligteof words have been
assigned.

The interesting thing abotdr is the many ways you can construct the list ofdsor
All kinds of substitutions can be used. In the rexample, we will construct the list
of words from a command:

#!/bin/bash

count=0
for i in $(cat ~/.bash_profile); do

count=$((count + 1))

echo "Word $count ($i) contains $(echo -n $i | wc -c) characters”
done

Here we take the fil&ash_profile and count the number of words in the file and
the number of characters in each word.

So what's this got to do with positional paramétéhéell, one of the features fof is
that it can use the positional parameters as shefliwords:

#!/bin/bash

foriin $@; do
echo $i
done



The shell variablé@contains the list of command line arguments. Téchinique is a
very common approach to processing a list of flleshe command line. Here is a
another example:

#!/bin/bash

for filename in $@; do
result=
if [ -f $filename ]; then
result="$filename is a regular file"
else
if [ -d $filename ]; then
result="$filename is a directory"
fi
fi
if [ -w $filename ]; then
result="%result and it is writable"
else
result="$result and it is not writable"
fi
echo "$result”
done

Try this script. Give it a list of files or a wilded like " to see it work.

Here is another example script. This one comp&e§les in two directories and lists
which files in the first directory are missing frahe second.

#!/bin/bash
# cmp_dir - program to compare two directories

# Check for required arguments

if [ $# -ne 2 ]; then
echo "usage: $0 directory_1 directory_2" 1>&2
exit 1

fi

# Make sure both arguments are directories
if [!-d $1]; then

echo "$1 is not a directory!" 1>&2

exit 1
fi

if[!-d $2 ]; then
echo "$2 is not a directory!" 1>&2
exit 1

fi

# Process each file in directory_1, comparing it to directory 2
missing=0
for filename in $1/*; do
fn=%(basename "$filename")
if [ -f "$filename" ]; then
if [ ! -f "$2/$fn" |; then
echo "$fn is missing from $2"
missing=$((missing + 1))
fi
fi



done
echo "$missing files missing"

Now on to the real work. We are going to improverbme_space function in our
script to output more information. You will rec#tlat our previous version looked
like this:

function home_space

{

# Only the superuser can get this information

if [ "$(id -u)" ="0"]; then
echo "<h2>Home directory space by user</h2>"
echo "<pre>"
echo "Bytes Directory"
du -s /home/* | sort -nr
echo "</pre>"
fi

} #end of home_space

Here is the new version:

function home_space
{
echo "<h2>Home directory space by user</h2>"
echo "<pre>"
format="%8s%10s%10s %-s\n"
printf "$format" "Dirs" "Files" "Blocks" "Direc tory"
printf "$format"” "----" "--me-" Meemeee RS
if [ $(id -u) = "0" ]; then
dir_list="/home/*"
else
dir_list=$HOME
fi
for home_dir in $dir_list; do
total_dirs=$(find $home_dir -type d | wc -|

total_files=$(find $home_dir -type f | wc - )]

total_blocks=$(du -s $home_dir)

printf "$format" $total_dirs $total_files $ total_blocks
done

echo "</pre>"

} #end of home_space

This improved version introduces a new commgid | which is used to produce
formatted output according to the contents fdranat string. printt  comes from the
C programming language and has been implementediny other programming
languages including C++, perl, awk, java, PHP, @incburse, bash. You can read
more abouprintf  format strings at:

« GNU Awk User's Guide - Control Letters
«  GNU Awk User's Guide - Format Modifiers




We also introduce thind commandfind is used to search for files or directories
that meet specific criteria. In tteme_space function, we usénd to list the
directories and regular files in each home dirgctising theve command, we count
the number of files and directories found.

The really interesting thing aboime_space is how we deal with the problem of
superuser access. You will notice that we testifersuperuser witld and, according
to the outcome of the test, we assign differemigérto the variableir_list , which
becomes the list of words for the loop that follows. This way, if an ordinary user
runs the script, only his/her home directory wél [isted.

Another function that can usea loop is our unfinishedystem_info  function. We
can build it like this:

function system_info
# Find any release files in /etc

if Is /etc/*release 1>/dev/null 2>&1; then
echo "<h2>System release info</h2>"
echo "<pre>"
for i in /etc/*release; do

# Since we can't be sure of the
# length of the file, only
# display the first line.

head -n 1 $i
done
uname -orp
echo "</pre>"
fi

} #end of system_info

In this function, we first determine if there areyaelease files to process. The release
files contain the name of the vendor and the varsiche distribution. They are
located in theetc directory. To detect them, we performiancommand and throw
away all of its output. We are only interestedha éxit status. It will be true if any

files are found.

Next, we output the HTML for this section of thegpasince we now know that there
are release files to process. To process the filestart dor loop to act on each
one. Inside the loop, we use tiwdd command to return the first line of each file.

Finally, we use theaname command with the "o", "r", and "p" options to obbtaome
additional information from the system.

Errors and Signals and Traps (Oh My!)
- Part 1



by William Shotts, Jr.

In this lesson, we're going to look at handlingpesrduring the execution of your
scripts.

The difference between a good program and a padrsooften measured in terms of
the program'sobustness. That is, the program's ability to handle situagian which
something goes wrong.

Exit status

As you recall from previous lessons, every welltign program returns an exit status
when it finishes. If a program finishes succesgfuhe exit status will be zero. If the
exit status is anything other than zero, then togqam failed in some way.

It is very important to check the exit status afgmams you call in your scripts. It is
also important that your scripts return a meanihgkit status when they finish. |
once had a Unix system administrator who wroterigtsior a production system
containing the following 2 lines of code:

# Example of a really bad idea

cd $some_directory
rm*

Why is this such a bad way of doing it? It's nbhathing goes wrong. The two lines
change the working directory to the name containeldome_directory  and delete
the files in that directory. That's the intendetidogor. But what happens if the
directory named igsome_directory ~ doesn't exist? In that case, tiecommand

will fail and the script executes th@ command on the current working directory.
Not the intended behavior!

By the way, my hapless system administrator's sstiffered this very failure and it
destroyed a large portion of an important produncgstem. Don't let this happen to
you!

The problem with the script was that it did notadhéhe exit status of thei
command before proceeding with thecommand.

Checking the exit status

There are several ways you can get and respoine texit status of a program. First,
you can examine the contents of #zeenvironment variable? will contain the exit
status of the last command executed. You can seevtnk with the following:

[me] $ true; echo $?
0
[me] $ false; echo $?
1



Thetrue andfalse commands are programs that do nothing exceptratuexit
status of zero and one, respectively. Using theencan see how thg? environment
variable contains the exit status of the previawgam.

So to check the exit status, we could write thgsthis way:

# Check the exit status

cd $some_directory

if ["$?" ="0"]; then
rm*

else
echo "Cannot change directory!" 1>&2
exit 1

fi

In this version, we examine the exit status ofccheommand and if it's not zero, we
print an error message on standard error and tatenthe script with an exit status of
1.

While this is a working solution to the problemeté are more clever methods that
will save us some typing. The next approach wetgais to use thé& statement
directly, since it evaluates the exit status of p@nds it is given.

Usingif , we could write it this way:

# A better way

if cd $some_directory; then
rm*

else
echo "Could not change directory! Aborting." 1>&2
exit 1

fi

Here we check to see if the command is successful. Only then doeget
executed; otherwise an error message is outputhengrogram exits with a code of 1,
indicating that an error has occurred.

An error exit function

Since we will be checking for errors often in ovograms, it makes sense to write a
function that will display error messages. Thislw#ve more typing and promote
laziness.

# An error exit function

function error_exit

{
echo "$1" 1>&2

exit 1

}

# Using error_exit



if cd $some_directory; then

rm*
else

error_exit "Cannot change directory! Aborting."
fi

AND and OR lists

Finally, we can further simplify our script by ugithe AND and OR control
operators. To explain how they work, | will quoterh thebash man page:

"The control operators && and || denote AND list&l @R lists, respectively. An
AND list has the form

commandl && command?2
command2 is executed if, and only iEommand1 returns an exit status of zero.

An OR list has the form

commandl || command2

command2 is executed if, and only iEommand1 returns a non-zero exit status. The
return status of AND and OR lists is the exit ssadfithe last command executed in
the list."

Again, we can use theie andfalse commands to see this work:

[me] $ true || echo "echo executed"
[me] $ false || echo "echo executed"
echo executed

[me] $ true && echo "echo executed"
echo executed

[me] $ false && echo "echo executed"
[me] $

Using this technique, we can write an even simydesion:

# Simplest of all

cd $some_directory || error_exit "Cannot change dir ectory! Aborting"
rm*

If an exit is not required in case of error, thew gan even do this:

# Another way to do it if exiting is not desired

cd $some_directory && rm *

Improving the error exit function



There are a number of improvements that we can toatkeerror_exit ~ function. |
like to include the name of the program in the emessage to make clear where the
error is coming from. This becomes more importaya@ur programs get more
complex and you start having scripts launching rosleepts, etc. Also, note the
inclusion of theLINENO environment variable which will help you identifye exact
line within your script where the error occurred.

#!/bin/bash

# A slicker error handling routine

# | put a variable in my scripts named PROGNAME whi ch
# holds the name of the program being run. You can get this
# value from the first item on the command line ($0 ).

PROGNAME=$(basename $0)

function error_exit

{

H e s

# Function for exit due to fatal program error

# Accepts 1 argument:

# string containing descriptive error message

H e s
echo "${PROGNAME}: ${1:-"Unknown Error"}" 1>&2
exit 1

}

# Example call of the error_exit function. Note th e inclusion

# of the LINENO environment variable. It contains the current

# line number.

echo "Example of error with line number and message
error_exit "$LINENO: An error has occurred."

Errors and Signals and Traps (Oh, My!)
- Part 2

by William Shotts, Jr.

Errors are not the only way that a script can teat@ unexpectedly. You also have to
be concerned with signals. Consider the followinggpam:

#!/bin/bash

echo "this script will endlessly loop until you sto p it"
while true; do

: # Do nothing
done



After you launch this script it will appear to hagtually, like most programs that
appear to hang, it is really stuck inside a looghis case, it is waiting for theue
command to return a non-zero exit status, whiclever does. Once started, the script
will continue until bash receives a signal that wfibp it. You can send such a signal
by typing ctrl-c which is the signal called SIGINShort for SIGnal INTerrupt).

Cleaning up after yourself

OK, so a signal can come along and make your seniptinate. Why does it matter?
Well, in many cases it doesn't matter and you gaoree signals, but in some cases it
will matter.

Let's take a look at another script:

#l/bin/bash

# Program to print a text file with headers and foo ters
TEMP_FILE=/tmp/printfile.txt

pr $1 > $TEMP_FILE

echo -n "Print file? [y/n]: "

read

if [ "SREPLY" ="y" ]; then
Ipr STEMP_FILE

fi

This script processes a text file specified ondtvmand line with ther command
and stores the result in a temporary file. Nexasks the user if they want to print the
file. If the user types "y", then the temporargfis passed to the program for
printing (you may substitutess for lpr if you don't actually have a printer attached
to your system.)

Now, | admit this script has a lot of design probse While it needs a file name
passed on the command line, it doesn't checkttlgat ione, and it doesn't check that
the file actually exists. But the problem | wanfdous on here is the fact that when
the script terminates, it leaves behind the tempdrie.

Good practice would dictate that we delete the taany file $STEMP_FILE when the
script terminates. This is easily accomplished dgirgg the following to the end of
the script:

rm $STEMP_FILE

This would seem to solve the problem, but what kappf the user types ctrl-c when
the "Print file? [y/n]:" prompt appears? The sckipll terminate at theead

command and then command is never executed. Clearly, we need atavegspond
to signals such as SIGINT when the ctrl-c key ety

Fortunately, bash provides a method to perform cants if and when signals are
received.



trap

Thetrap command allows you to execute a command whennalsigreceived by
your script. It works like this:

trap arg signals

"signals” is a list of signals to intercept andg’ais a command to execute when one
of the signals is received. For our printing sghpé might handle the signal problem
this way:

#!/bin/bash

# Program to print a text file with headers and foo ters
TEMP_FILE=/tmp/printfile.txt

trap "rm $STEMP_FILE" SIGHUP SIGINT SIGTERM

pr $1 > $TEMP_FILE

echo -n "Print file? [y/n]: "

read

if [ "SREPLY" ="y" ]; then
Ipr STEMP_FILE

fi

rm $TEMP_FILE

Here we have addedrap command that will executeni $STEMP_FILE " if any of

the listed signals is received. The three signsied are the most common ones that
you will encounter, but there are many more thatlmaspecified. For a complete list,
type trap -1 ". In addition to listing the signals by name, yuoay alternately

specify them by number.

Signal 9 From Outer Space

There is one signal that you cannot trap: SIGKILklIsignal 9. The kernel
immediately terminates any process sent this signdlno signal handling is
performed. Since it will always terminate a progruat is stuck, hung, or otherwise
screwed up, it is tempting to think that it's tlasyway out when you have to get
something to stop and go away. Often you will sferences to the following
command which sends the SIGKILL signal:

kill -9

However, despite its apparent ease, you must remetindét when you send this
signal, no processing is done by the applicatidterCthis is OK, but with many
programs it's not. In particular, many complex pamgs (and some not-so-complex)
creatdock files to prevent multiple copies of the program frommmg at the same
time. When a program that uses a lock file is seBIGKILL, it doesn't get the
chance to remove the lock file when it terminafdee presence of the lock file will
prevent the program from restarting until the Iéitkis manually removed.



Be warned. Use SIGKILL as a last resort.

A clean_up function

While the trap command has solved the problem,amesee that it has some
limitations. Most importantly, it will only accejat single string containing the
command to be performed when the signal is received could get clever and use
"™ and put multiple commands in the string to getre complex behavior, but
frankly, it's ugly. A better way would be to creatéunction that is called when you
want to perform any actions at the end of youngctn my scripts, | call this function
clean_up .

#!/bin/bash

# Program to print a text file with headers and foo ters
TEMP_FILE=/tmp/printfile.txt

function clean_up {

# Perform program exit housekeeping
rm $TEMP_FILE

}

trap clean_up SIGHUP SIGINT SIGTERM
pr $1 > $TEMP_FILE

echo -n "Print file? [y/n]: "

read

if [ "SREPLY" ="y" ]; then
lpr STEMP_FILE

fi

clean_up

The use of a clean up function is a good idea dorr error handling routines too.
After all, when your program terminates (for whatexeason), you should clean up
after yourself. Here is finished version of ourgnam with improved error and signal
handling:

#!/bin/bash
# Program to print a text file with headers and foo ters
# Usage: printfile file

# Create a temporary file name that gives preferenc e
# to the user's local tmp directory and has a name
# that is resistant to "temp race attacks"

if [ -d "~/tmp" ]; then
TEMP_DIR=~/tmp
else
TEMP_DIR=/tmp
fi
TEMP_FILE=$TEMP_DIR/printfile.$$.$RANDOM



PROGNAME=$(basename $0)
function usage {

# Display usage message on standard error
echo "Usage: $SPROGNAME file" 1>&2

}

function clean_up {

# Perform program exit housekeeping
# Optionally accepts an exit status
rm -f STEMP_FILE
exit $1
}

function error_exit {

# Display error message and exit
echo "${PROGNAME}: ${1:-"Unknown Error"}" 1>&2
clean_up 1

}

trap clean_up SIGHUP SIGINT SIGTERM

if [ $# 1="1"]; then
usage
error_exit "one file to print must be specified"
fi
if [!-f"$1"]; then
error_exit "file $1 cannot be read"
fi

pr $1 > $TEMP_FILE || error_exit "cannot format fil e"

echo -n "Print file? [y/n]: "
read
if [ "SREPLY" ="y" ]; then
Ipr STEMP_FILE || error_exit "cannot print file"
fi
clean_up

Creating safe temporary files

In the program above, there a number of steps tekbalp secure the temporary file
used by this script. It is a Unix tradition to wsdirectory calledmp to place
temporary files used by programs. Everyone mayevitligs into this directory. This
naturally leads to some security concerns. If godssavoid writing files in themp
directory. The preferred technique is to write them local directory such agmp

(a tmp subdirectory in the user's home directdfypu must write files intmp , you
must take steps to make sure the the file namesatgredictable. Predictable file
names allow an attacker to create symbolic linksther files that the attacker wants
you to overwrite.

A good file name will help you figure out what wedhe file, but will not be entirely
predictable. In the script above, the followingeliof code created the temporary file
$TEMP_FILE:



TEMP_FILE=$TEMP_DIR/printfile.$$.$RANDOM

The$TEMP_DIRVvariable contains eithemp or-~/tmp depending on the availability
of the directory. It is common practice to embeel nlame of the program into the file
name. We have done that with the string "printfiléxt, we use thgs shell variable
to embed the process id (pid) of the program. Turiher helps identify what process
is responsible for the file. Surprisingly, the pges id alone is not unpredictable
enough to make the file safe, so we addsttvenDOMhell variable to append a
random number to the file name. With this technjque create a file name that is
both easily identifiable and unpredictable.



