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Introduction
This document discusses the configuration of the Intrusion Prevention System (IPS) TCP Reset using the IF
Manager Express (IME). IME and IPS Sensors are used to manage a Cisco router for TCP Reset. When yo

review this configuration, remember these items:

« Install the Sensor and make sure the Sensor works properly.
» Make the sniffing interface span to the router outside the interface.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

« Cisco IPS Manager Express 7.0
« Cisco IPS Sensor 7.0(0.88)E3
« Cisco I0S® router with Cisco I0S Software Release 12.4

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.
Configure

Network Diagram

This document uses the network setup shown in this diagram.
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This document uses the configurations shown here.
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Router Light

Current configuration : 906 bytes
!

version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password—encryption

|

hostname light
|

enable password cisco
!
username cisco password 0 cisco
ip subnet-zero

!
!
!

ip ssh time-out 120

ip ssh authentication—retries 3
!

call rsvp—-sync

!
!
!




fax interface-type modem
mta receive maximum-recipients 0
!
controller E1 2/0
!
!
!
interface FastEthernet0/0
ip address 10.100.100.2 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 1.1.1.1 255.255.255.0
duplex auto
speed auto
!
interface BRI14/0
no ip address
shutdown
!
interface BRI14/1
no ip address
shutdown
!
interface BRI4/2
no ip address
shutdown
!
interface BRI14/3
no ip address
shutdown
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.100.100.1
ip http server
ip pim bidir-enable
!

!

dial-peer cor custom
!
!

line con 0
line 97 108
line aux 0
linevty 04
login

!
end

Router House

Current configuration : 939 bytes
!
version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password—encryption

|

hostname house
|

logging queue-limit 100
enable password cisco
!

ip subnet-zero




|
!
no ip cef
no ip domain lookup
|
ip audit notify log
ip audit po max—events 100
|
!
no voice hpi capture buffer
no voice hpi capture destination
|
|
|
!
interface FastEthernet0/0
ip address 10.66.79.210 255.255.255.224
duplex auto
speed auto
|
interface FastEthernet0/1
ip address 10.100.100.1 255.255.255.0
duplex auto
speed auto
|
interface ATM1/0
no ip address
shutdown
no atm ilmi—keepalive
|
ip classless
ip route 0.0.0.0 0.0.0.0 10.66.79.193
ip route 1.1.1.0 255.255.255.0 10.100.100.2
no ip http server
no ip http secure-server
|
|
|
1
call rsvp-sync
|
1
mgcp profile default
|
1
line con 0
exec—timeout 0 0
line aux 0
linevty 04
exec—timeout 0 0
password cisco
login
line vty 5 15
login
!
!
end

Start the Sensor Configuration

Complete these steps to start the configuration of the Sensor.

1. If this is your first time to log into the Sensor, you must enter cisco as the user name and cisco as th



password.
2. When the system prompts you, change your password.

Note: Cisco123 is a dictionary word and is not allowed in the system.
3. Type setupand complete the system prompt in order to set up the basic parameters for the Sensors.
4. Enter this information:

sensor5#setup

——— System Configuration Dialog ——-

I-—— At any point you may enter a question mark '?' for help.
1-—— Use ctrl-c to abort the configuration dialog at any prompt.
1-—— Default settings are in square brackets J'.

Current Configuration:

networkParams
ipAddress 10.66.79.195
netmask 255.255.255.224
defaultGateway 10.66.79.193
hostname Corp-IPS
telnetOption enabled
accessList ipAddress 10.66.79.0 netmask 255.255.255.0
exit
timeParams
summerTimeParams
active—selection none
exit
exit
service webServer
general
ports 443
exit
exit

5. Save the configuration.

It can take a few minutes for the Sensor to save the configuration.

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Enter your selection[2]: 2

Add the Sensor into the IME

Complete these steps in order to add the Sensor into the IME:

1. Go to the Windows PC, which installed the IPS Manager Express, and open the IPS Manager
Express.
2.Choose Home > Add .



b start v [l Stop ~ & Status

'i Add [m ﬂ Delete

Time Device Name IP Address Device Type Event ¢
e o e 3
'Edit Device w
Sensor Name: f Corp-IPS |
Sensor IP Address: '10 66.79.195 |
User Name: cisco |
Password: %oooooooo ’
Web Server Port: i443 |
Communication protocol

() Use encrypted connection (https)

() Use non-encrypted connection (http)

Event Start Time {UTC)
Most Recent Alerts

Start Date (YYYARMELRE):

StartTimeLHHMMIS5) ’
Exclude alerts of the following severity level(s)
[J1nformational [JLow []Medium []|High

[ []
[

3. Type in this information and click OK in order to finish the configuration.
4. Choose Devices > Corp-IPS in order to verify the Sensor status and then right—click in order to
choose Device Status.

Make sure that you can see Subscription successfully opened.



© Device Status - Corp-IPS

Connaction Status:  Subscription succeassfully cpenad.

Sengor Verson:
Cisco Intrusion Prevention System, Version 7.0(0.83)E3 A
Hosk:

Reamkeys  kevl0
Signature Defintion:

Sgnature Update  S310.0  2007-12-05

WrusUpdste Y12 2008-11-24 vl
Coemponent Statistics Information: (Press CTRL+F to start searching.)

AnalysisEngneStanstics  Analyss Engne Stabistis

ReceiverStae  Peceiver Statictice
TotdPackets  Totadl number of packets processed sincereset = 0
IpPackets  Total number of [P packets processad since ‘esat =0

TraremitterStats  Transmitter Statstics
TraremittsdPackets  Total rumber of packets transmitted = 0
DeniedPakats  Total rumber of packets dered =0
ResetPaceets  Totd number of packets reset =0

FRU  Fragrient Reassembly Unt Staustcs
currentFragmentsHeld  Mumber of fragments curenty nFRU = 0

currentPartidDatagrams  Number of datagrame currently in FRU =0 Press CTRL+F to start searching. Press up/down
StreamReassemblyUnit  TCP Stream Reassembly Unk Statstics next or previous matching waord.

embryoricreams  TCP dreams currently in the embryoric state =0
establshedStreams  TCP streams curventy n the establshed state = 0
dosinq@reams  TCP streams currently in the dosing stete =0
ourrentSteams  TCP streams currently in the system =0
CurentQueuedPackers  TCP Padkets currently queved for reassembly < 0

SionatureDEStats  The Signature Database Statistics.
Total  Total nodes active = 0
TCPAAED  TCP nodes kayad on both IP addresses and both poets = 0
UCPAaEh  LOP nodes keyed on both IP addresses and Joth ports = 0
AxBx 7 nodes keyed on both IR addresscs = 0

SigEvenks  Statistics for Signature Evants
TotalEvents Kumber of SigEvents since reset =0

ActiorsExeosted  Statistics for Actions executed on a Sgevent

[ producedert  Humber of Alerts wrkten to the [dsEventitore = 0

3 ,: Inspaction tats  Inspaction Stats
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Configure the TCP Reset for the Cisco IOS Router

Complete these steps in order to configure the TCP Reset for the Cisco IOS router:

1. From the IME PC, open your web browser and go to https://10.66.79.195.

2. Click OK in order to accept the HTTPS certificate downloaded from the Sensor.
3.In the login window, enter cisco for the user name and 123cisco123 for the password.

This IME management interface appears:




Corp-lPS I
L g :;':‘:::’:swmm - @ Enable (@ Disable ¥ Restore Defalt  {] ShowEvents ~ @ My
i :)@sigo . HW:|5igID i”
.4,.. AdwarSpyware | 5l ‘ | Fdelity | Base | Signatu
& Attack ‘. o Name Ensbled | Severity Rating RR At
B %0 eBadOption... [ [ dnfor. | 75| 18] lr|
8 By 10040 1P options-l.oose Sour.,. [ @ High 100 100 €3, Alert
R 1051F5 1006/0 1P options-Strict Soure... [ @ High 100 100 £, Alert
8 Instant Messaging | || |1007/0  IPV6 over IPv4 O & mnfor... 100 25 £3 Alert
3 L2/L3/L# Protocol 1101{0 Unknown IP Protocol i Infor... 75 18 €3, Alert
83 Network Services ;1102!0 Impossible IP Packst @ High 100 100 Q Alert
3 0s 11104/0 1P Localhost Source S... @ High 100 100 £, Alert
85 Other Services 11070 RFC 1918 Addresses .. [ i Infor.. 100 25§ Alert
= -LCa 1108/0 1P Packet with Proto 11 @ High 100 100 £3, Alert
::lc::;;‘”‘““ 1109/0  GscolOSInterfaceDo5 [ Medum 75 56 £ Alert
-8 VirusesWorms{Trojar 1109{1  Cisco [0S Interface DoS O & Medum 75 56 £, Alert
(3 Web Server 11092 GscolOSInterfaceDos [ & Medum 75 56 §3, Alert
G Al Signatures 4| |1109/3  Cisco 105 Interface DoS 0 © Medium 75 56 £, Alert
[= Q Event Action Rules [1200{0  IP Fragmerkation Buff... & Infor... 100 25 Q Alert
B rudeso 1201j0 1P Fragmenk Overlap 0 & mfor.. 100 25 £, Alert
& @ Momaw Detections l,, 1202/0 1P Fragment Overrun .. @ High 100 100 £3, men
A - smemin o o | 7 | -~ i sOn 100 2 .
4, From the Conflguratlon tab, click Active Signatures.
5. Then click Signature Wizard.
l:nrﬁguahon > Cotp-lPS ) Poius > Sgnatur: Del"nhons > sigo > Ad S
4 Corp-lPS l &3 Refresh
{=2) 1PS Policies PN = lelp.
i 3 . — _Edl: Ac @ Enable @ Disab
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6.In the wizard, choose Yes and choose String TCP as the Signature engine. Click Next.

© custom Signature Wizard

a custom signature.

Welcome ko the Custom Signature Wizard, This wizard wil guide you through the pror

Do you know which Signature Engine you want to use for the custom signatire?

Select Engre: | | String T

O No

7.You can leave this information as efdault or enter your own Signature ID, Signature Name and User

Notes. Click Next.



© Custom Signature Wizard =
= ‘Sgnatwe Identiicaton

Signature identification parameters identFy and describe the signature, but do not affect the
signature behavior. You must speciy a Signature 1D and SubSignature 10, You can ovetride the
default values, but each required valus must be unique (not used by another signature).

signature 10: | 0000 |

SubSignature ID: .o ‘

‘ Signature Name: Stmgbcol
|
| Alert Notes: My Sig Info

User Comments: Sig Comment

8. Choose Event Action, and choose Produce Alert and Reset TCP Connection. Click OK and then
Next in order to continue.

- [
Q Custom Signature Wizard @;}i

Engine-specfic parameters determine what the signature Jooks for and what causes the signature
| tofre. You can set the folowing String TCP engine parameters used for this signature,

Yalue |

. ; J @ select item(s) E

[ Deny Axtacker Iniine

Specify Min Match Length [] Deny Aktacker Service Pair Infine Select All

- Regex String [[] Deny Artacker Victim Par Inine

- Service Ports [[] Deny Connecticn Iniine Select None

i Deny Packet Infne

O Directi g

| o [[] Log Attacker Packets

:1 Specfy Exact Match Offset [Jtog Par Pachets

; +-Specify Max Match OFf

i Specify ¥in Match off:i

“ O Swap Attacker Vicki

R " I:] Request Block Connection

[] Request Block Host
Reset TCP Connection

(o) (o)

[0 Parameter uses the Defauk Yalue, Click the value field to edit the value.
# Parameter uses a User-Defined Yalue. Click the icon to restore the defaulk vahe.

| Back || next> } Fich | Cancel |[ e |

9. Enter a Regular Expression, and testattack is used in this example. Enter 23 for Service Ports,
choose To Service for the Direction, and click Next in order to continue.




@ Custom Signature Wizard &
Engine-specific parameters determine what the signature locks For and what causes the signature
to fire. You can set the following String TCP engine parameters used For this signature,

| Name | vahe

& Event Action Produce Alert | Reset TCP Connection
[ Strip Telnet Options No
— Specify Min Match Length No
~-Regex String testattack
~Service Ports 23
& Drection To Service

=-Specify Exact Match Offset No
. -Specify Max Match Offset Mo
¢ ~-Specify Min Match Offset No
[0 Swap Attacker Yictim Ho

10.You can leave this information as Default. Click Next.

ustom Signature Wizar

You can assign the following values to this signature thak reflect both your confidence in the fidelity
of the signature and the severity of the attack it represents. The Signature Fidelty Rating is any
rumber fram 0 to 100, with 100 reflecting the most confidence in this signature. This rumber s used
to help caloulake the Risk Rating, which helps determine what actions result from the Firing of this
signature.

Signabure Fidelty Rating: 75

The sensor sends the first alect for each address set, and then a summary of all the derts that
occur on this address set aver the next 1S seconds.

The summary alert contains the same information a5 the orignal alert and provides an nterval
summary that shows the number of total alerts per time interval. A summary counts signature firings
on attacker address.

The sensor wil not automaticaly upgrade (ce downgrade) to global summarization mode,

To accept this alert behavior and create the custom signature,
click Finish. To change the alert behavior, click Advanced.

tot | Finish Chcicila [T]

12.Choose Configuration > sig0 > Active Signatures in order to locate the newly created signature by
Sig ID or Sig Name. Click Edit in order to view the Signature.




Name Value
= Signature Definition
- Signature ID £0000
. SubSignature ID 0
W flert Severity Medium
| & Sig Fidelty Rating 75
: O Promiscuous Delta 0
: Sig Description
- g Signature Name string.tep
& hlert Notes My Sig Info
& User Comments Sig Comment
[ Alert Traits 1]
i [0 Release custom
= Engine Skring TCP
' & Event Action Produce Alert | Reset TCP Connection
[0 Strip Telnet Options Mo
i Specify Min Match Length No
i Regex String testattack
Service Ports 2'3
i % Direction To Service
= Specify Exact Match Offsst No
Specify Max Match Offset No
Specify Min Match Offset No
[ Swap Attacker Victim No

[) Parameter uses the Defauk Yalue, Chick the value fisld to edit the value.
# Parameter uses a User-Defined Value. Click the icon to restore the default value.

(o J oo J[ = ]

13.Click OK after you confirm and click the Apply button in order to apply the signature to the Sensor.

Verify

Launch the Attack and the TCP Reset
Complete these steps in order to launch the attack and the TCP Reset:

1. Before you launch the attack, go to the IME, choose Event Monitoring > Dropped Attacks View
and choose the sensor on the right.

2. From the Router Light, Telnet to Router House and enter testattack.

Hit either <space> or <enter> in order to reset your Telnet session.

light#telnet 10.100.100.1
Trying 10.100.100.1 ... Open

User Access Verification
Password:
house>en
Password:
housetttestattack
[Connection to 10.100.100.1 closed by foreign host]

I-—— Telnet session has been reset due to the
I-—— signature "String.tcp" triggered.

3. From the Dashboard of the IPS Event Viewer, the Red Alarm appears once the attack is launched.



Date Time Sig. Name Sig. ID
- Device: Corp-IPS (188 items)
=~ Severity: high {188 items)
(- 10/23j2009 09:59:13 String.tcp 600000 )

-10/23/2009 09:59:02 ZOTOB Worm Activity 5570/0

- 10f23/2009  09:58:57 Anig Worm File Tran... 5599/0

-10/23/2009 09:59:00 Anig Worm File Tran... 5599/0

i--10/23/2009 09:58:58 Anig Worm File Tran..., 5599/0

i--10/23/2009 09:59:17 Machi Worm ICMP E... 2158/0

Troubleshoot

This section provides information you can use to troubleshoot your configuration.
Tips

Use these troubleshooting tips:

« Shunning works out of the command and control port to reprogram the router access control lists
(ACLs). The TCP Resets are sent from the sniffing interface of the Sensor. When you set span in the
switch, use the set span <src_mod/src_port><dest_mod/dest_port> command with both incoming
packets enabled as shown here.

banana (enable)set span 2/12 3/6 both inpkts enable

Overwrote Port 3/6 to monitor transmit/receive traffic of Port 2/12
Incoming Packets enabled. Learning enabled. Multicast enabled.
banana (enable)

banana (enable)

banana (enable)show span

Destination : Port 3/6

I-—- connect to sniffing interface of the sensor
Admin Source : Port 2/12

I-—— connect to FastEthernet0/0 of Router House
Oper Source : Port 2/12

Direction : transmit/receive
Incoming Packets: enabled
Multicast : enabled

« If the TCP Resets are working, check if the alarm is triggered for action type TCP Reset. If the alarm
appears, check that the signature type is set to TCP reset.

Login using the service account su to root and issue this command. This command assumes the
sensing interface is set to ethO.

[root@sensorl root]#tcpdump —i ethO —n

Note: One—hundred tcp resets get sent to the victim/target then one-hundred get sent to the
attacker/client.

This is example output:

03:06:00.598777 64.104.209.205.1409 >
10.66.79.38.telnet: R 107:107(0) ack 72 win O
03:06:00.598794 64.104.209.205.1409 >
10.66.79.38.telnet: R 108:108(0) ack 72 win O

03:06:00.599360 10.66.79.38.telnet >
64.104.209.205.1409: R 72:72(0) ack 46 win O



03:06:00.599377 10.66.79.38.telnet >
64.104.209.205.1409: R 73:73(0) ack 46 win 0
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