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Introduction

This document describes the password recovery procedure for the Cisco CSS 11000 Secure Content
Accelerator (SCA).

Prerequisites

Requirements

There are no specific requirements for this document.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Step—-by-Step Procedure

Note: You will lose your configuration after you perform this password recovery. You cannot keep your
configuration when you recover a lost administrative password.

1. Console to the SCA device.

2. Type the word FailSafe when you see a password prompt (regardless of whether at the initial login o
after the enable command). This password is case-sensitive.

3. Type yes when you see the message, "Do you wish to Erase the
startup—configuration of this device and reboot?"

4.Press ENTER.

The Cisco CSS 11000 SCA reboots (reload) with factory default settings.

Example of a Password Recovery Procedure

This is an example where you need to reset the enable password.
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SCA>enable
Password:

I-—— Enter the FailSafe password.

You have entered the Reset To Factory Defaults FailSafe Password.
Do you wish to Erase the startup—configuration of this device and
reboot?

Enter 'yes' to RESET device to defaults: yes

Erasing configuration files....done.

til6752-0 shutting down interrupts...

til6752-1 shutting down interrupts...

Loading: 0x03000000+0x03100000, entry 0x03001500
System boot

bootfile = /flash/maxos.bz2, size = 1441340

noncomp=036ed8a0, len=4194304, comp=0358da40, len=1441340
loading |[0x10000+3617672][0x400000+194364]entry@00011500
til6752-0 shutting down interrupts...

til6752-1 shutting down interrupts...

%% Can't read input '/flash/startup—config—private'.
Reason: no such file or directory
%% Did not load keys config file
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SCA>en

SCA#sh run

#

# Cisco SCA Device Configuration File

#

# Written:  Wed Feb 4 15:27:32 1970 MST
# Inxcfg: version 4.2 build 200306091354
# Device Type: CSS-SCA

# Device Id: S/N 118074

# Device OS: MaxOS version 4.2.0 build 200306091354 by reading
#H# Mode ###

no mode one—port
mode pass—thru

### Interfaces ##Ht
interface network
auto
end
interface server
auto
end
### Device #it#
no ip address
no hostname
timezone "MST7MDT"
### Password ###
password idle-timeout 15
#iH SNTP ###
sntp interval 86400
#iH# RIP ###
no rip

## DNS ###

no ip name-server
no ip domain-name

### Telnet #it#
telnet enable
### Web Management ###

web-mgmt port 80
no web—-mgmt enable

### SNMP Subsystem ###



no snmp
#H# SSL Subsystem ###

ssl
end

#H# SSH ###

no ssh enable
SCA#

I-—— The configuration has been reset to the default configuration.
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