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About This Guide

This preface introduce the Cisco ASA 5500 Series Configuration Guide using the CLI, and includes the
following sections:

e Document Objectives, page lvii

e Audience, page lvii

e Related Documentation, page lviii
e Document Conventions, page lviii

e Obtaining Documentation, Obtaining Support, and Security Guidelines, page lviii

Document Objectives

Audience

The purpose of this guide is to help you configure the adaptive security appliance using the
command-line interface. This guide does not cover every feature, but describes only the most common
configuration scenarios.

You can also configure and monitor the adaptive security appliance by using ASDM, a web-based GUI
application. ASDM includes configuration wizards to guide you through some common configuration
scenarios, and online Help for less common scenarios. For more information, see:
http://www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html

This guide applies to the Cisco ASA 5500 series adaptive security appliances. Throughout this guide,
the term “adaptive security appliance” applies generically to all supported models, unless specified
otherwise. The PIX 500 security appliances are not supported.

This guide is for network managers who perform any of the following tasks:
e Manage network security
¢ Install and configure firewalls/adaptive security appliances
e Configure VPNs

e Configure intrusion detection software
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About This Guide |

Related Documentation

For more information, refer to Navigating the Cisco ASA 5500 Series Documentation at
http://www.cisco.com/en/US/docs/security/asa/roadmap/asaroadmap.html.

Document Conventions

Command descriptions use these conventions:
e Braces ({ }) indicate a required choice.
e Square brackets ([ ]) indicate optional elements.
e Vertical bars (| ) separate alternative, mutually exclusive elements.
¢ Boldface indicates commands and keywords that are entered literally as shown.
e [talics indicate arguments for which you supply values.
Examples use these conventions:
e Examples depict screen displays and the command line in screen font.
¢ Information you need to enter in examples is shown in boldface screen font.

e Variables for which you must supply a value are shown in italic screen font.

A

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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CHAPTER 1

Introduction to the Security Appliance

The adaptive security appliance combines advanced stateful firewall and VPN concentrator functionality
in one device, and for some models, an integrated intrusion prevention module called the AIP SSM/SSC
or an integrated content security and control module called the CSC SSM. The adaptive security
appliance includes many advanced features, such as multiple security contexts (similar to virtualized
firewalls), transparent (Layer 2) firewall or routed (Layer 3) firewall operation, advanced inspection
engines, IPSec VPN, SSL VPN, and clientless SSL VPN support, and many more features.

This chapter includes the following sections:
e SSM and SSC Support Per Model, page 1-1
e VPN Specifications, page 1-2
e New Features, page 1-3
e Firewall Functional Overview, page 1-9
e VPN Functional Overview, page 1-13

e Security Context Overview, page 1-13

SSM and SSC Support Per Model

Table 1-1 shows the Security Services Modules (SSMs) and Security Services Cards (SSCs) supported
by each platform:

Table 1-1 SSM Support
Platform SSM Models SSC Models
ASA 5505 No support AIP SSC 5
ASA 5510 AIP SSM 10 No support
AIP SSM 20
CSC SSM 10
CSC SSM 20
4GE SSM

Cisco ASA 5500 Series Configuration Guide using the CLI
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VPN Specifications

See the Supported VPN Platforms, Cisco ASA 5500 Series at

VPN Specifications

Table 1-1

SSM Support (continued)

Platform

SSM Models

SSC Models

ASA 5520

AIP SSM 10
AIP SSM 20
AIP SSM 40
CSC SSM 10
CSC SSM 20
4GE SSM

No support

ASA 5540

AIP SSM 10
AIP SSM 20
AIP SSM 40
CSC SSM 10!
CSC SSM 20!
4GE SSM

No support

ASA 5550

No support (the 4GE SSM is
built-in and not user-removable)

No support

ASA 5580

No support

No support

1. The CSC SSM licenses support up to 1000 users while the Cisco ASA 5540 Series appliance can support significantly more
users. If you deploy CSC SSM with an ASA 5540 adaptive security appliance, be sure to configure the security appliance to

send the CSC SSM only the traffic that should be scanned.

http://preview.cisco.com/en/US/docs/security/asa/compatibility/vpn-platforms-82.html.
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New Features

Table 1-2 lists the new features for Version 8.2(1).

Table 1-2 New Features for ASA Version 8.2(1)

Feature Description

Remote Access Features

One Time Password ASDM now supports administrator authentication using one time passwords (OTPs) supported by
Support for ASDM RSA SecureID (SDI). This feature addresses security concerns about administrators authenticating
Authentication with static passwords.

New session controls for ASDM users include the ability to limit the session time and the idle time.
When the password used by the ASDM administrator times out, ASDM prompts the administrator
to re-authenticate.

The following commands were introduced: http server idle-timeout and http server
session-timeout. The http server idle-timeout default is 20 minutes, and can be increased up to a
maximum of 1440 minutes.

In ASDM, see Configuration > Device Management > Management Access >
ASDM/HTTPD/Telnet/SSH.

Customizing Secure You can use ASDM to customize the Secure Desktop windows displayed to remote users, including
Desktop the Secure Desktop background (the lock icon) and its text color, and the dialog banners for the
Desktop, Cache Cleaner, Keystroke Logger, and Close Secure Desktop windows.

In ASDM, see Configuration > CSD Manager > Secure Desktop Manager.

Pre-fill Username from |The pre-fill username feature enables the use of a username extracted from a certificate for
Certificate username/password authentication. With this feature enabled, the username is “pre-filled” on the
login screen, with the user being prompted only for the password. To use this feature, you must
configure both the pre-fill username and the username-from-certificate commands in
tunnel-group configuration mode.

The double-authentication feature is compatible with the pre-fill username feature, as the pre-fill
username feature can support extracting a primary username and a secondary username from the
certificate to serve as the usernames for double authentication when two usernames are required.
When configuring the pre-fill username feature for double authentication, the administrator uses
the following new tunnel-group general-attributes configuration mode commands:

e secondary-pre-fill-username—Enables username extraction for Clientless or AnyConnect
client connection.

¢ secondary-username-from-certificate—Allows for extraction of a few standard DN fields
from a certificate for use as a username.

In ASDM, see In ASDM, see Configuration> Remote Access VPN > Network (Client) Access >
AnyConnect or Clienltess SSL VPN Connection Profiles > Advanced. Settings are in
Authentication, Secondary Authentication, and Authorization panels.

Cisco ASA 5500 Series Configuration Guide using the CLI
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B New Features

Table 1-2 New Features for ASA Version 8.2(1) (continued)

Feature

Description

Double Authentication

The double authentication feature implements two-factor authentication for remote access to the
network, in accordance with the Payment Card Industry Standards Council Data Security Standard.
This feature requires that the user enter two separate sets of login credentials at the login page. For
example, the primary authentication might be a one-time password, and the secondary
authentication might be a domain (Active Directory) credential. If either authentication fails, the
connection is denied.

Both the AnyConnect VPN client and Clientless SSL VPN support double authentication. The
AnyConnect client supports double authentication on Windows computers (including supported
Windows Mobile devices and Start Before Logon), Mac computers, and Linux computers. The
IPsec VPN client, SVC client, cut-through-proxy authentication, hardware client authentication,
and management authentication do not support double authentication.

Double authentication requires the following new tunnel-group general-attributes configuration
mode commands:

e secondary-authentication-server-group—Specifies the secondary AAA server group, which
cannot be an SDI server group.

e secondary-username-from-certificate—Allows for extraction of a few standard DN fields
from a certificate for use as a username.

¢ secondary-pre-fill-username—Enables username extraction for Clientless or AnyConnect
client connection.

e authentication-attr-from-server—Specifies which authentication server authorization
attributes are applied to the connection.

e authenticated-session-username—Specifies which authentication username is associated
with the session.

Note The RSI/SDA one-time password cannot be used as the secondary password; it can only be
used for primary authentication.

In ASDM, see Configuration > Remote Access VPN > Network (Client) Access or Clientless SSL
VPN > AnyConnect Connection Profiles > Add/Edit > Advanced > Secondary Authentication.
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Table 1-2 New Features for ASA Version 8.2(1) (continued)

Feature

Description

AnyConnect Essentials

AnyConnect Essentials is a separately licensed SSL VPN client, entirely configured on the adaptive
security appliance, that provides the full AnyConnect capability, with the following exceptions:

e No CSD (including HostScan/Vault/Cache Cleaner)
e No clientless SSL VPN
¢ Optional Windows Mobile Support

The AnyConnect Essentials client provides remote end users running Microsoft Windows Vista,
Windows Mobile, Windows XP or Windows 2000, Linux, or Macintosh OS X, with the benefits of
a Cisco SSL VPN client.

To configure AnyConnect Essentials, the administrator uses the following command:

anyconnect-essentials—Enables the AnyConnect Essentials feature. If this feature is disabled
(using the no form of this command), the full AnyConnect VPN client is used. This feature is
enabled by default.

Note  This license cannot be used at the same time as the shared license for SSL VPN.
In ASDM, see Configuration > Remote Access VPN > Network (Client) Access > Advanced >

AnyConnect Essentials License. The AnyConnect Essentials license must be installed for ASDM
to show this pane.

Disabling Cisco Secure
Desktop per Connection
Profile

When enabled, Cisco Secure Desktop automatically runs on all computers that make SSL VPN
connections to the adaptive security appliance. This new feature lets you exempt certain users from
running Cisco Secure Desktop on a per connection profile basis. It prevents the detection of
endpoint attributes for these sessions, so you might need to adjust the Dynamic Access Policy
(DAP) configuration.

CLI: [no] without-csd command

Note  “Connect Profile” in ASDM is also known as “Tunnel Group” in the CLI. Additionally, the
group-url command is required for this feature. If the SSL. VPN session uses
connection-alias, this feature will not take effect.

In ASDM, see Configuration > Remote Access VPN > Clientless SSL VPN Access > Connection
Profiles > Add or Edit > Advanced, Clientless SSL VPN Configuration.
or

Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Connection
Profiles > Add or Edit > Advanced > SSL VPN.

Certificate
Authentication Per
Connection Profile

Previous versions supported certificate authentication for each adaptive security appliance
interface, so users received certificate prompts even if they did not need a certificate. With this new
feature, users receive a certificate prompt only if the connection profile configuration requires a
certificate. This feature is automatic; the ssl certificate authentication command is no longer
needed, but the adaptive security appliance retains it for backward compatibility.

In ASDM, see Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Connection Profiles > Add/Edit > Basic.

or

Configuraiton > Remote Access VPN > Clientless SSL VPN > Connection Profiles >
Add/Edit>Basic.

[ oL-18970-01
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B New Features

Table 1-2 New Features for ASA Version 8.2(1) (continued)

Feature Description

EKU Extensions for This feature adds the ability to create certificate maps that look at the Extended Key Usage
Certificate Mapping extension of a client certificate and use these values in determining what connection profile the

client should use. If the client does not match that profile, it uses the default group. The outcome
of the connection then depends on whether or not the certificate is valid and the authentication
settings of the connection profile.

The following command was introduced: extended-key-usage.

In ASDM, use the IPSec Certificate to Connection Maps > Rules pane, or Certificate to SSL VPN
Connections Profile Maps pane.

SSL VPN SharePoint
Support for Win 2007
Server

Clientless SSL. VPN sessions now support Microsoft Office SharePoint Server 2007.

Shared license for SSL
VPN sessions

You can purchase a shared license with a large number of SSL VPN sessions and share the sessions
as needed among a group of adaptive security appliances by configuring one of the adaptive
security appliances as a shared license server, and the rest as clients. The following commands were
introduced: license-server commands (various), show shared license.

Note: This license cannot be used at the same time as the AnyConnect Essentials license.

In ASDM, see Configuration > Device Management > Licensing > Shared SSL VPN Licenses.
Also see, Monitoring > VPN > Clientless SSL VPN > Shared Licenses.

Firewall Features

TCP state bypass

If you have asymmetric routing configured on upstream routers, and traffic alternates between two
adaptive security appliances, then you can configure TCP state bypass for specific traffic. The
following command was introduced: set connection advanced tcp-state-bypass.

In ASDM, see Configuration > Firewall > Service Policy Rules > Rule Actions > Connection
Settings.

Per-Interface IP
Addresses for the
Media-Termination
Instance Used by the
Phone Proxy

In the previous release, you configured one media-termination address (MTA) on the outside
interface of the adaptive security appliance where the remote Cisco IP Phones were located. IP
phones on the inside network also used this address on the outside network for media termination.
In this release, you can configure a global MTA for all interfaces or configure an MTA for different
interfaces.

When you configure MTAs for different interfaces (one IP address for each network), the adaptive
security appliance uses the configured IP address as the end-point when communicating with IP
phones on that interface. You no longer need to specify a default route on the inside network for
media termination and the IP phones on the inside network do not work with an outside address.
When a packet is destined to the outside interface, the phone proxy on the adaptive security
appliance intercepts the packet and inserts the MTA configured for the outside interface into the
packet. You can configure per interface media-termination addresses for the phone proxy by using
the CLI or ASDM.

Note  As aresult of this enhancement the old MTA configuration has been deprecated. You can
continue to use the old configuration if desired. However, if you need to change the
configuration at all, only the new configuration method is accepted; you cannot later restore
the old configuration. If you need to maintain downgrade compatibility, you should keep

the old configuration as is.

In ASDM, see Configuration > Firewall > Advanced > Encrypted Traffic Inspection > Media
Termination Address.
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Table 1-2 New Features for ASA Version 8.2(1) (continued)
Feature Description
Displaying the CTL File |The Cisco Phone Proxy feature includes the show ctl-file command, which shows the contents of

for the Phone Proxy

the CTL file used by the phone proxy. Using the show ctl-file command is useful for debugging
when configuring the phone proxy instance.

This command is not supported in ASDM.
In ASDM, see Configuration > Firewall > Advanced > Encrypted Traffic Inspection > CTL File.

Clearing Secure-phone
Entries from the Phone
Proxy Database

The Cisco Phone Proxy feature includes the clear phone-proxy secure-phones command, which
clears the secure-phone entries in the phone proxy database. Because secure IP phones always
request a CTL file upon bootup, the phone proxy creates a database that marks the IP phones as
secure. The entries in the secure phone database are removed after a specified configured timeout
(via the timeout secure-phones command). Alternatively, you can use the clear phone-proxy
secure-phones command to clear the phone proxy database without waiting for the configured
timeout.

This command is not supported in ASDM.

In ASDM, see Configuration > Firewall > Advanced > Encrypted Traffic Inspection > Phone Proxy.

H.239 Message Support
in H.323 Application
Inspection

In this release, the adaptive security appliance supports the H.239 standard as part of H.323
application inspection. H.239 is a standard that provides the ability for H.300 series endpoints to
open an additional video channel in a single call. In a call, an endpoint (such as a video phone),
sends a channel for video and a channel for data presentation. The H.239 negotiation occurs on the
H.245 channel. The adaptive security appliance opens a pinhole for the additional media channel.
The endpoints use open logical channel message (OLC) to signal a new channel creation. The
message extension is part of H.245 version 13. The decoding and encoding of the telepresentation
session is enabled by default. H.239 encoding and decoding is preformed by ASN.1 coder.

In ASDM, see Configuration > Firewall > Service Policy Rules > Add Service Policy Rule Wizard
> Rule Actions > Protocol Inspection > H.323 H.225. Click Configure and then choose the H.323
Inspect Map.

Processing H.323
Endpoints When the
Endpoints Do Not Send
OLCAck

H.323 application inspection has been enhanced to process common H.323 endpoints. The
enhancement affects endpoints using the extendedVideoCapability OLC with the H.239 protocol
identifier. Even when an H.323 endpoint does not send OLCAck after receiving an OLC message
from a peer, the adaptive security appliance propagates OLC media proposal information into the
media array and opens a pinhole for the media channel (extendedVideoCapability).

In ASDM, see Configuration > Firewall > Service Policy Rules > Add Service Policy Rule Wizard
> Rule Actions > Protocol Inspection > H.323 H.225.

IPv6 in transparent
firewall mode

Transparent firewall mode now participates in IPv6 routing. Prior to this release, the adaptive
security appliance could not pass IPv6 traffic in transparent mode. You can now configure an IPv6
management address in transparent mode, create IPv6 access lists, and configure other IPv6
features; the adaptive security appliance recognizes and passes IPv6 packets.

All IPv6 functionality is supported unless specifically noted.

In ASDM, see Configuration > Device Management > Management Access > Management IP
Address.
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Table 1-2 New Features for ASA Version 8.2(1) (continued)
Feature Description
Botnet Traffic Filter Malware is malicious software that is installed on an unknowing host. Malware that attempts

network activity such as sending private data (passwords, credit card numbers, key strokes, or
proprietary data) can be detected by the Botnet Traffic Filter when the malware starts a connection
to a known bad IP address. The Botnet Traffic Filter checks incoming and outgoing connections
against a dynamic database of known bad domain names and IP addresses, and then logs any
suspicious activity. You can also supplement the dynamic database with a static database by
entering [P addresses or domain names in a local “blacklist” or “whitelist.”

The following commands were introduced: dynamic-filter commands (various), and the inspect
dns dynamic-filter-snoop keyword.

In ASDM, see Configuration > Firewall > Botnet Traffic Filter.

AIP SSC card for the The AIP SSC offers IPS for the ASA 5505 adaptive security appliance. Note that the AIP SSM does
ASA 5505 not support virtual sensors. The following commands were introduced: allow-ssc-mgmt,
hw-module module ip, and hw-module module allow-ip.

In ASDM, see Configuration > Device Setup > SSC Setup and Configuration > IPS.

IPv6 support for IPS You can now send IPv6 traffic to the AIP SSM or SSC when your traffic class uses the match any
command, and the policy map specifies the ips command.

In ASDM, see Configuration > Firewall > Service Policy Rules.

Management Features

SNMP version 3 and This release provides 3DES or AES encryption and support for SNMP Version 3, the most secure
encryption form of the supported security models. This version allows you to configure authentication
characteristics by using the User-based Security Model (USM) and View-based Access Control
Model (VACM).

The following commands were introduced:
e show snmp engineid
e show snmp group
e show snmp-server group
e show snmp-server user
e snmp-server group
* snmp-server user
The following command was modified:
e snmp-server host

In ASDM, see Configuration > Device Management > Management Access > SNMP.

Routing Features

Multicast NAT The adaptive security appliance now offers Multicast NAT support for group addresses.

Troubleshooting Features

Coredump functionality |A coredump is a snapshot of the running program when the program has terminated abnormally.
Coredumps are used to diagnose or debug errors and save a crash for later or off-site analysis. Cisco
TAC may request that users enable the coredump feature to troubleshoot application or system
crashes on the adaptive security appliance.

To enable coredump, see the coredump enable command.
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Firewall Functional Overview

Firewalls protect inside networks from unauthorized access by users on an outside network. A firewall
can also protect inside networks from each other, for example, by keeping a human resources network
separate from a user network. If you have network resources that need to be available to an outside user,
such as a web or FTP server, you can place these resources on a separate network behind the firewall,
called a demilitarized zone (DMZ). The firewall allows limited access to the DMZ, but because the DMZ
only includes the public servers, an attack there only affects the servers and does not affect the other
inside networks. You can also control when inside users access outside networks (for example, access to
the Internet), by allowing only certain addresses out, by requiring authentication or authorization, or by
coordinating with an external URL filtering server.

When discussing networks connected to a firewall, the outside network is in front of the firewall, the
inside network is protected and behind the firewall, and a DMZ, while behind the firewall, allows limited
access to outside users. Because the adaptive security appliance lets you configure many interfaces with
varied security policies, including many inside interfaces, many DMZs, and even many outside
interfaces if desired, these terms are used in a general sense only.

This section includes the following topics:
e Security Policy Overview, page 1-9
e Firewall Mode Overview, page 1-11

e Stateful Inspection Overview, page 1-12

Security Policy Overview

A security policy determines which traffic is allowed to pass through the firewall to access another
network. By default, the adaptive security appliance allows traffic to flow freely from an inside network
(higher security level) to an outside network (lower security level). You can apply actions to traffic to
customize the security policy. This section includes the following topics:

e Permitting or Denying Traffic with Access Lists, page 1-9

e Applying NAT, page 1-10

e Protecting from IP Fragments, page 1-10

e Using AAA for Through Traffic, page 1-10

e Applying HTTP, HTTPS, or FTP Filtering, page 1-10

e Applying Application Inspection, page 1-10

¢ Sending Traffic to the Advanced Inspection and Prevention Security Services Module, page 1-10
¢ Sending Traffic to the Content Security and Control Security Services Module, page 1-11

e Applying QoS Policies, page 1-11

e Applying Connection Limits and TCP Normalization, page 1-11

Permitting or Denying Traffic with Access Lists

You can apply an access list to limit traffic from inside to outside, or allow traffic from outside to inside.
For transparent firewall mode, you can also apply an EtherType access list to allow non-IP traffic.
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Applying NAT

Some of the benefits of NAT include the following:

* You can use private addresses on your inside networks. Private addresses are not routable on the
Internet.

e NAT hides the local addresses from other networks, so attackers cannot learn the real address of a
host.

e NAT can resolve IP routing problems by supporting overlapping IP addresses.

Protecting from IP Fragments

The adaptive security appliance provides IP fragment protection. This feature performs full reassembly
of all ICMP error messages and virtual reassembly of the remaining IP fragments that are routed through
the adaptive security appliance. Fragments that fail the security check are dropped and logged. Virtual
reassembly cannot be disabled.

Using AAA for Through Traffic

You can require authentication and/or authorization for certain types of traffic, for example, for HTTP.
The adaptive security appliance also sends accounting information to a RADIUS or TACACS+ server.

Applying HTTP, HTTPS, or FTP Filtering

Although you can use access lists to prevent outbound access to specific websites or FTP servers,
configuring and managing web usage this way is not practical because of the size and dynamic nature of
the Internet. We recommend that you use the adaptive security appliance in conjunction with a separate
server running one of the following Internet filtering products:

e Websense Enterprise

e Secure Computing SmartFilter

Applying Application Inspection

Inspection engines are required for services that embed IP addressing information in the user data packet
or that open secondary channels on dynamically assigned ports. These protocols require the adaptive
security appliance to do a deep packet inspection.

Sending Traffic to the Advanced Inspection and Prevention Security Services Module

If your model supports the AIP SSM for intrusion prevention, then you can send traffic to the AIP SSM
for inspection. The AIP SSM is an intrusion prevention services module that monitors and performs
real-time analysis of network traffic by looking for anomalies and misuse based on an extensive,
embedded signature library. When the system detects unauthorized activity, it can terminate the specific
connection, permanently block the attacking host, log the incident, and send an alert to the device
manager. Other legitimate connections continue to operate independently without interruption. For more
information, see Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface.
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Sending Traffic to the Content Security and Control Security Services Module

If your model supports it, the CSC SSM provides protection against viruses, spyware, spam, and other
unwanted traffic. It accomplishes this by scanning the FTP, HTTP, POP3, and SMTP traffic that you
configure the adaptive adaptive security appliance to send to it.

Applying QoS Policies

Some network traffic, such as voice and streaming video, cannot tolerate long latency times. QoS is a
network feature that lets you give priority to these types of traffic. QoS refers to the capability of a
network to provide better service to selected network traffic.

Applying Connection Limits and TCP Normalization

You can limit TCP and UDP connections and embryonic connections. Limiting the number of
connections and embryonic connections protects you from a DoS attack. The adaptive security appliance
uses the embryonic limit to trigger TCP Intercept, which protects inside systems from a DoS attack
perpetrated by flooding an interface with TCP SYN packets. An embryonic connection is a connection
request that has not finished the necessary handshake between source and destination.

TCP normalization is a feature consisting of advanced TCP connection settings designed to drop packets
that do not appear normal.

Enabling Threat Detection
You can configure scanning threat detection and basic threat detection, and also how to use statistics to
analyze threats.

Basic threat detection detects activity that might be related to an attack, such as a DoS attack, and
automatically sends a system log message.

A typical scanning attack consists of a host that tests the accessibility of every IP address in a subnet (by
scanning through many hosts in the subnet or sweeping through many ports in a host or subnet). The
scanning threat detection feature determines when a host is performing a scan. Unlike IPS scan detection
that is based on traffic signatures, the adaptive security appliance scanning threat detection feature
maintains an extensive database that contains host statistics that can be analyzed for scanning activity.

The host database tracks suspicious activity such as connections with no return activity, access of closed
service ports, vulnerable TCP behaviors such as non-random IPID, and many more behaviors.

You can configure the adaptive security appliance to send system log messages about an attacker or you
can automatically shun the host.

Firewall Mode Overview

The adaptive security appliance runs in two different firewall modes:
e Routed
e Transparent

In routed mode, the adaptive security appliance is considered to be a router hop in the network.

Cisco ASA 5500 Series Configuration Guide using the CLI
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In transparent mode, the adaptive security appliance acts like a “bump in the wire,” or a “stealth firewall,”
and is not considered a router hop. The adaptive security appliance connects to the same network on its
inside and outside interfaces.

You might use a transparent firewall to simplify your network configuration. Transparent mode is also
useful if you want the firewall to be invisible to attackers. You can also use a transparent firewall for
traffic that would otherwise be blocked in routed mode. For example, a transparent firewall can allow
multicast streams using an EtherType access list.

Stateful Inspection Overview

All traffic that goes through the adaptive security appliance is inspected using the Adaptive Security
Algorithm and either allowed through or dropped. A simple packet filter can check for the correct source
address, destination address, and ports, but it does not check that the packet sequence or flags are correct.
A filter also checks every packet against the filter, which can be a slow process.

A stateful firewall like the adaptive security appliance, however, takes into consideration the state of a
packet:

e s this a new connection?

If it is a new connection, the adaptive security appliance has to check the packet against access lists
and perform other tasks to determine if the packet is allowed or denied. To perform this check, the
first packet of the session goes through the “session management path,” and depending on the type
of traffic, it might also pass through the “control plane path.”

The session management path is responsible for the following tasks:
— Performing the access list checks
— Performing route lookups
— Allocating NAT translations (xlates)
— Establishing sessions in the “fast path”

Some packets that require Layer 7 inspection (the packet payload must be inspected or altered) are
passed on to the control plane path. Layer 7 inspection engines are required for protocols that have
two or more channels: a data channel, which uses well-known port numbers, and a control channel,
which uses different port numbers for each session. These protocols include FTP, H.323, and SNMP.

e s this an established connection?

If the connection is already established, the adaptive security appliance does not need to re-check
packets; most matching packets can go through the “fast” path in both directions. The fast path is
responsible for the following tasks:

— IP checksum verification

— Session lookup

— TCP sequence number check

— NAT translations based on existing sessions
- Layer 3 and Layer 4 header adjustments

For UDP or other connectionless protocols, the adaptive security appliance creates connection state
information so that it can also use the fast path.

Data packets for protocols that require Layer 7 inspection can also go through the fast path.
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Some established session packets must continue to go through the session management path or the
control plane path. Packets that go through the session management path include HTTP packets that
require inspection or content filtering. Packets that go through the control plane path include the
control packets for protocols that require Layer 7 inspection.

VPN Functional Overview

A VPN is a secure connection across a TCP/IP network (such as the Internet) that appears as a private
connection. This secure connection is called a tunnel. The adaptive security appliance uses tunneling
protocols to negotiate security parameters, create and manage tunnels, encapsulate packets, transmit or
receive them through the tunnel, and unencapsulate them. The adaptive security appliance functions as
a bidirectional tunnel endpoint: it can receive plain packets, encapsulate them, and send them to the other
end of the tunnel where they are unencapsulated and sent to their final destination. It can also receive
encapsulated packets, unencapsulate them, and send them to their final destination. The adaptive security
appliance invokes various standard protocols to accomplish these functions.

The adaptive security appliance performs the following functions:
e Establishes tunnels
e Negotiates tunnel parameters
e Authenticates users
e Assigns user addresses
¢ Encrypts and decrypts data
e Manages security keys
e Manages data transfer across the tunnel
e Manages data transfer inbound and outbound as a tunnel endpoint or router

The adaptive security appliance invokes various standard protocols to accomplish these functions.

Security Context Overview

You can partition a single adaptive security appliance into multiple virtual devices, known as security
contexts. Each context is an independent device, with its own security policy, interfaces, and
administrators. Multiple contexts are similar to having multiple standalone devices. Many features are
supported in multiple context mode, including routing tables, firewall features, IPS, and management.
Some features are not supported, including VPN and dynamic routing protocols.

In multiple context mode, the adaptive security appliance includes a configuration for each context that
identifies the security policy, interfaces, and almost all the options you can configure on a standalone
device. The system administrator adds and manages contexts by configuring them in the system
configuration, which, like a single mode configuration, is the startup configuration. The system
configuration identifies basic settings for the adaptive security appliance. The system configuration does
not include any network interfaces or network settings for itself; rather, when the system needs to access
network resources (such as downloading the contexts from the server), it uses one of the contexts that is
designated as the admin context.

The admin context is just like any other context, except that when a user logs into the admin context,
then that user has system administrator rights and can access the system and all other contexts.
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S

Note You can run all your contexts in routed mode or transparent mode; you cannot run some contexts in one
mode and others in another.

Multiple context mode supports static routing only.
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Getting Started

This chapter describes how to get started with your adaptive security appliance. This chapter includes
the following sections:

e Factory Default Configurations, page 2-1

e Accessing the Command-Line Interface, page 2-4

e Working with the Configuration, page 2-5

e Applying Configuration Changes to Connections, page 2-9

Factory Default Configurations

The factory default configuration is the configuration applied by Cisco to new adaptive security
appliances.

For the ASA 5510 and higher adaptive security appliances, the factory default configuration configures
an interface for management so you can connect to it using ASDM, with which you can then complete
your configuration.

For the ASA 5505 adaptive security appliance, the factory default configuration configures interfaces
and NAT so that the adaptive security appliance is ready to use in your network immediately.

The factory default configuration is available only for routed firewall mode and single context mode.
See Chapter 5, “Managing Multiple Context Mode,” for more information about multiple context mode.
See Chapter 4, “Configuring the Transparent or Routed Firewall,” for more information about routed and
transparent firewall mode.

This section includes the following topics:
e Restoring the Factory Default Configuration, page 2-2
e ASA 5505 Default Configuration, page 2-2
e ASA 5510 and Higher Default Configuration, page 2-3
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Restoring the Factory Default Configuration

This section describes how to restore the factory default configuration.

Detailed Steps

Command

Purpose

Step1 configure factory-default [ip address
[mask]]

Example:
hostname (config) # configure
factory-default 10.1.1.1 255.255.255.0

Restores the factory default configuration.

If you specify the ip_address, then you set the inside or
management interface IP address, depending on your model,
instead of using the default IP address of 192.168.1.1. The http
command uses the subnet you specify. Similarly, the dhepd
address command range consists of addresses within the subnet
that you specify.

Note This command also clears the boot system command, if
present, along with the rest of the configuration. The boot
system command lets you boot from a specific image,
including an image on the external Flash memory card.
The next time you reload the adaptive security appliance
after restoring the factory configuration, it boots from the
first image in internal Flash memory; if you do not have
an image in internal Flash memory, the adaptive security
appliance does not boot.

Step2 write memory

Example:
active(config)# write memory

Saves the default configuration to Flash memory. This command
saves the running configuration to the default location for the
startup configuration, even if you previously configured the boot
config command to set a different location; when the
configuration was cleared, this path was also cleared.

What to Do Next

To configure additional settings that are useful for a full configuration, see the setup command.

ASA 5505 Default Configuration

The default factory configuration for the ASA 5505 adaptive security appliance configures the

following:

¢ Aninside VLAN 1 interface that includes the Ethernet 0/1 through 0/7 switch ports. If you did not
set the IP address in the configure factory-default command, then the VLAN 1 IP address and mask
are 192.168.1.1 and 255.255.255.0.

e An outside VLAN 2 interface that includes the Ethernet 0/0 switch port. VLAN 2 derives its IP

address using DHCP.

e The default route is also derived from DHCP.

e All inside IP addresses are translated when accessing the outside using interface PAT.

e By default, inside users can access the outside, and outside users are prevented from accessing the

inside.
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The DHCP server is enabled on the adaptive security appliance, so a PC connecting to the VLAN 1
interface receives an address between 192.168.1.2 and 192.168.1.254.

The HTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0 network.

The configuration consists of the following commands:

interface Ethernet 0/0
switchport access vlan 2
no shutdown

interface Ethernet 0/1
switchport access vlan
no shutdown

interface Ethernet 0/2
switchport access vlan
no shutdown

interface Ethernet 0/3
switchport access vlan
no shutdown

interface Ethernet 0/4
switchport access vlan
no shutdown

interface Ethernet 0/5
switchport access vlan
no shutdown

interface Ethernet 0/6
switchport access vlan
no shutdown

interface Ethernet 0/7
switchport access vlan
no shutdown

interface vlan2
nameif outside
no shutdown
ip address dhcp setroute

interface vlanl
nameif inside

ip address 192.168.1.1 255.255.255.0

security-level 100
no shutdown

global (outside) 1 interface

nat (inside) 1 0 0
http server enable

http 192.168.1.0 255.255.255.0 inside
dhcpd address 192.168.1.2-192.168.1.254 inside

dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

ASA 5510 and Higher Default Configuration

The default factory configuration for the ASA 5510 and higher adaptive security appliance configures
the following:

The management interface, Management 0/0. If you did not set the IP address in the configure
factory-default command, then the IP address and mask are 192.168.1.1 and 255.255.255.0.

The DHCP server is enabled on the adaptive security appliance, so a PC connecting to the interface
receives an address between 192.168.1.2 and 192.168.1.254.

The HTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0 network.
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The configuration consists of the following commands:

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
asdm logging informational 100
asdm history enable
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping_timeout 750
dhcpd enable management

Accessing the Command-Line Interface

Note

Step 1

Step 2

Step 3

Step 4

For initial configuration, access the command-line interface directly from the console port. Later, you

can configure remote access using Telnet or SSH according to Chapter 37, “Configuring Management

Access.” If your system is already in multiple context mode, then accessing the console port places you
in the system execution space. See Chapter 5, “Managing Multiple Context Mode,” for more information
about multiple context mode.

If you want to use ASDM to configure the adaptive security appliance instead of the command-line
interface, you can connect to the default management address of 192.168.1.1 (if your adaptive security
appliance includes a factory default configuration. See the “Factory Default Configurations” section on
page 2-1.). On the ASA 5510 and higher adaptive security appliances, the interface to which you connect
with ASDM is Management 0/0. For the ASA 5505 adaptive security appliance, the switch port to which
you connect with ASDM is any port, except for Ethernet 0/0. If you do not have a factory default
configuration, follow the steps in this section to access the command-line interface. You can then
configure the minimum parameters to access ASDM by entering the setup command.

To access the command-line interface, perform the following steps:

Connect a PC to the console port using the provided console cable, and connect to the console using a
terminal emulator set for 9600 baud, 8 data bits, no parity, 1 stop bit, no flow control.

See the hardware guide that came with your adaptive security appliance for more information about the
console cable.

Press the Enter key to see the following prompt:
hostname>
This prompt indicates that you are in user EXEC mode.

To access privileged EXEC mode, enter the following command:

hostname> enable

The following prompt appears:

Password:

Enter the enable password at the prompt.
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By default, the password is blank, and you can press the Enter key to continue. See the “Changing the
Enable Password” section on page 8-2 to change the enable password.

The prompt changes to:

hostname#

To exit privileged mode, enter the disable, exit, or quit command.
To access global configuration mode, enter the following command:

hostname# configure terminal

The prompt changes to the following:

hostname (config) #

To exit global configuration mode, enter the exit, quit, or end command.

Working with the Configuration

This section describes how to work with the configuration. The adaptive security appliance loads the
configuration from a text file, called the startup configuration. This file resides by default as a hidden
file in internal Flash memory. You can, however, specify a different path for the startup configuration.
(For more information, see Chapter 77, “Managing Software and Configurations.”)

When you enter a command, the change is made only to the running configuration in memory. You must
manually save the running configuration to the startup configuration for your changes to remain after a
reboot.

The information in this section applies to both single and multiple security contexts, except where noted.
Additional information about contexts is in Chapter 5, “Managing Multiple Context Mode.”

This section includes the following topics:
e Saving Configuration Changes, page 2-5
e Copying the Startup Configuration to the Running Configuration, page 2-7
e Viewing the Configuration, page 2-8
¢ C(Clearing and Removing Configuration Settings, page 2-8

e Creating Text Configuration Files Offline, page 2-8

Saving Configuration Changes

This section describes how to save your configuration, and includes the following topics:
e Saving Configuration Changes in Single Context Mode, page 2-5
e Saving Configuration Changes in Multiple Context Mode, page 2-6

Saving Configuration Changes in Single Context Mode

To save the running configuration to the startup configuration, enter the following command:
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Command

Purpose

write memory

Example:
hostname# write memory

Saves the running configuration to the startup configuration.

Note The copy running-config startup-config command is equivalent
to the write memory command.

Saving Configuration Changes in Multiple Context Mode

You can save each context (and system) configuration separately, or you can save all context
configurations at the same time. This section includes the following topics:

e Saving Each Context and System Separately, page 2-6

e Saving All Context Configurations at the Same Time, page 2-6

Saving Each Context and System Separately

To save the system or context configuration, enter the following command within the system or context:

Command

Purpose

write memory

Example:
hostname# write memory

Saves the running configuration to the startup configuration.

For multiple context mode, context startup configurations can reside on
external servers. In this case, the adaptive security appliance saves the
configuration back to the server you identified in the context URL, except
for an HTTP or HTTPS URL, which do not let you save the configuration
to the server.

Note The copy running-config startup-config command is equivalent
to the write memory command.

Saving All Context Configurations at the Same Time

To save all context configurations at the same time, as well as the system configuration, enter the
following command in the system execution space:

Command

Purpose

write memory all [/noconfirm]

Example:
hostname# write memory all /noconfirm

Saves the running configuration to the startup configuration for all contexts
and the system configuration.

If you do not enter the /noconfirm keyword, you see the following prompt:

Are you sure [Y/N]:

After you enter Y, the adaptive security appliance saves the system
configuration and each context. Context startup configurations can reside
on external servers. In this case, the adaptive security appliance saves the
configuration back to the server you identified in the context URL, except
for an HTTP or HTTPS URL, which do not let you save the configuration
to the server.

After the adaptive security appliance saves each context, the following message appears:
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‘Saving context ‘b’ ... ( 1/3 contexts saved )

Sometimes, a context is not saved because of an error. See the following information for errors:
¢ For contexts that are not saved because of low memory, the following message appears:
The context 'context a' could not be saved due to Unavailability of resources
¢ For contexts that are not saved because the remote destination is unreachable, the following message
appears:

The context 'context a' could not be saved due to non-reachability of destination

e For contexts that are not saved because the context is locked, the following message appears:

Unable to save the configuration for the following contexts as these contexts are
locked.
context ‘a’ , context ‘'x’ , context ‘'z’

A context is only locked if another user is already saving the configuration or in the process of
deleting the context.

e For contexts that are not saved because the startup configuration is read-only (for example, on an
HTTP server), the following message report is printed at the end of all other messages:

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:
context ‘a’ , context ‘b’ , context ‘c’

¢ For contexts that are not saved because of bad sectors in the Flash memory, the following message
appears:

The context 'context a' could not be saved due to Unknown errors

Copying the Startup Configuration to the Running Configuration

Copy a new startup configuration to the running configuration using one of the following options.

Command Purpose

copy startup-config running-config Merges the startup configuration with the running configuration. A merge
adds any new commands from the new configuration to the running
configuration. If the configurations are the same, no changes occur. If
commands conflict or if commands affect the running of the context, then
the effect of the merge depends on the command. You might get errors, or
you might have unexpected results.

reload Reloads the adaptive security appliance, which loads the startup
configuration and discards the running configuration.

clear configure all Loads the startup configuration and discards the running configuration
copy startup-config running-config wdthoutrequhing a reload.
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Viewing the Configuration

The following commands let you view the running and startup configurations.

Command

Purpose

show running-config

Views the running configuration.

show running-config command

Views the running configuration of a specific command.

show startup-config

Views the startup configuration.

Clearing and Removing Configuration Settings

To erase settings, enter one of the following commands.

Command

Purpose

clear configure configurationcommand
[level2configurationcommand]

Clears all the configuration for a specified command. If you only want to
clear the configuration for a specific version of the command, you can
enter a value for level2configurationcommand.

For example, to clear the configuration for all aaa commands, enter the
following command:

hostname (config)# clear configure aaa

To clear the configuration for only aaa authentication commands, enter
the following command:

hostname (config)# clear configure aaa authentication

no configurationcommand
[level2configurationcommand] qualifier

Disables the specific parameters or options of a command. In this case, you
use the no command to remove the specific configuration identified by
qualifier.

For example, to remove a specific nat command, enter enough of the
command to identify it uniquely as follows:

hostname (config)# no nat (inside) 1

write erase

Erases the startup configuration.

clear configure all

Erases the running configuration.

Note  In multiple context mode, if you enter clear configure all from the
system configuration, you also remove all contexts and stop them
from running. The context configuration files are not erased, and
remain in their original location.

Creating Text Configuration Files Offline

This guide describes how to use the CLI to configure the adaptive security appliance; when you save

commands, the changes are written to a text file. Instead of using the CLI, however, you can edit a text
file directly on your PC and paste a configuration at the configuration mode command-line prompt in its

Cisco ASA 5500 Series Configuration Guide using the CLI



| Chapter2 Getting Started

Applying Configuration Changes to Connections ||

entirety, or line by line. Alternatively, you can download a text file to the adaptive security appliance
internal Flash memory. See Chapter 77, “Managing Software and Configurations,” for information on
downloading the configuration file to the adaptive security appliance.

In most cases, commands described in this guide are preceded by a CLI prompt. The prompt in the
following example is “hostname(config)#”:

hostname (config)# context a

In the text configuration file you are not prompted to enter commands, so the prompt is omitted as

follows:

context a

For additional information about formatting the file, see Appendix B, “Using the Command-Line

Interface.”

Applying Configuration Changes to Connections

When you make security policy changes to the configuration, all new connections use the new security
policy. Existing connections continue to use the policy that was configured at the time of the connection
establishment. To ensure that all connections use the new policy, you need to disconnect the current
connections so they can reconnect using the new policy. To disconnect connections, enter one of the

following commands:

Command

Purpose

clear local-host [ip address] [all]

This command reinitalizes per-client run-time states such as connection
limits and embryonic limits. As a result, this command removes any
connection that uses those limits. See the show local-host all command to
view all current connections per host.

With no arguments, this command clears all affected through-the-box
connections. To also clear to-the-box connections (including your current
management session), use the all keyword. To clear connections to and
from a particular IP address, use the ip_address argument.

clear conn [all] [protocol {tcp | udp}]
[address src_ipl[-src_ip] [netmask mask]]
[port src_port[-src_port]] [address
dest_ip[-dest_ip] [netmask mask]] [port
dest_port[-dest_port]]

This command terminates connections in any state. See the show conn
command to view all current connections.

With no arguments, this command clears all through-the-box connections.
To also clear to-the-box connections (including your current management
session), use the all keyword. To clear specific connections based on the
source IP address, destination IP address, port, and/or protocol, you can
specify the desired options.

clear xlate [arguments]

This command clears dynamic NAT sessions; static sessions are not
affected. As a result, it removes any connections using those NAT sessions.

With no arguments, this command clears all NAT sessions. See the Cisco
ASA 5500 Series Command Reference for more information about the
arguments available.
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CHAPTER

Managing Feature Licenses

A license specifies the options that are enabled on a given adaptive security appliance. It is represented
by an activation key which is a 160-bit (5 32-bit words or 20 bytes) value. This value encodes the serial
number (an 11 character string) and the enabled features.

This chapter describes how to obtain an activation key and activate it. It also describes the available
licenses for each model. This chapter includes the following sections:

¢ Supported Feature Licenses Per Model, page 3-1

e Information About Feature Licenses, page 3-8

e Guidelines and Limitations, page 3-16

e Viewing Your Current License, page 3-17

e Obtaining an Activation Key, page 3-19

e Entering a New Activation Key, page 3-20

e Upgrading the License for a Failover Pair, page 3-21
e Configuring a Shared License, page 3-23

e Feature History for Licensing, page 3-28

Supported Feature Licenses Per Model

This section describes the licenses available for each model as well as important notes about licenses.
This section includes the following topics:

e Licenses Per Model, page 3-1
e License Notes, page 3-8

Licenses Per Model

This section lists the feature licenses available for each model:
e ASA 5505, Table 3-1 on page 3-2
e ASA 5510, Table 3-2 on page 3-3
e ASA 5520, Table 3-3 on page 3-4
e ASA 5540, Table 3-4 on page 3-5

Cisco ASA 5500 Series Configuration Guide using the CLI
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e ASA 5550, Table 3-5 on page 3-6
e ASA 5580, Table 3-6 on page 3-7
Items that are in italics are separate, optional licenses with which that you can replace the Base or
Security Plus license. You can mix and match licenses, for example, the 10 security context license plus
the Strong Encryption license; or the 500 Clientless SSL VPN license plus the GTP/GPRS license; or all
four licenses together.
Table 3-1 ASA 5505 Adaptive Security Appliance License Features
ASA 5505 Base License Security Plus
Adv. Endpoint Assessment |None Optional license: Enabled None Optional license: Enabled
AnyConnect Essentials! None Optional license: Enabled None Optional license: Enabled
AnyConnect for Mobile' None Optional license: Enabled None Optional license: Enabled
Botnet Traffic Filter None Optional temporary license:  |None Optional temporary license:
Enabled Enabled
Encryption Base (DES) Opt. lic.: Strong (3DES/AES) |Base (DES) Opt. lic.: Strong (3DES/AES)
Failover No support Active/Standby (no stateful failover)
Firewall Conns, Concurrent |10 K 25 K
GTP/GPRS No support No support

Physical Interfaces, Max.

Unlimited, assigned to VLANs/zones

Unlimited, assigned to VLANs/zones

RAM, Minimum

256 MB (default)

256 MB (default)

Security Contexts No support No support
Unified Comm. Sessions! |2 Optional license: 24 2 Optional license: 24
Users, concurrent? 10° Optional licenses: 10° Optional licenses:
50 Unlimited 50 Unlimited
VLANSs/Zones, Maximum |3 (2 regular zones and 1 restricted zone) 20
VLAN Trunk, Maximum No support 8 trunks
VPN Load Balancing No support No support
VPN Sessions! 25 combined IPSec and SSL VPN 25 combined IPSec and SSL VPN
Max. IPSec Sessions 10 25
Max. SSL VPN 2 Optional Permanent licenses: 2 Optional Permanent licenses:
Sessions 70 25 10 25

See the “License Notes” section.

2. Inrouted mode, hosts on the inside (Business and Home VLANS) count towards the limit only when they communicate with the outside (Internet VLAN).
Internet hosts are not counted towards the limit. Hosts that initiate traffic between Business and Home are also not counted towards the limit. The interface
associated with the default route is considered to be the Internet interface. If there is no default route, hosts on all interfaces are counted toward the limit.
In transparent mode, the interface with the lowest number of hosts is counted towards the host limit. See the show local-host command to view host limits.

3. Fora 10-user license, the max. DHCP clients is 32. For 50 users, the max. is 128. For unlimited users, the max. is 250, which is the max. for other models.

l _ Cisco ASA 5500 Series Configuration Guide using the CLI
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Table 3-2 ASA 5510 Adaptive Security Appliance License Features
ASA 5510 Base License Security Plus
Adv. Endpoint Assessment |None Optional license: Enabled None Optional license: Enabled
AnyConnect Essentials' None Optional license: Enabled None Optional license: Enabled
AnyConnect for Mobile' None Optional license: Enabled None Optional license: Enabled
Botnet Traffic Filter None Optional temporary license:  |None Optional temporary license:
Enabled Enabled
Encryption Base (DES) Opt. lic.: Strong (3DES/AES) |Base (DES) Opt. lic.: Strong (3DES/AES)
Failover No support Active/Standby or Active/Active!
Firewall Conns, Concurrent {50 K 130 K
GTP/GPRS No support No support
Physical Interfaces, Max. Unlimited Unlimited
RAM, Minimum 256 MB (default) 256 MB (default)
Security Contexts No support 2 Optional licenses:
5
Unified Comm. Sessions! 2 Optional licenses 2 Optional licenses
24|50 |10 24 |50 |10
Users, concurrent Unlimited Unlimited
VLANSs, Maximum 50 100
VPN Load Balancing No support Supported

VPN Sessions! 250 combined IPSec and SSL VPN 250 combined IPSec and SSL VPN
Max. IPSec Sessions 250 250
Max. SSL VPN 2 Optional Permanent licenses: 2 Optional Permanent licenses:
Sessions 10 25 |50 |10 250 10 |25 |50 [100 250

Optional Shared licenses, client or server. For
the server:!

Optional Shared licenses, client or server. For
the server:!

500-50,000 in
increments of 500

50,000-1,040,000 in
increments of 1000

500-50,000 in
increments of 500

50,000-1,040,000 in
increments of 1000

Optional VPN Flex license: 250

Optional VPN Flex license: 250

1. See the “License Notes” section.
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Table 3-3 ASA 5520 Adaptive Security Appliance License Features

ASA 5520 Base License

Adv. Endpoint Assessment |None Optional license: Enabled
AnyConnect Essentials' None Optional license: Enabled
AnyConnect for Mobile! None Optional license: Enabled

Botnet Traffic Filter None Optional temporary license: Enabled
Encryption Base (DES) Optional license: Strong (3DES/AES)
Failover Active/Standby or Active/Active!

Firewall Conns, Concurrent {280 K

GTP/GPRS None Optional license: Enabled

Physical Interfaces, Max. Unlimited

RAM, Minimum

512 MB (default)

Security Contexts 2 Optional licenses:
5 0 |20

Unified Communications 2 Optional licenses
Proxy Sessions' 24 |50 |10 [250 [s500 [750 |1000
Users, concurrent Unlimited Unlimited
VLANSs, Maximum 150
VPN Load Balancing Supported
VPN Sessions! 750 combined IPSec and SSL VPN

Max. IPSec Sessions 750

Max. SSL VPN 2 Optional Permanent licenses:

Sessions 10 [2s 50 w0 250 500 [750

Optional Shared licenses, client or server. For the server:

1

500-50,000 in increments of 500

‘50,000-],040,000 in increments of 1000

Optional VPN Flex licenses:

250 750

1. See the “License Notes” section.

l _ Cisco ASA 5500 Series Configuration Guide using the CLI

0L-18970-01



| Chapter3

Managing Feature Licenses

Supported Feature Licenses Per Model

Table 3-4 ASA 5540 Adaptive Security Appliance License Features

ASA 5540 Base License

Adv. Endpoint Assessment |None Optional license: Enabled
AnyConnect Essentials' None Optional license: Enabled
AnyConnect for Mobile! None Optional license: Enabled

Botnet Traffic Filter None Optional temporary license: Enabled
Encryption Base (DES) Optional license: Strong (3DES/AES)
Failover Active/Standby or Active/Active!

Firewall Conns, Concurrent

400 K

GTP/GPRS None Optional license: Enabled
Physical Interfaces, Max. Unlimited
RAM, Minimum 1 GB (default)
Security Contexts 2 Optional licenses:
s 10 20 |50
Unified Communications 2 Optional licenses
Proxy Sessions' 24 [s0 100 [250 [s00 [750 [1000 |2000
Users, concurrent Unlimited Unlimited
VLANSs, Maximum 200
VPN Load Balancing Supported

VPN Sessions!

5000 combined IPSec and SSL VPN

Max. IPSec Sessions

5000

Max. SSL VPN
Sessions

2 Optional Permanent licenses:

10 \25 ]50 \100 ]250

\500 ‘750 \1000 ‘2500

Optional Shared licenses, client or server. For the server:

1

500-50,000 in increments of 500

‘50,000-],040, 000 in increments of 1000

Optional VPN Flex licenses:

250 ‘750 \1000 \2500

1. See the “License Notes” section.
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Table 3-5 ASA 5550 Adaptive Security Appliance License Features
ASA 5550 Base License

Adyv. Endpoint Assessment |None Optional license: Enabled
AnyConnect Essentials' None Optional license: Enabled
AnyConnect for Mobile! None Optional license: Enabled
Botnet Traffic Filter None Optional license: Enabled
Encryption Base (DES) Optional temporary license: Enabled
Failover Active/Standby or Active/Active!

Firewall Conns, Concurrent 650 K

GTP/GPRS None Optional license: Enabled
Physical Interfaces, Max. Unlimited

RAM, Minimum

4 GB (default)

Security Contexts 2 Optional licenses:
s 10 20 |s0

Unified Communications 2 Optional licenses
Proxy Sessions' 24 [s0 |10 [250 500 |750 1000 |2000 |3000
Users, concurrent Unlimited
VLANSs, Maximum 250
VPN Load Balancing Supported
VPN Sessions! 5000 combined IPSec and SSL VPN

Max. IPSec Sessions 5000

Max. SSL VPN 2 Optional Permanent licenses:

Sessions 10 |25 |50 |10 [250 [s00 [750 [1000 2500 |5000

Optional Shared licenses, client or server. For the server:

1

500-50,000 in increments of 500

‘50,000-1,040,000 in increments of 1000

Optional VPN Flex licenses:

250 \750 \1000 ‘2500 \5000

1. See the “License Notes” section.
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Table 3-6 ASA 5580 Adaptive Security Appliance License Features

ASA 5580 Base License

Adyv. Endpoint Assessment |None Optional license: Enabled
AnyConnect Essentials' None Optional license: Enabled
AnyConnect for Mobile! None Optional license: Enabled

Botnet Traffic Filter None Optional temporary license: Enabled
Encryption Base (DES) |Optional license: Strong (3DES/AES)
Failover Active/Standby or Active/Active!

Firewall Conns, Concurrent 650 K

GTP/GPRS None Optional license: Enabled
Physical Interfaces, Max. Unlimited
RAM, Minimum 4 GB (default)
Security Contexts 2 Optional licenses:
s o 20 |so
Unified Communications 2 Optional licenses
Proxy Sessions' 24 |50 [100 250 [s500 750 [1000 |2000 [3000 [5000 |10000°
Users, concurrent Unlimited
VLANSs, Maximum 250
VPN Load Balancing Supported
VPN Sessions! 5000 combined IPSec and SSL VPN
Max. IPSec Sessions 5000
Max. SSL VPN 2 Optional Permanent licenses:
Sessions 10 |25 |50 |10 [250 [s00 [750 [1000 2500 |5000
Optional Shared licenses, client or server. For the server:!
500-50,000 in increments of 500 ‘50,000-],040, 000 in increments of 1000

Optional VPN Flex licenses:
250 \750 \1000 ‘2500 \5000

1. See the “License Notes” section.

2. With the 10,000-session license, the total combined sessions can be 10,000, but the maximum number of Phone Proxy sessions is 5000.
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License Notes

Table 3-7 License Notes
License Notes
AnyConnect Essentials AnyConnect Essentials lets you use basic AnyConnect client features, while supporting sessions

up to the platform limit for SSL VPN. Some advanced features are not supported, including: CSD
and clientless SSL VPN. The AnyConnect Essentials license is not compatible with the following
licenses: full SSL VPN license, shared SSL VPN license, VPN Flex SSL VPN license, and
Advanced Endpoint Assessment license. By default, the AnyConnect Essentials license is used
instead of the above licenses, but you can disable the AnyConnect Essentials license in the
configuration to restore use of the other licenses using the no anyconnect-essentials command.

AnyConnect for Mobile |AnyConnect for Mobile is required for AnyConnect Release 2.3 or later on supported Windows
Mobile devices. See the AnyConnect 2.3 Release Notes for supported devices.

Active/Active failover You cannot use Active/Active failover and VPN; if you want to use VPN, use Active/Standby
failover.

Unified Communications |Phone Proxy, Mobility Proxy, Presence Federation Proxy, and TLS Proxy are all licensed under
Proxy sessions the UC Proxy umbrella, and can be mixed and matched. For example, if you configure a phone
with a primary and backup Cisco Unified Communications Manager, there are 2 TLS/SRTP
connections, so 2 UC Proxy sessions are used.

IPSec and SSL VPN ¢ Although the maximum IPSec and SSL VPN sessions add up to more than the maximum VPN
sessions sessions, the combined sessions should not exceed the VPN session limit. If you exceed the
maximum VPN sessions, you can overload the adaptive security appliance, so be sure to size
your network appropriately. When determining the session makeup of the combined limit, the
number of SSL VPN sessions cannot exceed the number of licensed SSL. VPN sessions on
the security appliance (which is 2 by default).

e If you start a clientless SSL VPN session and then start an AnyConnect client session from
the portal, 1 session is used in total. However, if you start the AnyConnect client first (from
a standalone client, for example) and then log into the clientless SSL. VPN portal, then 2
sessions are used.

VPN Flex for SSL VPN | A shared license lets the adaptive security appliance act as a shared license server for multiple
sessions client adaptive security appliances. The shared license pool is large, but the maximum number of
sessions used by each individual adaptive security appliance cannot exceed the maximum number
listed for permanent licenses.

Information About Feature Licenses

A license specifies the options that are enabled on a given adaptive security appliance. It is represented
by an activation key that is a 160-bit (5 32-bit words or 20 bytes) value. This value encodes the serial
number (an 11 character string) and the enabled features.

This section includes the following topics:
e Preinstalled License, page 3-9
e Temporary, VPN Flex, and Evaluation Licenses, page 3-9
e Shared Licenses, page 3-11
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e Licenses FAQ, page 3-15

Preinstalled License

By default, your adaptive security appliance ships with a license already installed. This license might be
the Base License, to which you want to add more licenses, or it might already have all of your licenses
installed, depending on what you ordered and what your vendor installed for you. See the “Viewing Your
Current License” section on page 3-17 section to determine which licenses you have installed.

Temporary, VPN Flex, and Evaluation Licenses

In addition to permanent licenses, you can purchase a temporary license or receive an evaluation license
that has a time-limit. For example, you might buy a VPN Flex license to handle short-term surges in the
number of concurrent SSL. VPN users, or you might order a Botnet Traffic Filter temporary license that
is valid for 1 year.

This section includes the following topics:
e How the Temporary License Timer Works, page 3-9
e How Multiple Licenses Interact, page 3-10

e Failover and Temporary Licenses, page 3-11

How the Temporary License Timer Works

Note

e The timer for the temporary license starts counting down when you activate it on the adaptive
security appliance.

e If you stop using the temporary license before it times out, for example you activate a permanent
license or a different temporary license, then the timer halts. The timer only starts again when you
reactivate the temporary license.

e [If the temporary license is active, and you shut down the adaptive security appliance, then the timer
continues to count down. If you intend to leave the adaptive security appliance in a shut down state
for an extended period of time, then you should activate the permanent license before you shut down
to preserve the temporary license.

e When a temporary license expires, the next time you reload the adaptive security appliance, the
permanent license is used; you are not forced to perform a reload immediately when the license
expires.

We suggest you do not change the system clock after you install the temporary license. If you set the
clock to be a later date, then if you reload, the adaptive security appliance checks the system clock
against the original installation time, and assumes that more time has passed than has actually been used.
If you set the clock back, and the actual running time is greater than the time between the original
installation time and the system clock, then the license immediately expires after a reload.

[ oL-18970-01
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How Multiple Licenses Interact

When you activate a temporary license, then features from both permanent and temporary licenses
combine to form the running license. The adaptive security appliance uses the highest value from
each license for each feature, and displays any resolved conflicts between the licenses when you
enter a temporary activation key. In the rare circumstance that a temporary license has lower
capability than the permanent license, the permanent license values are used.

When you activate a permanent license, it overwrites the currently-running permanent and
temporary licenses and becomes the running license.

A

Note If you install a new permanent license, and it is a downgrade from the temporary license,
then you need to reload the adaptive security appliance to disable the temporary license and
restore the permanent license. Until you reload, the temporary license continues to count
down.

If you reactivate the already installed permanent license, you do not need to reload the
adaptive security appliance; the temporary license does not continue to count down, and
there is no disruption of traffic.

To reenable the features of the temporary license if you later activate a permanent license, simply
reenter the temporary activation key. For a license upgrade, you do not need to reload.

To switch to a different temporary license, enter the new activation key; the new license is used
instead of the old temporary license and combines with the permanent license to create a new
running license. The adaptive security appliance can have multiple temporary licenses installed; but
only one is active at any given time.

See the following figure for examples of permanent and VPN Flex activation keys, and how they interact.

Figure 3-1 Permanent and VPN Flex Activation Keys
Permanent Key Merged Key
1. | Base + 10 SSL conns |+ = || Base +
Merged Key Permanent Key Permanent Key
o ||Base + + | Base + 10 SSLconns | = | Base + 10 SSL conns
Permanent Key Merged Key
3, | Base +10SSL conns | + = ||Base + 10 SSL conns +
Merged Key New Merged Key
Base + 10 SSL conns +|| + = || Base + ‘?—’_

4. &

1. Inexample 1 in the above figure, you apply a temporary key with 25 SSL sessions; because the VPN
Flex value is greater than the permanent key value of 10 sessions, the resulting running key is a
merged key that uses the VPN Flex value of 25 sessions.

2. Inexample 2 above, the merged key from example 1 is replaced by the permanent key, and the VPN

Flex license is disabled. The running key defaults to the permanent key value of 10 sessions.
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3. Inexample 3 above, an evaluation license including 50 contexts is applied to the permanent key, so
the resulting running key is a merged key that includes all the features of the permanent key plus the
50 context license.

4. In example 4 above, the merged key from example 3 has the VPN Flex key applied. Because the
adaptive security appliance can only use one temporary key at a time, the VPN flex key replaces the
evaluation key, so the end result is the same as the merged key from example 1.

Failover and Temporary Licenses

With failover, identical licenses are required. For failover purposes, temporary and permanent licenses
appear to be identical, so you can have a permanent license on one unit and a temporary license on the
other unit. This functionality is useful in an emergency situation; for example, if one of your units fails,
and you have an extra unit, you can install the extra unit while the other one is repaired. If you do not
normally use the extra unit for SSL VPN, then a VPN Flex license is a perfect solution while the other
unit is being repaired.

Because the temporary license continues to count down for as long as it is activated on a failover unit,
we do not recommend using a temporary license in a permanent failover installation; when the temporary
license expires, failover will no longer work.

Shared Licenses

A shared license lets you purchase a large number of SSL VPN sessions and share the sessions as needed
amongst a group of adaptive security appliances by configuring one of the adaptive security appliances
as a shared licensing server, and the rest as shared licensing participants. This section describes how a
shared license works, and includes the following topics:

e Information About the Shared Licensing Server and Participants, page 3-11
e Communication Issues Between Participant and Server, page 3-12

e Information About the Shared Licensing Backup Server, page 3-13

e Failover and Shared Licenses, page 3-13

e Maximum Number of Participants, page 3-15

Information About the Shared Licensing Server and Participants

The following steps describe how shared licenses operate:

1. Decide which adaptive security appliance should be the shared licensing server, and purchase the
shared licensing server license using that device serial number.

2. Decide which adaptive security appliances should be shared licensing participants, including the
shared licensing backup server, and obtain a shared licensing participant license for each device,
using each device serial number.

3. (Optional) Designate a second adaptive security appliance as a shared licensing backup server. You
can only specify one backup server.

S

Note The shared licensing backup server only needs a participant license.

[ oL-18970-01
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4. Configure a shared secret on the shared licensing server; any participants with the shared secret can
use the shared license.

5. When you configure the adaptive security appliance as a participant, it registers with the shared
licensing server by sending information about itself, including the local license and model
information.

N

Note  The participant needs to be able to communicate with the server over the IP network; it does
not have to be on the same subnet.

6. The shared licensing server responds with information about how often the participant should poll
the server.

7. When a participant uses up the sessions of the local license, it sends a request to the shared licensing
server for additional sessions in 50-session increments.

8. The shared licensing server responds with a shared license. The total sessions used by a participant
cannot exceed the maximum sessions for the platform model.

A

Note The shared licensing server can also participate in the shared license pool. It does not need
a participant license as well as the server license to participate.

a. If there are not enough sessions left in the shared license pool for the participant, then the server
responds with as many sessions as available.

b. The participant continues to send refresh messages requesting more sessions until the server can
adequately fulfill the request.

9. When the load is reduced on a participant, it sends a message to the server to release the shared
sessions.

A

Note  The adaptive security appliance uses SSL between the server and participant to encrypt all
communications.

Communication Issues Between Participant and Server

See the following guidelines for communication issues between the participant and server:

e If a participant fails to send a refresh after 3 times the refresh interval, then the server releases the
sessions back into the shared license pool.

e Ifthe participant cannot reach the license server to send the refresh, then the participant can continue
to use the shared license it received from the server for up to 24 hours.

e If the participant is still not able to communicate with a license server after 24 hours, then the
participant releases the shared license, even if it still needs the sessions. The participant leaves
existing connections established, but cannot accept new connections beyond the license limit.

e If a participant reconnects with the server before 24 hours expires, but after the server expired the
participant sessions, then the participant needs to send a new request for the sessions; the server
responds with as many sessions as can be reassigned to that participant.
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Information About the Shared Licensing Backup Server

Note

The shared licensing backup server must register successfully with the main shared licensing server
before it can take on the backup role. When it registers, the main shared licensing server syncs server
settings as well as the shared license information with the backup, including a list of registered
participants and the current license usage. The main server and backup server sync the data at 10 second
intervals. After the initial sync, the backup server can successfully perform backup duties, even after a
reload.

When the main server goes down, the backup server takes over server operation. The backup server can
operate for up to 30 continuous days, after which the backup server stops issuing sessions to participants,
and existing sessions time out. Be sure to reinstate the main server within that 30-day period.
Critical-level syslog messages are sent at 15 days, and again at 30 days.

When the main server comes back up, it syncs with the backup server, and then takes over server
operation.

When the backup server is not active, it acts as a regular participant of the main shared licensing server.

When you first launch the main shared licensing server, the backup server can only operate
independently for 5 days. The operational limit increases day-by-day, until 30 days is reached. Also, if
the main server later goes down for any length of time, the backup server operational limit decrements
day-by-day. When the main server comes back up, the backup server starts to increment again
day-by-day. For example, if the main server is down for 20 days, with the backup server active during
that time, then the backup server will only have a 10-day limit left over. The backup server “recharges”
up to the maximum 30 days after 20 more days as an inactive backup. This recharging function is
implemented to discourage misuse of the shared license.

Failover and Shared Licenses

This section describes how shared licenses interact with failover, and includes the following topics:
e “Failover and Shared License Servers” section on page 3-13

e “Failover and Shared License Participants” section on page 3-15

Failover and Shared License Servers

Note

This section describes how the main server and backup server interact with failover. Because the shared
licensing server is also performing normal duties as the adaptive security appliance, including
performing functions such as being a VPN gateway and firewall, then you might need to configure
failover for the main and backup shared licensing servers for increased reliability.

The backup server mechanism is separate from, but compatible with, failover.

Shared licenses are supported only in single context mode, so Active/Active failover is not supported.

Both main shared licensing server units in the failover pair need to have the same license. So if you
purchase a 10,000 session shared license for the primary main server unit, you must also purchase a
10,000 session shared license for the standby main server unit. Because the standby unit does not pass
traffic when it is in a standby state, the total number of sessions remains at 10,000 in this example, not
a combined 20,000 sessions.

[ oL-18970-01
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For Active/Standby failover, the primary unit acts as the main shared licensing server, and the standby
unit acts as the main shared licensing server after failover; because both units need to have the same
license, both units can act as the main licensing server. The standby unit does not act as the backup
shared licensing server. Instead, you can have a second pair of units acting as the backup server, if
desired.

For example, you have a network with 2 failover pairs. Pair #1 includes the main licensing server. Pair
#2 includes the backup server. When the primary unit from Pair #1 goes down, the standby unit
immediately becomes the new main licensing server. The backup server from Pair #2 never gets used.
Only if both units in Pair #1 go down does the backup server in Pair #2 come into use as the shared
licensing server. If Pair #1 remains down, and the primary unit in Pair #2 goes down, then the standby
unit in Pair #2 comes into use as the shared licensing server (see Figure 3-2).

Figure 3-2 Failover and Shared License Servers
Key
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(Active)=Active

failover unit ,—.' ;.' .___I__.,—, ;,'
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| | | |
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primary backup fail: | | | |
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The standby backup server shares the same operating limits as the primary backup server; if the standby
unit becomes active, it continues counting down where the primary unit left off. See the “Information
About the Shared Licensing Backup Server” section on page 3-13 for more information.
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Failover and Shared License Participants

For participant pairs, both units register with the shared licensing server using separate participant IDs.
The active unit syncs its participant ID with the standby unit. The standby unit uses this ID to generate
a transfer request when it switches to the active role. This transfer request is used to move the shared
sessions from the previously active unit to the new active unit.

Maximum Number of Participants

Licenses FAQ

The adaptive security appliance does not limit the number of participants for the shared license; however,
a very large shared network could potentially affect the performance on the licensing server. In this case,
you can increase the delay between participant refreshes, or you can create two shared networks.

Can [ activate multiple temporary licenses, for example, VPN Flex and Botnet Traffic Filter?

No. You can only use one temporary license at a time. The last license you activate is the one in use.
In the case of evaluation licenses that group multiple features into one activation key, then multiple
features are supported at the same time. But temporary licenses for sale by Cisco are limited to one
feature per activation key.

Can I “stack” temporary licenses so that when the time limit runs out, it will automatically use the
next license?

No. You can install multiple temporary licenses, but only the last activated license is active. When
the active license expires, you need to manually activate the new one. Be sure to activate it shortly
before the old one expires so you do not lose functionality. (Any remaining time on the old license
remains unused; for example, if you use 10 months of a 12-month license, and activate a new
12-month license, then the remaining 2 months of the first license goes unused unless you later
reactivate it. We recommend that you activate the new license as close as possible to the end of the
old license to maximize the license usage.)

Can I install a new permanent license while maintaining an active temporary license?

No. The temporary license will be deactivated when you apply a permanent license. You have to
activate the permanent license, and then reactivate the temporary license to be able to use the new
permanent license along with the temporary license. This will cause temporary loss of functionality
for the features reliant on the temporary license.

For failover, can I use a shared licensing server as the primary unit, and the shared licensing backup
server as the secondary unit?

No. The secondary unit must also have a shared licensing server license. The backup server, which
has a participant license, can be in a separate failover pair of two backup servers.

Do I need to buy the same licenses for the secondary unit in a failover pair? Even for a shared
licensing server?

Yes. Both units need the same licenses. For a shared licensing server, you need to buy the same
shared licensing server license for both units. Note: In Active/Standby failover, for licenses that
specify the number of sessions, the sessions for both units are not added to each other; only the

[ oL-18970-01
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Guidelines and Limitations

active unit sessions can be used. For example, for a shared SSL VPN license, you need to purchase
a 10,000 user session for both the active and the standby unit; the total number of sessions is 10,000,
not 20,000 combined.

Q. CanIuse a VPN Flex or permanent SSL VPN license in addition to a shared SSL VPN license?

A. Yes. The shared license is used only after the sessions from the locally installed license (VPN Flex
or permanent) are used up. Note: On the shared licensing server, the permanent SSL VPN license is
not used; you can however use a VPN Flex license at the same time as the shared licensing server
license. In this case, the VPN Flex license sessions are available for local SSL VPN sessions only;
they cannot be added to the shared licensing pool for use by participants.

Guidelines and Limitations

See the following guidelines for activation keys.

Context Mode Guidelines

e In multiple context mode, apply the activation key in the system execution space.

e Shared licenses are not supported in multiple context mode.

Firewall Mode Guidelines
All license types are available in both routed and transparent mode.

Failover Guidelines

e Because the temporary license continues to count down for as long as it is activated on a failover
unit, we do not recommend using a temporary license in a failover situation, except in an emergency
where the temporary license is activated only for a short period of time. In this case, one unit can
use the permanent license and the other unit can use the temporary license if the features are
equivalent between the permanent and temporary licenses. This functionality is useful if the
hardware fails on a unit, and you need to replace it for a short period of time until the replacement
unit arrives.

e Shared licenses are not supported in Active/Active mode. See the “Failover and Shared Licenses”
section on page 3-13 for more information.

Upgrade Guidelines

Your activation key remains compatible if you upgrade to Version 8.2 or later, and also if you later
downgrade. After you upgrade, if you activate additional feature licenses that were introduced before
8.2, then the activation key continues to be compatible with earlier versions if you downgrade. However
if you activate feature licenses that were introduced in 8.2 or later, then the activation key is not
backwards compatible. If you have an incompatible license key, then see the following guidelines:

e If you previously entered an activation key in an earlier version, then the adaptive security appliance
uses that key (without any of the new licenses you activated in Version 8.2 or later).

e If you have a new system and do not have an earlier activation key, then you need to request a new
activation key compatible with the earlier version.

Additional Guidelines and Limitations

e The activation key is not stored in your configuration file; it is stored as a hidden file in Flash
memory.
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The activation key is tied to the serial number of the device. Feature licenses cannot be transferred
between devices (except in the case of a hardware failure). If you have to replace your device due
to a hardware failure, contact the Cisco Licensing Team to have your existing license transferred to
the new serial number. The Cisco Licensing Team will ask for the Product Authorization Key
reference number and existing serial number.

Once purchased, you cannot return a license for a refund or for an upgraded license.

You cannot add two separate licenses for the same feature together; for example, if you purchase a
25-session SSL VPN license, and later purchase a 50-session license, you cannot use 75 sessions;
you can use a maximum of 50 sessions.

Although you can activate all license types, some features are incompatible with each other; for
example, multiple context mode and VPN. In the case of the AnyConnect Essentials license, the
license is incompatible with the following licenses: AnyConnect for Mobile license, full SSL VPN
license, shared SSL VPN license, and Advanced Endpoint Assessment license. By default, the
AnyConnect Essentials license is used instead of the above licenses, but you can disable the
AnyConnect Essentials license in the configuration to restore use of the other licenses using the no
anyconnect-essentials command.

Viewing Your Current License

Detailed Steps

This section describes how to view your current license, and for temporary activation keys, how much
time the license has left.

Command Purpose

show activation-key detail Shows the installed licenses, including information about temporary
licenses.

Example:

hostname# show activation-key detail

Examples
The following is sample output from the show activation-key detail command that shows a permanent
activation license with 2 SSL VPN peers (in bold), an active temporary license with 5000 SSL VPN peers
(in bold), the merged running license with the SSL VPN peers taken from the temporary license (in
bold), and also the activation keys for inactive temporary licenses:
hostname# show activation-key detail
Serial Number: JMX0916L0Z4
Permanent Flash Activation Key: 0xf412675d 0x48a446bc 0x8c532580 0xb000b8c4d Oxcc2lfd8e
Licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum VLANS : 200
Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts 2 2
GTP/GPRS : Disabled
Cisco ASA 5500 Series Configuration Guide using the CLI
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VPN Peers ]

SSL VPN Peers s 2

Total VPN Peers : 250

Shared License : Enabled
Shared SSL VPN Peers : 5000

AnyConnect for Mobile : Disabled

AnyConnect for Linksys phone : Disabled

AnyConnect Essentials : Disabled

Advanced Endpoint Assessment : Disabled

UC Phone Proxy Sessions : 24

Total UC Proxy Sessions : 24

Botnet Traffic Filter : Enabled

Temporary Flash Activation Key: 0xcb0367ce 0x700dd51d 0xd57b98e3 0x6ebcf553 0x0b058aac

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 200
Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts : 2
GTP/GPRS : Disabled
SSL VPN Peers : 5000
Total VPN Peers : 250
Shared License : Enabled
Shared SSL VPN Peers : 10000
AnyConnect for Mobile : Disabled
AnyConnect for Linksys phone : Disabled
AnyConnect Essentials : Disabled
Advanced Endpoint Assessment : Disabled
UC Phone Proxy Sessions : 24
Total UC Proxy Sessions : 24
Botnet Traffic Filter : Enabled

This is a time-based license that will expire in 27 day(s).
Running Activation Key: 0xcb0367ce 0x700dd51d 0xd57b98e3 0Ox6ebcf553 0x0b058aac

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 200
Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts : 2
GTP/GPRS : Disabled
SSL VPN Peers : 5000
Total VPN Peers : 250
Shared License : Enabled
Shared SSL VPN Peers : 10000
AnyConnect for Mobile : Disabled
AnyConnect for Linksys phone : Disabled
AnyConnect Essentials : Disabled
Advanced Endpoint Assessment : Disabled
UC Phone Proxy Sessions : 24
Total UC Proxy Sessions : 24
Botnet Traffic Filter : Enabled

This platform has an ASA 5540 VPN Premium license.
This is a Shared SSL VPN License server.

Cisco ASA 5500 Series Configuration Guide using the CLI
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This is a time-based license that will expire in 27 day(s).
The flash activation key is the SAME as the running key.

Non-active temporary keys: Time left

0x2a53d6 0xfc087bfe 0x691b94fb 0x73dc8bf3 Oxcc028ca2 28 day(s)
Oxal3ad6c2 0x7cllec8d 0xad8a2257 0x5eclOab7f 0x86221397 27 day(s)

Obtaining an Activation Key

Note

Step 1

Step 2

Step 3

Step 4

To obtain an activation key, you need a Product Authorization Key, which you can purchase from your
Cisco account representative. You need to purchase a separate Product Activation Key for each feature
license. For example, if you have the Base License, you can purchase separate keys for Advanced
Endpoint Assessment and for additional SSL VPN sessions.

For a failover pair, you need separate activation keys for each unit. Make sure the licenses included in
the keys are the same for both units.

After obtaining the Product Authorization Keys, register them on Cisco.com by performing the
following steps:

Obtain the serial number for your adaptive security appliance by entering the following command.

hostname# show activation-key

Access one of the following URLs.
¢ Use the following website if you are a registered user of Cisco.com:

http://www.cisco.com/go/license

¢ Use the following website if you are not a registered user of Cisco.com:

http://www.cisco.com/go/license/public

Enter the following information, when prompted:

e Product Authorization Key (if you have multiple keys, enter one of the keys first. You have to enter
each key as a separate process.)

e The serial number of your adaptive security appliance
*  Your email address

An activation key is automatically generated and sent to the email address that you provide. This key
includes all features you have registered so far for permanent licenses. For VPN Flex licenses, each
license has a separate activation key.

If you have additional Product Authorization Keys, repeat Step 3 for each Product Authorization Key.
After you enter all of the Product Authorization Keys, the final activation key provided includes all of
the permanent features you registered.

[ oL-18970-01
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Entering a New Activation Key

This section describes how to enter a new activation key.

Prerequisites

e Before entering the activation key, ensure that the image in Flash memory and the running image are
the same by entering the show activation-key command. You can do this by reloading the adaptive
security appliance before entering the new activation key.

e If you are already in multiple context mode, enter the activation key in the system execution space.

¢ Some licenses require you to reload the adaptive security appliance after you activate them.
Table 3-8 lists the licenses that require reloading.

Table 3-8 License Reloading Requirements

Model License Action Requiring Reload

ASA 5505 and ASA 5510 Changing between the Base and Security Plus
license.

All models Changing the Encryption license.

All models Downgrading any license (for example, going

from 10 contexts to 2 contexts).

Note If a temporary license expires, and the
permanent license is a downgrade, then
you do not need to immediately reload the
adaptive security appliance; the next time
you reload, the permanent license is
restored.

Limitations and Restrictions

Your activation key remains compatible if you upgrade to Version 8.2 or later, and also if you later
downgrade. After you upgrade, if you activate additional feature licenses that were introduced before
8.2, then the activation key continues to be compatible with earlier versions if you downgrade. However
if you activate feature licenses that were introduced in 8.2 or later, then the activation key is not
backwards compatible. If you have an incompatible license key, then see the following guidelines:

e Ifyou previously entered an activation key in an earlier version, then the adaptive security appliance
uses that key (without any of the new licenses you activated in Version 8.2 or later).

e If you have a new system and do not have an earlier activation key, then you need to request a new
activation key compatible with the earlier version.

Cisco ASA 5500 Series Configuration Guide using the CLI
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Upgrading the License for a Failover Pair ||

Command

Purpose

Step 1 activation-key key

Example:

hostname# activation-key 0xd11b3d48
OxaB80adcla 0x48e0fdlc 0xb0443480
0x843fc490

Applies an activation key to the adaptive security appliance. The
key is a five-element hexadecimal string with one space between
each element. The leading Ox specifier is optional; all values are
assumed to be hexadecimal.

You can enter one permanent key, and multiple temporary keys.
The last temporary key entered is the active one. See the
“Temporary, VPN Flex, and Evaluation Licenses” section on
page 3-9 for more information. To change the running activation
key, enter the activation-key command with a new key value.

Step2 reload

Example:
hostname# reload

(Might be required.) Reloads the adaptive security appliance.
Some licenses require you to reload the adaptive security
appliance after entering the new activation key. See Table 3-8 on
page 3-20 for a list of licenses that need reloading. If you need to
reload, you will see the following message:

WARNING: The running activation key was not updated with
the requested key. The flash activation key was updated
with the requested key, and will become active after the
next reload.

Upgrading the License for a Failover Pair

If you need to upgrade the license on a failover pair, you might have some amount of downtime
depending on whether the license requires a reload. See Table 3-8 on page 3-20 for more information
about licenses requiring a reload. This section includes the following topics:

e Upgrading the License for a Failover (No Reload Required), page 3-21

e Upgrading the License for a Failover (Reload Required), page 3-22

Upgrading the License for a Failover (No Reload Required)

Use the following procedure if your new license does not require you to reload. See Table 3-8 on
page 3-20 for more information about licenses requiring a reload. This procedure ensures that there is

no downtime.

Prerequisites

Before you upgrade the license, be sure that both units are operating correctly, the Failover LAN
interface is up, and there is not an imminent failover event; for example, monitored interfaces are

operating normally.

On each unit, enter the show failover command to view the failover status and the monitored interface

status.

[ oL-18970-01
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Detailed Steps

Step 1

Step 2

Step 3

Step 4

Command

Purpose

On the active unit:

no failover

Example:
active(config)# no failover

Disables failover on the active unit. The standby unit remains in a
pseudo-standby state. Deactivating failover on the active unit
prevents the standby unit from attempting to become active during
the period when the licenses do not match.

activation-key key

Example:

active (config)# activation-key 0xd11b3d48
Oxa80adcla 0x48e0fdlc 0xb0443480
0x843£c490

Installs the new license on the active unit. Make sure this license
is for the active unit serial number.

On the standby unit:

activation-key key

Example:

standby# activation-key 0xcl25727f
0x903delee 0x8c838928 0x92dc84d4
0x003a2bal

Installs the new license on the standby unit. Make sure this license
is for the standby unit serial number.

On the active unit:

failover

Example:
active(config)# failover

Reenables failover.

Upgrading the License for a Failover (Reload Required)

Use the following procedure if your new license requires you to reload. See Table 3-8 on page 3-20 for
more information about licenses requiring a reload. Reloading the failover pair causes a loss of

connectivity during the reload.

Prerequisites

l _ Cisco ASA 5500 Series Configuration Guide using the CLI

Before you upgrade the license, be sure that both units are operating correctly, the Failover LAN
interface is up, and there is not an imminent failover event; for example, monitored interfaces are

operating normally.

On each unit, enter the show failover command to view the failover status and the monitored interface

status.
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Detailed Steps

Command Purpose

On the active unit:

Step 1 no failover Disables failover on the active unit. The standby unit remains in a
pseudo-standby state. Deactivating failover on the active unit
prevents the standby unit from attempting to become active during
the period when the licenses do not match.

Example:
active(config)# no failover

Step2 activation-key key Installs the new license on the active unit.

Example: If you need to reload, you will see the following message:
active(config)# activation-key 0xd11b3d48
0xa80adcla 0x48e0fdlc 0xb0443480
0x843£c490

WARNING: The running activation key was not updated with
the requested key. The flash activation key was updated
with the requested key, and will become active after the
next reload.

If you do not need to reload, then follow the “Upgrading the
License for a Failover (No Reload Required)” section on
page 3-21 instead of this procedure.

On the standby unit:

Step3  activation-key key Installs the new license on the standby unit.

Example:

standby# activation-key 0xcl25727f
0x903delee 0x8c838928 0x92dc84d4
0x003a2bal

Step4 reload Reloads the standby unit.

Example:
standby# reload

On the active unit:

Step5 reload Reloads the active unit. When you are prompted to save the
configuration before reloading, answer No. This means that when

Example: the active unit comes back up, failover will still be enabled.

active(config)# reload

Configuring a Shared License

This section describes how to configure the shared licensing server and participants. For more
information about shared licenses, see the “Shared Licenses” section on page 3-11.

This section includes the following topics:
e Configuring the Shared Licensing Server, page 3-24
e Configuring the Shared Licensing Backup Server (Optional), page 3-25
e Configuring the Shared Licensing Participant, page 3-25
e Monitoring the Shared License, page 3-26

Cisco ASA 5500 Series Configuration Guide using the CLI
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Configuring the Shared Licensing Server

This section describes how to configure the adaptive security appliance to be a shared licensing server.

Prerequisites

The server must have a shared licensing server key.

Detailed Steps

Command Purpose
Step 1 license-server secret secret Sets the shared secret, a string between 4 and 128 ASCII
characters. Any participant with this secret can use the licensing
Example: server
hostname (config)# license-server secret ’
farscape
Step2  (Optional) Sets the refresh interval between 10 and 300 seconds; this value
license-server refresh-interval seconds is prov1d§d to pgrtlclpants to set how ofteq they should
communicate with the server. The default is 30 seconds.
Example:
hostname (config)# license-server
refresh-interval 100
Step3  (Optional) Sets the port on which the server listens for SSL connections from
license-server port port participants, between 1 and 65535. The default is TCP port
50554.
Example:
hostname (config)# license-server port
40000
Step4  (Optional) Identifies the backup server IP address and serial number. If the
license-server backup address backup-id bagkup server is part of a failover pair, 1df:nt1fy the standby unit
serial number [ha-backup-id serial number as well. You can only identify 1 backup server and
ha_serial_number] its optional standby unit.
Example:
hostname (config)# license-server backup
10.1.1.2 backup-id JMX0916L074
ha-backup-id JMX1378NO0W3
Step5 license-server enable interface_name Enables this unit to be the shared licensing server. Specify the
interface on which participants contact the server. You can repeat
Example : this command for as many interfaces as desired
hostname (config)# license-server enable y ’
inside
Examples

The following example sets the shared secret, changes the refresh interval and port, configures a backup
server, and enables this unit as the shared licensing server on the inside interface and dmz interface.

hostname (config) # license-server secret farscape

hostname (config)# license-server refresh-interval 100

hostname (config)# license-server port 40000

hostname (config)# license-server backup 10.1.1.2 backup-id JMX0916L0Z4 ha-backup-id
JMX1378NOW3

hostname (config) # license-server enable inside

oL-18970-01 |
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hostname (config)# license-server enable dmz

What to Do Next

See the “Configuring the Shared Licensing Backup Server (Optional)” section on page 3-25, or the
“Configuring the Shared Licensing Participant” section on page 3-25.

Configuring the Shared Licensing Backup Server (Optional)

This section enables a shared license participant to act as the backup server if the main server goes down.

Prerequisites

The backup server must have a shared licensing participant key.

Detailed Steps

Command Purpose
Step1 license-server address address secret Identifies the shared licensing server IP address and shared secret.
secret [port port] If you changed the default port in the server configuration, set the

Example: port for the backup server to match.

hostname (config)# license-server address
10.1.1.1 secret farscape

Step2 license-server backup enable Enables this unit to be the shared licensing backup server. Specify
interface_name the interface on which participants contact the server. You can

repeat this command for as many interfaces as desired.
Example:

hostname (config)# license-server backup
enable inside

Examples
The following example identifies the license server and shared secret, and enables this unit as the backup
shared license server on the inside interface and dmz interface.
hostname (config)# license-server address 10.1.1.1 secret farscape
hostname (config)# license-server backup enable inside
hostname (config)# license-server backup enable dmz
What to Do Next

See the “Configuring the Shared Licensing Participant” section on page 3-25.

Configuring the Shared Licensing Participant

This section configures a shared licensing participant to communicate with the shared licensing server .

Cisco ASA 5500 Series Configuration Guide using the CLI
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Prerequisites

The participant must have a shared licensing participant key.

Detailed Steps

Command Purpose

Step1 license-server address address secret Identifies the shared licensing server IP address and shared secret.
secret [port port] If you changed the default port in the server configuration, set the

Example: port for the participant to match.

hostname (config)# license-server address
10.1.1.1 secret farscape

Step2  (Optional) If you configured a backup server, enter the backup server

license-server backup address address address.

Example:
hostname (config)# license-server backup
address 10.1.1.2

Examples

The following example sets the license server IP address and shared secret, as well as the backup license
server IP address:

hostname (config)# license-server address 10.1.1.1 secret farscape
hostname (config)# license-server backup address 10.1.1.2

Monitoring the Shared License

To monitor the shared license, enter one of the following commands.

Command Purpose
show shared license [detail | client Shows shared license statistics. Optional keywords ar available only for
[hostname] | backup]

the licensing server: the detail keyword shows statistics per participant.
To limit the display to one participant, use the client keyword. The
backup keyword shows information about the backup server.

To clear the shared license statistics, enter the clear shared license

command.

show activation-key Shows the licenses installed on the adaptive security appliance. The show
version command also shows license information.

show vpn-sessiondb Shows license information about VPN sessions.

Examples

The following is sample output from the show shared license command on the license participant:

hostname> show shared license
Primary License Server : 10.3.32.20
Version 1

Cisco ASA 5500 Series Configuration Guide using the CLI
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Status

Inactive

Shared license utilization:

SSLVPN:

Total for network

Available
Utilized

This device:
Platform limit
Current usage
High usage

Messages Tx/Rx/Error:

Registration
Get

Release
Transfer

O O O O

~ N N~

o O O O

5000
5000

250

~ N N~
o O O O

Configuring a Shared License

The following is sample output from the show shared license detail command on the license server:

hostname> show shared license detail

Backup License Server Info:

Device ID
Address

Registered
HA peer ID
Registered

Messages Tx/Rx/Error:

Hello
Sync
Update

ABCD
10.1.1.2
NO

EFGH

NO
0/07/0
0/07/0
0/07/0

Shared license utilization:

SSLVPN:

Total for network

Available
Utilized

This device:
Platform limit
Current usage
High usage

Messages Tx/Rx/Error:

Registration
Get

Release
Transfer

Client Info:

Hostname
Device ID
SSLVPN:
Current usage
High

Messages Tx/Rx/Error:

Registration
Get

Release
Transfer

500
500
0
250
0
: 0
0/07/0
0/07/0
0/07/0
0/07/0
5540-A
XXXXXXXXXXX
0
0
1/ 17/0
0/07/0
0/07/0
0/07/0
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Feature History for Licensing

Table 3-9 lists the release history for this feature.

Table 3-9 Feature History for Licensing

Feature Name Releases Feature Information

Increased Connections and VLANSs 7.005) Increased the following limits:

e ASAS5510 Base license connections from 32000 to
5000; VLANS from O to 10.

e ASAS5510 Security Plus license connections from
64000 to 130000; VLANSs from 10 to 25.

e ASA5520 connections from 130000 to 280000; VLANSs
from 25 to 100.

e ASA5540 connections from 280000 to 400000; VLANSs
from 100 to 200.

SSL VPN Licenses 7.1(1) SSL VPN licenses were introduced.

Increased SSL VPN Licenses 7.2(1) A 5000-user SSL VPN license was introduced for the ASA
5550 and above.

Increased VLANSs 7.2(2) The maximum number of VLANS for the Security Plus
license on the ASA 5505 adaptive security appliance was
increased from 5 (3 fully functional; 1 failover; one
restricted to a backup interface) to 20 fully functional
interfaces. In addition, the number of trunk ports was
increased from 1 to 8. Now there are 20 fully functional
interfaces, you do not need to use the backup interface
command to cripple a backup ISP interface; you can use a
fully-functional interface for it. The backup interface
command is still useful for an Easy VPN configuration.

VLAN limits were also increased for the ASA 5510
adaptive security appliance (from 10 to 50 for the Base
license, and from 25 to 100 for the Security Plus license),
the ASA 5520 adaptive security appliance (from 100 to
150), the ASA 5550 adaptive security appliance (from 200
to 250).

Gigabit Ethernet Support for the ASA 5510 7.2(3) The ASA 5510 adaptive security appliance now supports
Security Plus License GE (Gigabit Ethernet) for port O and 1 with the Security
Plus license. If you upgrade the license from Base to
Security Plus, the capacity of the external Ethernet0/0 and
Ethernet0/1 ports increases from the original FE (Fast
Ethernet) (100 Mbps) to GE (1000 Mbps). The interface
names will remain Ethernet 0/0 and Ethernet 0/1. Use the
speed command to change the speed on the interface and
use the show interface command to see what speed is
currently configured for each interface.
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Table 3-9 Feature History for Licensing (continued)
Feature Name Releases Feature Information
Advanced Endpoint Assessment License 8.0(2) The Advanced Endpoint Assessment license was

introduced. As a condition for the completion of a Cisco
AnyConnect or clientless SSL VPN connections, the remote
computer scans for a greatly expanded collection of
antivirus and antispyware applications, firewalls, operating
systems, and associated updates. It also scans for any
registry entries, filenames, and process names that you
specify. It sends the scan results to the adaptive security
appliance. The adaptive security appliance uses both the
user login credentials and the computer scan results to
assign a Dynamic Access Policy (DAP).

With an Advanced Endpoint Assessment License, you can
enhance Host Scan by configuring an attempt to update
noncompliant computers to meet version requirements.

Cisco can provide timely updates to the list of applications
and versions that Host Scan supports in a package that is
separate from Cisco Secure Desktop.

VPN Load Balancing for the ASA 5510 8.0(2) VPN load balancing is now supported on the ASA 5510
Security Plus license.

AnyConnect for Mobile License 8.0(3) The AnyConnect for Mobile license lets Windows mobile
devices connect to the adaptive security appliance using the
AnyConnect client.

VPN Flex and Evaluation Licenses 8.0(4)/8.1(2) |Support for temporary licenses was introduced. VPN Flex
licenses provide temporary support for extra SSL VPN
sessions.

Gigabit Ethernet Support for the ASA 5510 7.2(4)/8.0(4) |The ASA 5510 adaptive security appliance now supports

Base License GE (Gigabit Ethernet) for port O and 1 in the Base license

(support was previously added for the Security Plus
license). The capacity of the external Ethernet0/0 and
Ethernet0/1 ports increases from the original FE (Fast
Ethernet) (100 Mbps) to GE (1000 Mbps). The interface
names will remain Ethernet 0/0 and Ethernet 0/1. Use the
speed command to change the speed on the interface and
use the show interface command to see what speed is
currently configured for each interface.

Increased VLANS for the ASA 5580 8.1(2) The number of VLANSs supported on the ASA 5580 are
increased from 100 to 250.

Unified Communications Proxy Sessions 8.0(4)/8.2(1) |The UC Proxy sessions license was introduced. This feature
license is not available in Version 8.1.
Botnet Traffic Filter License 8.2(1) The Botnet Traffic Filter license was introduced. The

Botnet Traffic Filter protects against malware network
activity by tracking connections to known bad domains and
IP addresses.
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Table 3-9 Feature History for Licensing (continued)
Feature Name Releases Feature Information
AnyConnect Essentials License 8.2(1) The AnyConnect Essentials license lets you use basic

AnyConnect client features, while supporting the platform
limit for SSL VPN sessions. For example, you can use 2500
sessions on the ASA 5540, but many advanced features are
not supported, including: IPv6, CSD, automatic session
resuming, dynamic updates, clientless SSL VPN, and
WebLaunch.

The AnyConnect Essentials license is not compatible with
the following licenses: AnyConnect for Mobile license, full
SSL VPN license, shared SSL VPN license, and Advanced
Endpoint Connection license. By default, the AnyConnect
Essentials license is used instead of the above licenses, but
you can disable the AnyConnect Essentials license in the
configuration to restore use of the other licenses using the
no anyconnect-essentials command.

Shared Licenses for SSL VPN 8.2(1) Shared licenses for SSL VPN were introduced. Multiple
adaptive security appliances can share a pool of SSL VPN
sessions on an as-needed basis.
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CHAPTER I

Configuring the Transparent or Routed Firewall

This chapter describes how to configure the firewall mode, routed or transparent, and how to customize
transparent firewall operation.

Note  In multiple context mode, you cannot set the firewall mode separately for each context; you can only set
the firewall mode for the entire adaptive security appliance.

This chapter includes the following sections:
¢ Configuring the Firewall Mode, page 4-1
e Configuring ARP Inspection for the Transparent Firewall, page 4-8
e Customizing the MAC Address Table for the Transparent Firewall, page 4-11
¢ Firewall Mode Examples, page 4-15

Configuring the Firewall Mode

This section describes routed and transparent firewall mode, and how to set the mode. This section
includes the following topics:

¢ Information About the Firewall Mode, page 4-1

e Licensing Requirements for the Firewall Mode, page 4-4
e Default Settings, page 4-4

¢ Guidelines and Limitations, page 4-5

e Setting the Firewall Mode, page 4-7

e Feature History for Firewall Mode, page 4-7

Information About the Firewall Mode

This section describes routed and transparent firewall mode, and includes the following topics:
e Information About Routed Firewall Mode, page 4-2

¢ Information About Transparent Firewall Mode, page 4-2
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Configuring the Firewall Mode

Information About Routed Firewall Mode

In routed mode, the adaptive security appliance is considered to be a router hop in the network. It can
use OSPF or RIP (in single context mode). Routed mode supports many interfaces. Each interface is on
a different subnet. You can share interfaces between contexts.

The adaptive security appliance acts as a router between connected networks, and each interface requires
an IP address on a different subnet. In single context mode, the routed firewall supports OSPF and RIP.
Multiple context mode supports static routes only. We recommend using the advanced routing
capabilities of the upstream and downstream routers instead of relying on the adaptive security appliance
for extensive routing needs.

Information About Transparent Firewall Mode

Traditionally, a firewall is a routed hop and acts as a default gateway for hosts that connect to one of its
screened subnets. A transparent firewall, on the other hand, is a Layer 2 firewall that acts like a “bump
in the wire,” or a “stealth firewall,” and is not seen as a router hop to connected devices.

This section describes transparent firewall mode, and includes the following topics:
e Transparent Firewall Network, page 4-2
e Allowing Layer 3 Traffic, page 4-2
e Allowed MAC Addresses, page 4-2
e Passing Traffic Not Allowed in Routed Mode, page 4-3
e MAC Address vs. Route Lookups, page 4-3

e Using the Transparent Firewall in Your Network, page 4-4

Transparent Firewall Network

The adaptive security appliance connects the same network on its inside and outside interfaces. Because

the firewall is not a routed hop, you can easily introduce a transparent firewall into an existing network.

Allowing Layer 3 Traffic

IPv4 and IPv6 traffic is allowed through the transparent firewall automatically from a higher security
interface to a lower security interface, without an access list. ARPs are allowed through the transparent
firewall in both directions without an access list. ARP traffic can be controlled by ARP inspection. For
Layer 3 traffic travelling from a low to a high security interface, an extended access list is required on
the low security interface. See Chapter 11, “Adding an Extended Access List,” or Chapter 15, “Adding
an IPv6 Access List,” for more information.

Allowed MAC Addresses

The following destination MAC addresses are allowed through the transparent firewall. Any MAC
address not on this list is dropped.

¢ TRUE broadcast destination MAC address equal to FFFF.FFFF.FFFF

¢ [Pv4 multicast MAC addresses from 0100.5E00.0000 to 0100.5EFE.FFFF

e [Pv6 multicast MAC addresses from 3333.0000.0000 to 3333 . FFFF.FFFF

e BPDU multicast address equal to 0100.0CCC.CCCD

e Appletalk multicast MAC addresses from 0900.0700.0000 to 0900.07FF.FFFF
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Passing Traffic Not Allowed in Routed Mode

Note

In routed mode, some types of traffic cannot pass through the adaptive security appliance even if you
allow it in an access list. The transparent firewall, however, can allow almost any traffic through using
either an extended access list (for IP traffic) or an EtherType access list (for non-IP traffic).

The transparent mode adaptive security appliance does not pass CDP packets packets, or any packets that
do not have a valid EtherType greater than or equal to 0x600. For example, you cannot pass IS-IS
packets. An exception is made for BPDUs, which are supported.

For example, you can establish routing protocol adjacencies through a transparent firewall; you can
allow OSPF, RIP, EIGRP, or BGP traffic through based on an extended access list. Likewise, protocols
like HSRP or VRRP can pass through the adaptive security appliance.

Non-IP traffic (for example AppleTalk, IPX, BPDUs, and MPLS) can be configured to go through using
an EtherType access list.

For features that are not directly supported on the transparent firewall, you can allow traffic to pass
through so that upstream and downstream routers can support the functionality. For example, by using
an extended access list, you can allow DHCP traffic (instead of the unsupported DHCP relay feature) or
multicast traffic such as that created by IP/TV.

MAC Address vs. Route Lookups

When the adaptive security appliance runs in transparent mode without NAT, the outgoing interface of
a packet is determined by performing a MAC address lookup instead of a route lookup. Route statements
can still be configured, but they only apply to adaptive security appliance-originated traffic. For
example, if your syslog server is located on a remote network, you must use a static route so the adaptive
security appliance can reach that subnet.

An exception to this rule is when you use voice inspections and the endpoint is at least one hop away
from the adaptive security appliance. For example, if you use the transparent firewall between a CCM
and an H.323 gateway, and there is a router between the transparent firewall and the H.323 gateway, then
you need to add a static route on the adaptive security appliance for the H.323 gateway for successful
call completion.

If you use NAT, then the adaptive security appliance uses a route lookup instead of a MAC address
lookup. In some cases, you will need static routes. For example, if the real destination address is not
directly-connected to the adaptive security appliance, then you need to add a static route on the adaptive
security appliance for the real destination address that points to the downstream router.

[ oL-18970-01
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Using the Transparent Firewall in Your Network

Figure 4-1 shows a typical transparent firewall network where the outside devices are on the same subnet
as the inside devices. The inside router and hosts appear to be directly connected to the outside router.

Figure 4-1 Transparent Firewall Network
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Licensing Requirements for the Firewall Mode

The following table shows the licensing requirements for this feature.

Model License Requirement

All models Base License.

Default Settings

The default mode is routed mode.
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Guidelines and Limitations

This section includes the guidelines and limitations for this feature.

Context Mode Guidelines

The firewall mode is set for the entire system and all contexts; you cannot set the mode individually
for each context.

For multiple context mode, set the mode in the system execution space.

When you change modes, the adaptive security appliance clears the running configuration because
many commands are not supported for both modes. This action removes any contexts from running.
If you then re-add a context that has an existing configuration that was created for the wrong mode,
the context configuration might not work correctly. Be sure to recreate your context configurations
for the correct mode before you re-add them, or add new contexts with new paths for the new
configurations.

Transparent Firewall Guidelines

Follow these guidelines when planning your transparent firewall network:

For IPv4, a management IP address is required for both management traffic and for traffic to pass
through the adaptive security appliance. For multiple context mode, an IP address is required for
each context.

Unlike routed mode, which requires an IP address for each interface, a transparent firewall has an
IP address assigned to the entire device. The adaptive security appliance uses this IP address as the
source address for packets originating on the adaptive security appliance, such as system messages
or AAA communications.

The management IP address must be on the same subnet as the connected network. You cannot set
the subnet to a host subnet (255.255.255.255).

For IPv6, at a minimum you need to configure link-local addresses for each interface for through
traffic. For full functionality, including the ability to manage the adaptive security appliance, you
need to configure a global IP address for the device.

You can configure an IP address (both IPv4 and IPv6) for the Management 0/0 or Management 0/1
management-only interface. This IP address can be on a separate subnet from the main management
IP address.

The transparent adaptive security appliance uses an inside interface and an outside interface only. If
your platform includes a dedicated management interface, you can also configure the management
interface or subinterface for management traffic only.

In single mode, you can only use two data interfaces (and the dedicated management interface, if
available) even if your security appliance includes more than two interfaces.

Each directly connected network must be on the same subnet.

Do not specify the adaptive security appliance management IP address as the default gateway for
connected devices; devices need to specify the router on the other side of the adaptive security
appliance as the default gateway.

For multiple context mode, each context must use different interfaces; you cannot share an interface
across contexts.

For multiple context mode, each context typically uses a different subnet. You can use overlapping
subnets, but your network topology requires router and NAT configuration to make it possible from
a routing standpoint.

[ oL-18970-01
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IPv6 Guidelines
Supports IPv6.

Additional Guidelines and Limitations

e When you change modes, the adaptive security appliance clears the running configuration because
many commands are not supported for both modes. The startup configuration remains unchanged.
If you reload without saving, then the startup configuration is loaded, and the mode reverts back to
the original setting. See the “Setting the Firewall Mode” section on page 4-7 for information about
backing up your configuration file.

e If you download a text configuration to the adaptive security appliance that changes the mode with
the firewall transparent command, be sure to put the command at the top of the configuration; the
adaptive security appliance changes the mode as soon as it reads the command and then continues
reading the configuration you downloaded. If the command appears later in the configuration, the
adaptive security appliance clears all the preceding lines in the configuration. See the “Downloading
Software or Configuration Files to Flash Memory” section on page 77-2 for information about
downloading text files.

Unsupported Features in Transparent Mode

Table 4-1 lists the features are not supported in transparent mode.

Table 4-1 Unsupported Features in Transparent Mode

Feature Description
Dynamic DNS —

DHCP relay The transparent firewall can act as a DHCP server, but it does not
support the DHCP relay commands. DHCP relay is not required
because you can allow DHCP traffic to pass through using two
extended access lists: one that allows DCHP requests from the inside
interface to the outside, and one that allows the replies from the server
in the other direction.

Dynamic routing protocols You can, however, add static routes for traffic originating on the
adaptive security appliance. You can also allow dynamic routing
protocols through the adaptive security appliance using an extended
access list.

Multicast IP routing You can allow multicast traffic through the adaptive security appliance
by allowing it in an extended access list.

QoS —

VPN termination for through |The transparent firewall supports site-to-site VPN tunnels for

traffic management connections only. It does not terminate VPN connections

for traffic through the adaptive security appliance. You can pass VPN
traffic through the security appliance using an extended access list, but
it does not terminate non-management connections. SSL VPN is also
not supported.
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Configuring the Firewall Mode

This section describes how to change the firewall mode.

N

Note  We recommend that you set the firewall mode before you perform any other configuration because
changing the firewall mode clears the running configuration.

Prerequisites

When you change modes, the adaptive security appliance clears the running configuration (see the
“Guidelines and Limitations” section on page 4-5 for more information).

e If you already have a populated configuration, be sure to back up your configuration before
changing the mode; you can use this backup for reference when creating your new configuration.
See the “Backing Up Configuration Files” section on page 77-7.

e Use the CLI at the console port to change the mode. If you use any other type of session, including
the ASDM Command Line Interface tool or SSH, you will be disconnected when the configuration
is cleared, and you will have to reconnect to the adaptive security appliance using the console port

in any case.

Detailed Steps

Command

Purpose

firewall transparent

Example:
hostname (config)# firewall transparent

Sets the firewall mode to transparent. Enter this command in the system
execution space for multiple context mode. To change the mode to routed,
enter the no firewall transparent command.

This command also appears in each context configuration for informational
purposes only; you cannot enter this command in a context.

Note  You are not prompted to confirm the firewall mode change; the
change occurs immediately.

Feature History for Firewall Mode

Table 4-2 lists the release history for this feature.

Table 4-2 Feature History for Firewall Mode
Feature Name Releases Feature Information
Transparent firewall mode 7.0(1) A transparent firewall is a Layer 2 firewall that acts like a

“bump in the wire,” or a “stealth firewall,” and is not seen
as a router hop to connected devices.

The following commands were introduced: firewall
transparent, show firewall.

[ oL-18970-01
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Configuring ARP Inspection for the Transparent Firewall

This section describes ARP inspection and how to enable it, and includes the following topics:
e Information About ARP Inspection, page 4-8
e Licensing Requirements for ARP Inspection, page 4-9
e Default Settings, page 4-9
¢ Guidelines and Limitations, page 4-9
e Configuring ARP Inspection, page 4-9
¢ Monitoring ARP Inspection, page 4-11
e Feature History for ARP Inspection, page 4-11

Information About ARP Inspection

By default, all ARP packets are allowed through the adaptive security appliance. You can control the
flow of ARP packets by enabling ARP inspection.

When you enable ARP inspection, the adaptive security appliance compares the MAC address, IP
address, and source interface in all ARP packets to static entries in the ARP table, and takes the
following actions:

e If the IP address, MAC address, and source interface match an ARP entry, the packet is passed
through.

e [If there is a mismatch between the MAC address, the IP address, or the interface, then the adaptive
security appliance drops the packet.

e If the ARP packet does not match any entries in the static ARP table, then you can set the adaptive
security appliance to either forward the packet out all interfaces (flood), or to drop the packet.

N

Note The dedicated management interface, if present, never floods packets even if this parameter
is set to flood.

ARP inspection prevents malicious users from impersonating other hosts or routers (known as ARP
spoofing). ARP spoofing can enable a “man-in-the-middle” attack. For example, a host sends an

ARP request to the gateway router; the gateway router responds with the gateway router MAC address.
The attacker, however, sends another ARP response to the host with the attacker MAC address instead
of the router MAC address. The attacker can now intercept all the host traffic before forwarding it on to
the router.

ARP inspection ensures that an attacker cannot send an ARP response with the attacker MAC address,
so long as the correct MAC address and the associated IP address are in the static ARP table.
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Licensing Requirements for ARP Inspection

The following table shows the licensing requirements for this feature.

Model License Requirement

All models Base License.

Default Settings

By default, all ARP packets are allowed through the adaptive security appliance.

If you enable ARP inspection, the default setting is to flood non-matching packets.

Guidelines and Limitations

Context Mode Guidelines
e Supported in single and multiple context mode.

¢ In multiple context mode, configure ARP inspection within each context.

Firewall Mode Guidelines

Supported only in transparent firewall mode. Routed mode is not supported.

Configuring ARP Inspection

This section describes how to configure ARP inspection, and includes the following topics:
e Task Flow for Configuring ARP Inspection, page 4-9
e Adding a Static ARP Entry, page 4-10
e Enabling ARP Inspection, page 4-10

Task Flow for Configuring ARP Inspection

Follow these steps to configure ARP Inspection:

Step 1 Add static ARP entries according to the “Adding a Static ARP Entry” section on page 4-10. ARP
inspection compares ARP packets with static ARP entries in the ARP table, so static ARP entries are
required for this feature.

Step2  Enable ARP inspection according to the “Enabling ARP Inspection” section on page 4-10.
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Adding a Static ARP Entry

ARP inspection compares ARP packets with static ARP entries in the ARP table. Although hosts identify
a packet destination by an IP address, the actual delivery of the packet on Ethernet relies on the Ethernet
MAC address. When a router or host wants to deliver a packet on a directly connected network, it sends
an ARP request asking for the MAC address associated with the IP address, and then delivers the packet
to the MAC address according to the ARP response. The host or router keeps an ARP table so it does not
have to send ARP requests for every packet it needs to deliver. The ARP table is dynamically updated
whenever ARP responses are sent on the network, and if an entry is not used for a period of time, it times
out. If an entry is incorrect (for example, the MAC address changes for a given IP address), the entry
times out before it can be updated.

S

Note  The transparent firewall uses dynamic ARP entries in the ARP table for traffic to and from the adaptive
security appliance, such as management traffic.

Detailed Steps

Command Purpose

arp interface_name ip_ address mac_address |Adds a static ARP entry.

Example:
hostname (config)# arp outside 10.1.1.1
0009.7cbe.2100

Examples
For example, to allow ARP responses from the router at 10.1.1.1 with the MAC address 0009.7cbe.2100
on the outside interface, enter the following command:
hostname (config)# arp outside 10.1.1.1 0009.7cbe.2100

What to Do Next

Enable ARP inspection according to the “Enabling ARP Inspection” section on page 4-10.

Enabling ARP Inspection

This section describes how to enable ARP inspection.
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Detailed Steps

Command Purpose

arp-inspection interface_name enable Enables ARP jnspectjon.

[flood | no-flood]

The flood keyword forwards non-matching ARP packets out all interfaces,

Example: and no-flood drops non-matching packets.

hostname (config)# arp-inspection outside . . . .

enable no-flood Note The default setting is to flood non-matching packets. To restrict
ARP through the adaptive security appliance to only static entries,

then set this command to no-flood.

Examples

For example, to enable ARP inspection on the outside interface, and to drop all non-matching ARP
packets, enter the following command:

hostname (config)# arp-inspection outside enable no-flood

Monitoring ARP Inspection

To monitor ARP inspection, perform the following task:

Command Purpose

show arp-inspection Shows the current settings for ARP inspection on all interfaces.

Feature History for ARP Inspection

Table 4-2 lists the release history for this feature.

Table 4-3 Feature History for ARP Inspection

Feature Name Releases Feature Information

ARP inspection 7.0(1) ARP inspection compares the MAC address, IP address, and
source interface in all ARP packets to static entries in the
ARP table.

The following commands were introduced: arp,
arp-inspection, and show arp-inspection.

Customizing the MAC Address Table for the Transparent
Firewall

This section describes the MAC address table, and includes the following topics:

e Information About the MAC Address Table, page 4-12
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e Licensing Requirements for ARP Inspection, page 4-12
e Default Settings, page 4-12

e Guidelines and Limitations, page 4-13

e Configuring the MAC Address Table, page 4-13

e Monitoring the MAC Address Table, page 4-14

e Feature History for the MAC Address Table, page 4-15

Information About the MAC Address Table

The adaptive security appliance learns and builds a MAC address table in a similar way as a normal
bridge or switch: when a device sends a packet through the adaptive security appliance, the adaptive
security appliance adds the MAC address to its table. The table associates the MAC address with the
source interface so that the adaptive security appliance knows to send any packets addressed to the
device out the correct interface.

The ASA 5505 adaptive security appliance includes a built-in switch; the switch MAC address table
maintains the MAC address-to-switch port mapping for traffic within each VLAN. This section
discusses the bridge MAC address table, which maintains the MAC address-to-VLAN interface mapping
for traffic that passes between VLAN:S.

Because the adaptive security appliance is a firewall, if the destination MAC address of a packet is not
in the table, the adaptive security appliance does not flood the original packet on all interfaces as a
normal bridge does. Instead, it generates the following packets for directly connected devices or for
remote devices:

¢ Packets for directly connected devices—The adaptive security appliance generates an ARP request
for the destination IP address, so that the adaptive security appliance can learn which interface
receives the ARP response.

e Packets for remote devices—The adaptive security appliance generates a ping to the destination IP
address so that the adaptive security appliance can learn which interface receives the ping reply.

The original packet is dropped.

Licensing Requirements for ARP Inspection

The following table shows the licensing requirements for this feature.

Model License Requirement

All models Base License.

Default Settings

The default timeout value for dynamic MAC address table entries is 5 minutes.

By default, each interface automatically learns the MAC addresses of entering traffic, and the adaptive
security appliance adds corresponding entries to the MAC address table.
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Guidelines and Limitations

Context Mode Guidelines
e Supported in single and multiple context mode.

¢ In multiple context mode, configure the MAC address table within each context.

Firewall Mode Guidelines
Supported only in transparent firewall mode. Routed mode is not supported.

Configuring the MAC Address Table

This section describes how you can customize the MAC address table, and includes the following

sections:
¢ Adding a Static MAC Address, page 4-13
e Setting the MAC Address Timeout, page 4-13
e Disabling MAC Address Learning, page 4-14

Adding a Static MAC Address

Normally, MAC addresses are added to the MAC address table dynamically as traffic from a particular
MAC address enters an interface. You can add static MAC addresses to the MAC address table if
desired. One benefit to adding static entries is to guard against MAC spoofing. If a client with the same
MAC address as a static entry attempts to send traffic to an interface that does not match the static entry,
then the adaptive security appliance drops the traffic and generates a system message. When you add a
static ARP entry (see the “Adding a Static ARP Entry” section on page 4-10), a static MAC address entry
is automatically added to the MAC address table.

To add a static MAC address to the MAC address table, enter the following command:

Command Purpose

mac-address-table static interface_name Adds a static MAC address entry.
mac_address

The interface_name is the source interface.

Example:
hostname (config) # mac-address-table static
inside 0009.7cbe.2100

Setting the MAC Address Timeout

The default timeout value for dynamic MAC address table entries is 5 minutes, but you can change the
timeout. To change the timeout, enter the following command:
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Command

Purpose

mac-address-table aging-time timeout_value |Sets the MAC address entry timeout.

Example:

The timeout_value (in minutes) is between 5 and 720 (12 hours). 5 minutes

hostname (config) # mac-address-table is the default.

aging-time 10

Disabling MAC Address Learning

By default, each interface automatically learns the MAC addresses of entering traffic, and the adaptive
security appliance adds corresponding entries to the MAC address table. You can disable MAC address
learning if desired, however, unless you statically add MAC addresses to the table, no traffic can pass
through the adaptive security appliance.

To disable MAC address learning, enter the following command:

Command Purpose
mac-learn interface_name disable Disables MAC address learning.
Example: The no form of this command reenables MAC address learning. The clear

hostname (config) # mac-learn inside disable |configure mac-learn command reenables MAC address learning on all

interfaces.

Monitoring the MAC Address Table

You can view the entire MAC address table (including static and dynamic entries for both interfaces),
or you can view the MAC address table for an interface. To view the MAC address table, enter the
following command:

Command Purpose
show mac-address-table [interface_name] Shows the MAC address table.
Examples

The following is sample output from the show mac-address-table command that shows the entire table:

hostname# show mac-address-table

interface mac address type Time Left
outside 0009.7cbe.2100 static -
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10

The following is sample output from the show mac-address-table command that shows the table for the
inside interface:

hostname# show mac-address-table inside

interface mac address type Time Left
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10
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Feature History for the MAC Address Table

Table 4-2 lists the release history for this feature.

Table 4-4 Feature History for the MAC Address Table
Feature Name Releases Feature Information
MAC address table 7.0(1) Transparent firewall mode uses a MAC address table.

The following commands were introduced:
mac-address-table static, mac-address-table aging-time,
mac-learn disable, and show mac-address-table.

Firewall Mode Examples

This section includes examples of how traffic moves through the adaptive security appliance, and
includes the following topics:

e How Data Moves Through the Security Appliance in Routed Firewall Mode, page 4-15
¢ How Data Moves Through the Transparent Firewall, page 4-21

How Data Moves Through the Security Appliance in Routed Firewall Mode

This section describes how data moves through the adaptive security appliance in routed firewall mode,
and includes the following topics:

e An Inside User Visits a Web Server, page 4-16

e An Outside User Visits a Web Server on the DMZ, page 4-17

e An Inside User Visits a Web Server on the DMZ, page 4-18

e An Outside User Attempts to Access an Inside Host, page 4-19
e A DMZ User Attempts to Access an Inside Host, page 4-20
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An Inside User Visits a Web Server

Figure 4-2 shows an inside user accessing an outside web server.

Figure 4-2 Inside to Outside
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-2):
1. The user on the inside network requests a web page from www.example.com.

2. The adaptive security appliance receives the packet and because it is a new session, the adaptive
security appliance verifies that the packet is allowed according to the terms of the security policy
(access lists, filters, AAA).

For multiple context mode, the adaptive security appliance first classifies the packet according to
either a unique interface or a unique destination address associated with a context; the destination
address is associated by matching an address translation in a context. In this case, the interface
would be unique; the www.example.com IP address does not have a current address translation in a
context.

3. The adaptive security appliance translates the local source address (10.1.2.27) to the global address
209.165.201.10, which is on the outside interface subnet.

The global address could be on any subnet, but routing is simplified when it is on the outside
interface subnet.

4. The adaptive security appliance then records that a session is established and forwards the packet
from the outside interface.
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5. When www.example.com responds to the request, the packet goes through the adaptive security
appliance, and because the session is already established, the packet bypasses the many lookups
associated with a new connection. The adaptive security appliance performs NAT by translating the
global destination address to the local user address, 10.1.2.27.

6. The adaptive security appliance forwards the packet to the inside user.

An Outside User Visits a Web Server on the DMZ

Figure 4-3 shows an outside user accessing the DMZ web server.

Figure 4-3 Outside to DMZ
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-3):

1. A user on the outside network requests a web page from the DMZ web server using the global
destination address of 209.165.201.3, which is on the outside interface subnet.

2. The adaptive security appliance receives the packet and because it is a new session, the adaptive
security appliance verifies that the packet is allowed according to the terms of the security policy
(access lists, filters, AAA).

For multiple context mode, the adaptive security appliance first classifies the packet according to
either a unique interface or a unique destination address associated with a context; the destination
address is associated by matching an address translation in a context. In this case, the classifier
“knows” that the DMZ web server address belongs to a certain context because of the server address
translation.

3. The adaptive security appliance translates the destination address to the local address 10.1.1.3.
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4. The adaptive security appliance then adds a session entry to the fast path and forwards the packet
from the DMZ interface.

5. When the DMZ web server responds to the request, the packet goes through the adaptive security
appliance and because the session is already established, the packet bypasses the many lookups
associated with a new connection. The adaptive security appliance performs NAT by translating the
local source address to 209.165.201.3.

6. The adaptive security appliance forwards the packet to the outside user.

An Inside User Visits a Web Server on the DMZ

Figure 4-4 shows an inside user accessing the DMZ web server.

Figure 4-4 Inside to DMZ
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-4):

1. A user on the inside network requests a web page from the DMZ web server using the destination
address of 10.1.1.3.

2. The adaptive security appliance receives the packet and because it is a new session, the adaptive
security appliance verifies that the packet is allowed according to the terms of the security policy
(access lists, filters, AAA).

For multiple context mode, the adaptive security appliance first classifies the packet according to
either a unique interface or a unique destination address associated with a context; the destination
address is associated by matching an address translation in a context. In this case, the interface is
unique; the web server IP address does not have a current address translation.
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3. The adaptive security appliance then records that a session is established and forwards the packet
out of the DMZ interface.

4. When the DMZ web server responds to the request, the packet goes through the fast path, which lets
the packet bypass the many lookups associated with a new connection.

5. The adaptive security appliance forwards the packet to the inside user.

An Qutside User Attempts to Access an Inside Host

Figure 4-5 shows an outside user attempting to access the inside network.

Figure 4-5 Outside to Inside
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-5):

1. A user on the outside network attempts to reach an inside host (assuming the host has a routable
IP address).

If the inside network uses private addresses, no outside user can reach the inside network without
NAT. The outside user might attempt to reach an inside user by using an existing NAT session.

2. The adaptive security appliance receives the packet and because it is a new session, the adaptive
security appliance verifies if the packet is allowed according to the security policy (access lists,
filters, AAA).

3. The packet is denied, and the adaptive security appliance drops the packet and logs the connection
attempt.
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If the outside user is attempting to attack the inside network, the adaptive security appliance
employs many technologies to determine if a packet is valid for an already established session.

A DMZ User Attempts to Access an Inside Host

Figure 4-6 shows a user in the DMZ attempting to access the inside network.

Figure 4-6 DMZ to Inside
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-6):

1. A user on the DMZ network attempts to reach an inside host. Because the DMZ does not have to
route the traffic on the Internet, the private addressing scheme does not prevent routing.

2. The adaptive security appliance receives the packet and because it is a new session, the adaptive
security appliance verifies if the packet is allowed according to the security policy (access lists,
filters, AAA).

The packet is denied, and the adaptive security appliance drops the packet and logs the connection
attempt.
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How Data Moves Through the Transparent Firewall

Figure 4-7 shows a typical transparent firewall implementation with an inside network that contains a
public web server. The adaptive security appliance has an access list so that the inside users can access
Internet resources. Another access list lets the outside users access only the web server on the inside
network.

Figure 4-7 Typical Transparent Firewall Data Path
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This section describes how data moves through the adaptive security appliance, and includes the
following topics:

e An Inside User Visits a Web Server, page 4-22

¢ An Inside User Visits a Web Server Using NAT, page 4-23

e An Outside User Visits a Web Server on the Inside Network, page 4-24
e An Outside User Attempts to Access an Inside Host, page 4-25
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An Inside User Visits a Web Server

Figure 4-8 shows an inside user accessing an outside web server.

Figure 4-8 Inside to Outside
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-8):

1.
2.

The user on the inside network requests a web page from www.example.com.

The adaptive security appliance receives the packet and adds the source MAC address to the MAC
address table, if required. Because it is a new session, it verifies that the packet is allowed according
to the terms of the security policy (access lists, filters, AAA).

For multiple context mode, the adaptive security appliance first classifies the packet according to a
unique interface.

The adaptive security appliance records that a session is established.

If the destination MAC address is in its table, the adaptive security appliance forwards the packet
out of the outside interface. The destination MAC address is that of the upstream router,
209.186.201.2.

If the destination MAC address is not in the adaptive security appliance table, the adaptive security
appliance attempts to discover the MAC address by sending an ARP request and a ping. The first
packet is dropped.

The web server responds to the request; because the session is already established, the packet
bypasses the many lookups associated with a new connection.

The adaptive security appliance forwards the packet to the inside user.

Cisco ASA 5500 Series Configuration Guide using the CLI
m. oL-18970-01 |



| Chapter4

Configuring the Transparent or Routed Firewall

Firewall Mode Examples

An Inside User Visits a Web Server Using NAT

Figure 4-8 shows an inside user accessing an outside web server.

Figure 4-9 Inside to Outside with NAT
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-8):

1.
2.

The user on the inside network requests a web page from www.example.com.

The adaptive security appliance receives the packet and adds the source MAC address to the MAC
address table, if required. Because it is a new session, it verifies that the packet is allowed according
to the terms of the security policy (access lists, filters, AAA).

For multiple context mode, the adaptive security appliance first classifies the packet according to a
unique interface.

The adaptive security appliance translates the real address (10.1.2.27) to the mapped address
209.165.201.10.

Because the mapped address is not on the same network as the outside interface, then be sure the
upstream router has a static route to the mapped network that points to the adaptive security
appliance.

The adaptive security appliance then records that a session is established and forwards the packet
from the outside interface.

If the destination MAC address is in its table, the adaptive security appliance forwards the packet
out of the outside interface. The destination MAC address is that of the upstream router,
209.165.201.2.
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If the destination MAC address is not in the adaptive security appliance table, the adaptive security
appliance attempts to discover the MAC address by sending an ARP request and a ping. The first
packet is dropped.

The web server responds to the request; because the session is already established, the packet
bypasses the many lookups associated with a new connection.

The adaptive security appliance performs NAT by translating the mapped address to the real address,
10.1.2.27.

An Outside User Visits a Web Server on the Inside Network

Figure 4-10 shows an outside user accessing the inside web server.

Figure 4-10 Outside to Inside
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-10):

1.
2.

A user on the outside network requests a web page from the inside web server.

The adaptive security appliance receives the packet and adds the source MAC address to the MAC
address table, if required. Because it is a new session, it verifies that the packet is allowed according
to the terms of the security policy (access lists, filters, AAA).

For multiple context mode, the adaptive security appliance first classifies the packet according to a
unique interface.
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3. The adaptive security appliance records that a session is established.

4. If the destination MAC address is in its table, the adaptive security appliance forwards the packet
out of the inside interface. The destination MAC address is that of the downstream router,
209.186.201.1.

If the destination MAC address is not in the adaptive security appliance table, the adaptive security
appliance attempts to discover the MAC address by sending an ARP request and a ping. The first
packet is dropped.

5. The web server responds to the request; because the session is already established, the packet
bypasses the many lookups associated with a new connection.

6. The adaptive security appliance forwards the packet to the outside user.

An Qutside User Attempts to Access an Inside Host

Figure 4-11 shows an outside user attempting to access a host on the inside network.

Figure 4-11 Outside to Inside
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The following steps describe how data moves through the adaptive security appliance (see Figure 4-11):
1. A user on the outside network attempts to reach an inside host.

2. The adaptive security appliance receives the packet and adds the source MAC address to the MAC
address table, if required. Because it is a new session, it verifies if the packet is allowed according
to the terms of the security policy (access lists, filters, AAA).

For multiple context mode, the adaptive security appliance first classifies the packet according to a
unique interface.
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3. The packet is denied, and the adaptive security appliance drops the packet.

4. If the outside user is attempting to attack the inside network, the adaptive security appliance
employs many technologies to determine if a packet is valid for an already established session.
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Managing Multiple Context Mode

This chapter describes how to configure multiple security contexts on the adaptive security appliance,
and includes the following sections:

e Information About Security Contexts, page 5-1

e Enabling or Disabling Multiple Context Mode, page 5-10

¢ Configuring Resource Management, page 5-11

e Configuring a Security Context, page 5-17

e Automatically Assigning MAC Addresses to Context Interfaces, page 5-21
¢ Changing Between Contexts and the System Execution Space, page 5-22

e Managing Security Contexts, page 5-23

e Monitoring Security Contexts, page 5-25

Information About Security Contexts

You can partition a single adaptive security appliance into multiple virtual devices, known as security
contexts. Each context is an independent device, with its own security policy, interfaces, and
administrators. Multiple contexts are similar to having multiple standalone devices. Many features are
supported in multiple context mode, including routing tables, firewall features, IPS, and management.
Some features are not supported, including VPN and dynamic routing protocols.

Note = When the adaptive security appliance is configured for security contexts (also called firewall multmode)
or Active/Active stateful failover, IPSec or SSL VPN cannot be enabled. Therefore, these features are
unavailable.

This section provides an overview of security contexts, and includes the following topics:
e Common Uses for Security Contexts, page 5-2
e Unsupported Features, page 5-2
e Context Configuration Files, page 5-2
e How the Security Appliance Classifies Packets, page 5-3
e (Cascading Security Contexts, page 5-8

e Management Access to Security Contexts, page 5-9
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Common Uses for Security Contexts

You might want to use multiple security contexts in the following situations:

* You are a service provider and want to sell security services to many customers. By enabling
multiple security contexts on the adaptive security appliance, you can implement a cost-effective,
space-saving solution that keeps all customer traffic separate and secure, and also eases
configuration.

e You are a large enterprise or a college campus and want to keep departments completely separate.
e You are an enterprise that wants to provide distinct security policies to different departments.

¢ You have any network that requires more than one adaptive security appliance.

Unsupported Features

Multiple context mode does not support the following features:
¢ Dynamic routing protocols

Security contexts support only static routes. You cannot enable OSPF, RIP, or EIGRP in multiple
context mode.

e VPN
e Multicast routing. Multicast bridging is supported.

e Threat Detection

Context Configuration Files

This section describes how the adaptive security appliance implements multiple context mode
configurations and includes the following sections:

e Context Configurations, page 5-2
e System Configuration, page 5-2
¢ Admin Context Configuration, page 5-3

Context Configurations

The adaptive security appliance includes a configuration for each context that identifies the security
policy, interfaces, and almost all the options you can configure on a standalone device. You can store
context configurations on the internal Flash memory or the external Flash memory card, or you can
download them from a TFTP, FTP, or HTTP(S) server.

System Configuration

The system administrator adds and manages contexts by configuring each context configuration
location, allocated interfaces, and other context operating parameters in the system configuration,
which, like a single mode configuration, is the startup configuration. The system configuration identifies
basic settings for the adaptive security appliance. The system configuration does not include any network
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interfaces or network settings for itself; rather, when the system needs to access network resources (such
as downloading the contexts from the server), it uses one of the contexts that is designated as the admin
context. The system configuration does include a specialized failover interface for failover traffic only.

Admin Context Configuration

The admin context is just like any other context, except that when a user logs in to the admin context,
then that user has system administrator rights and can access the system and all other contexts. The
admin context is not restricted in any way, and can be used as a regular context. However, because
logging into the admin context grants you administrator privileges over all contexts, you might need to
restrict access to the admin context to appropriate users. The admin context must reside on Flash
memory, and not remotely.

If your system is already in multiple context mode, or if you convert from single mode, the admin context
is created automatically as a file on the internal Flash memory called admin.cfg. This context is named
“admin.” If you do not want to use admin.cfg as the admin context, you can change the admin context.

How the Security Appliance Classifies Packets

Each packet that enters the adaptive security appliance must be classified, so that the adaptive security
appliance can determine to which context to send a packet. This section includes the following topics:

e Valid Classifier Criteria, page 5-3
e Invalid Classifier Criteria, page 5-4
e (lassification Examples, page 5-5

N

Note If the destination MAC address is a multicast or broadcast MAC address, the packet is duplicated and
delivered to each context.

Valid Classifier Criteria

This section describes the criteria used by the classifier, and includes the following topics:
e Unique Interfaces, page 5-3
e Unique MAC Addresses, page 5-3
e NAT Configuration, page 5-4

Unique Interfaces

If only one context is associated with the ingress interface, the adaptive security appliance classifies the
packet into that context. In transparent firewall mode, unique interfaces for contexts are required, so this
method is used to classify packets at all times.

Unique MAC Addresses

If multiple contexts share an interface, then the classifier uses the interface MAC address. The adaptive
security appliance lets you assign a different MAC address in each context to the same shared interface,
whether it is a shared physical interface or a shared subinterface. By default, shared interfaces do not

have unique MAC addresses; the interface uses the physical interface burned-in MAC address in every
context. An upstream router cannot route directly to a context without unique MAC addresses. You can
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set the MAC addresses manually when you configure each interface (see the “Configuring the MAC
Address” section on page 6-26), or you can automatically generate MAC addresses (see the
“Automatically Assigning MAC Addresses to Context Interfaces” section on page 5-21).

NAT Configuration

If you do not have unique MAC addresses, then the classifier intercepts the packet and performs a
destination IP address lookup. All other fields are ignored; only the destination IP address is used. To
use the destination address for classification, the classifier must have knowledge about the subnets
located behind each security context. The classifier relies on the NAT configuration to determine the
subnets in each context. The classifier matches the destination IP address to either a static command or
a global command. In the case of the global command, the classifier does not need a matching nat
command or an active NAT session to classify the packet. Whether the packet can communicate with
the destination IP address after classification depends on how you configure NAT and NAT control.

For example, the classifier gains knowledge about subnets 10.10.10.0, 10.20.10.0 and 10.30.10.0 when
the context administrators configure static commands in each context:

e Context A:

static (inside, shared) 10.10.10.0 10.10.10.0 netmask 255.255.255.0

e Context B:

static (inside, shared) 10.20.10.0 10.20.10.0 netmask 255.255.255.0

e Context C:

static (inside, shared) 10.30.10.0 10.30.10.0 netmask 255.255.255.0

N

Note For management traffic destined for an interface, the interface IP address is used for classification.

Invalid Classifier Criteria

The following configurations are not used for packet classification:

e NAT exemption—The classifier does not use a NAT exemption configuration for classification
purposes because NAT exemption does not identify a mapped interface.

e Routing table—If a context includes a static route that points to an external router as the next-hop
to a subnet, and a different context includes a static command for the same subnet, then the classifier
uses the static command to classify packets destined for that subnet and ignores the static route.
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Figure 5-1 shows multiple contexts sharing an outside interface. The classifier assigns the packet to
Context B because Context B includes the MAC address to which the router sends the packet.

Figure 5-
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Figure 5-2 shows multiple contexts sharing an outside interface without MAC addresses assigned. The
classifier assigns the packet to Context B because Context B includes the address translation that
matches the destination address.

Figure 5-2 Packet Classification with a Shared Interface using NAT
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Note that all new incoming traffic must be classified, even from inside networks. Figure 5-3 shows a host
on the Context B inside network accessing the Internet. The classifier assigns the packet to Context B
because the ingress interface is Gigabit Ethernet 0/1.3, which is assigned to Context B.

Note  If you share an inside interface and do not use unique MAC addresses, the classifier imposes some major
restrictions. The classifier relies on the address translation configuration to classify the packet within a
context, and you must translate the destination addresses of the traffic. Because you do not usually
perform NAT on outside addresses, sending packets from inside to outside on a shared interface is not
always possible; the outside network is large, (the Web, for example), and addresses are not predictable
for an outside NAT configuration. If you share an inside interface, we suggest you use unique MAC
addresses.
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Figure 5-3
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For transparent firewalls, you must use unique interfaces. Figure 5-4 shows a host on the Context B
inside network accessing the Internet. The classifier assigns the packet to Context B because the ingress
interface is Gigabit Ethernet 1/0.3, which is assigned to Context B.

Figure 5-4 Transparent Firewall Contexts
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Cascading Security Contexts

Placing a context directly in front of another context is called cascading contexts; the outside interface
of one context is the same interface as the inside interface of another context. You might want to cascade

contexts if you want to simplify the configuration of some contexts by configuring shared parameters in
the top context.

Note  Cascading contexts requires that you configure unique MAC addresses for each context interface.
Because of the limitations of classifying packets on shared interfaces without MAC addresses, we do not
recommend using cascading contexts without unique MAC addresses.
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Figure 5-5 shows a gateway context with two contexts behind the gateway.

Figure 5-5 Cascading Contexts
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Management Access to Security Contexts

The adaptive security appliance provides system administrator access in multiple context mode as well
as access for individual context administrators. The following sections describe logging in as a system
administrator or as a a context administrator:

e System Administrator Access, page 5-9

¢ Context Administrator Access, page 5-10

System Administrator Access

You can access the adaptive security appliance as a system administrator in two ways:
e Access the adaptive security appliance console.

From the console, you access the system execution space, which means that any commands you
enter affect only the system configuration or the running of the system (for run-time commands).

e Access the admin context using Telnet, SSH, or ASDM.
See Chapter 37, “Configuring Management Access,” to enable Telnet, SSH, and SDM access.
As the system administrator, you can access all contexts.

When you change to a context from admin or the system, your username changes to the default
“enable_15" username. If you configured command authorization in that context, you need to either
configure authorization privileges for the “enable_15 user, or you can log in as a different name for
which you provide sufficient privileges in the command authorization configuration for the context. To
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log in with a username, enter the login command. For example, you log in to the admin context with the
username “admin.” The admin context does not have any command authorization configuration, but all
other contexts include command authorization. For convenience, each context configuration includes a
user “admin” with maximum privileges. When you change from the admin context to context A, your
username is altered, so you must log in again as “admin” by entering the login command. When you
change to context B, you must again enter the login command to log in as “admin.”

The system execution space does not support any AAA commands, but you can configure its own enable
password, as well as usernames in the local database to provide individual logins.

Context Administrator Access

You can access a context using Telnet, SSH, or ASDM. If you log in to a non-admin context, you can
only access the configuration for that context. You can provide individual logins to the context. See See
Chapter 37, “Configuring Management Access,” to enable Telnet, SSH, and SDM access and to
configure management authentication.

Enabling or Disabling Multiple Context Mode

Your adaptive security appliance might already be configured for multiple security contexts depending
on how you ordered it from Cisco. If you are upgrading, however, you might need to convert from single
mode to multiple mode by following the procedures in this section. ASDM does not support changing

modes, so you need to change modes using the CLI.

This section includes the following topics:
e Backing Up the Single Mode Configuration, page 5-10
e Enabling Multiple Context Mode, page 5-10
e Restoring Single Context Mode, page 5-11

Backing Up the Single Mode Configuration

When you convert from single mode to multiple mode, the adaptive security appliance converts the
running configuration into two files. The original startup configuration is not saved, so if it differs from
the running configuration, you should back it up before proceeding.

Enabling Multiple Context Mode

The context mode (single or multiple) is not stored in the configuration file, even though it does endure
reboots. If you need to copy your configuration to another device, set the mode on the new device to
match using the mode command.

When you convert from single mode to multiple mode, the adaptive security appliance converts the
running configuration into two files: a new startup configuration that comprises the system
configuration, and admin.cfg that comprises the admin context (in the root directory of the internal Flash
memory). The original running configuration is saved as old_running.cfg (in the root directory of the
internal Flash memory). The original startup configuration is not saved. The adaptive security appliance
automatically adds an entry for the admin context to the system configuration with the name “admin.”

To enable multiple mode, enter the following command:
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hostname (config) # mode multiple

You are prompted to reboot the adaptive security appliance.

Restoring Single Context Mode

Step 1

Step 2

If you convert from multiple mode to single mode, you might want to first copy a full startup
configuration (if available) to the adaptive security appliance; the system configuration inherited from
multiple mode is not a complete functioning configuration for a single mode device. Because the system
configuration does not have any network interfaces as part of its configuration, you must access the
adaptive security appliance from the console to perform the copy.

To copy the old running configuration to the startup configuration and to change the mode to single
mode, perform the following steps in the system execution space:

To copy the backup version of your original running configuration to the current startup configuration,
enter the following command in the system execution space:

hostname (config)# copy flash:0ld_running.cfg startup-config

To set the mode to single mode, enter the following command in the system execution space:

hostname (config) # mode single

The adaptive security appliance reboots.

Configuring Resource Management

By default, all security contexts have unlimited access to the resources of the adaptive security
appliance, except where maximum limits per context are enforced. However, if you find that one or more
contexts use too many resources, and they cause other contexts to be denied connections, for example,
then you can configure resource management to limit the use of resources per context.

This section includes the following topics:
e (lasses and Class Members Overview, page 5-11

e Configuring a Class, page 5-14

Classes and Class Members Overview

The adaptive security appliance manages resources by assigning contexts to resource classes. Each
context uses the resource limits set by the class. This section includes the following topics:

e Resource Limits, page 5-12
e Default Class, page 5-13
e (lass Members, page 5-14
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Resource Limits

When you create a class, the adaptive security appliance does not set aside a portion of the resources for
each context assigned to the class; rather, the adaptive security appliance sets the maximum limit for a
context. If you oversubscribe resources, or allow some resources to be unlimited, a few contexts can “use
up” those resources, potentially affecting service to other contexts.

You can set the limit for individual resources, as a percentage (if there is a hard system limit) or as an
absolute value.

You can oversubscribe the adaptive security appliance by assigning more than 100 percent of a resource
across all contexts. For example, you can set the Bronze class to limit connections to 20 percent per
context, and then assign 10 contexts to the class for a total of 200 percent. If contexts concurrently use
more than the system limit, then each context gets less than the 20 percent you intended. (See

Figure 5-6.)
Figure 5-6 Resource Oversubscription
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If you assign an absolute value to a resource across all contexts that exceeds the practical limit of the
adaptive security appliance, then the performance of the adaptive security appliance might be impaired.

The adaptive security appliance lets you assign unlimited access to one or more resources in a class,
instead of a percentage or absolute number. When a resource is unlimited, contexts can use as much of
the resource as the system has available or that is practically available. For example, Context A, B, and
C are in the Silver Class, which limits each class member to 1 percent of the connections, for a total of
3 percent; but the three contexts are currently only using 2 percent combined. Gold Class has unlimited
access to connections. The contexts in the Gold Class can use more than the 97 percent of “unassigned”
connections; they can also use the 1 percent of connections not currently in use by Context A, B, and C,
even if that means that Context A, B, and C are unable to reach their 3 percent combined limit. (See
Figure 5-7.) Setting unlimited access is similar to oversubscribing the adaptive security appliance,
except that you have less control over how much you oversubscribe the system.
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Figure 5-7 Unlimited Resources
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Default Class

All contexts belong to the default class if they are not assigned to another class; you do not have to
actively assign a context to the default class.

If a context belongs to a class other than the default class, those class settings always override the default
class settings. However, if the other class has any settings that are not defined, then the member context
uses the default class for those limits. For example, if you create a class with a 2 percent limit for all
concurrent connections, but no other limits, then all other limits are inherited from the default class.
Conversely, if you create a class with a limit for all resources, the class uses no settings from the default
class.

By default, the default class provides unlimited access to resources for all contexts, except for the
following limits, which are by default set to the maximum allowed per context:

e Telnet sessions—35 sessions.
¢ SSH sessions—>5 sessions.
e JPSec sessions—5 sessions.

e MAC addresses—65,535 entries.
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Figure 5-8 shows the relationship between the default class and other classes. Contexts A and C belong
to classes with some limits set; other limits are inherited from the default class. Context B inherits no
limits from default because all limits are set in its class, the Gold class. Context D was not assigned to
a class, and is by default a member of the default class.

Figure 5-8 Resource Classes
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Context B

Class Members

To use the settings of a class, assign the context to the class when you define the context. All contexts
belong to the default class if they are not assigned to another class; you do not have to actively assign a
context to default. You can only assign a context to one resource class. The exception to this rule is that
limits that are undefined in the member class are inherited from the default class; so in effect, a context
could be a member of default plus another class.

Configuring a Class

To configure a class in the system configuration, perform the following steps. You can change the value
of a particular resource limit by reentering the command with a new value.

Step 1 To specify the class name and enter the class configuration mode, enter the following command in the
system execution space:

hostname (config) # class name
The name is a string up to 20 characters long. To set the limits for the default class, enter default for the
name.

Step2  To set the resource limits, see the following options:

e To set all resource limits (shown in Table 5-1) to be unlimited, enter the following command:

hostname (config-resmgmt)# limit-resource all 0

Cisco ASA 5500 Series Configuration Guide using the CLI
m. oL-18970-01 |



| Chapter5 Managing Multiple Context Mode

Configuring Resource Management

For example, you might want to create a class that includes the admin context that has no limitations.
The default class has all resources set to unlimited by default.

e To set a particular resource limit, enter the following command:
hostname (config-resmgmt) # limit-resource [rate] resource_name number[%]
For this particular resource, the limit overrides the limit set for all. Enter the rate argument to set
the rate per second for certain resources. For resources that do not have a system limit, you cannot

set the percentage (%) between 1 and 100; you can only set an absolute value. See Table 5-1 for
resources for which you can set the rate per second and which to not have a system limit.

Table 5-1 lists the resource types and the limits. See also the show resource types command.
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Table 5-1 Resource Names and Limits
Minimum and
Rate or Maximum Number
Resource Name Concurrent | per Context System Limit' Description
mac-addresses |Concurrent |[N/A 65,535 For transparent firewall mode, the number of
MAC addresses allowed in the MAC address
table.
conns Concurrent |N/A Concurrent connections: |TCP or UDP connections between any two
or Rate See the “Supported hosts, including connections between one
Feature Licenses Per host and multiple other hosts.
Model” section on
page 3-1 for the
connection limit for your
platform.
Rate: N/A
inspects Rate N/A N/A Application inspections.
hosts Concurrent |N/A N/A Hosts that can connect through the adaptive
security appliance.
asdm Concurrent |1 minimum 32 ASDM management sessions.

5 maximum Note ASDM sessions use two HTTPS
connections: one for monitoring that
is always present, and one for making
configuration changes that is present
only when you make changes. For
example, the system limit of 32
ASDM sessions represents a limit of
64 HTTPS sessions.

ssh Concurrent |1 minimum 100 SSH sessions.

5 maximum
syslogs Rate N/A N/A System log messages.
telnet Concurrent |1 minimum 100 Telnet sessions.

5 maximum

xlates Concurrent |N/A N/A Address translations.

1. If this column value is N/A, then you cannot set a percentage of the resource because there is no hard system limit for the resource.

For example, to set the default class limit for conns to 10 percent instead of unlimited, enter the
following commands:

hostname (config) # class default

hostname (config-class)# limit-resource conns 10%

All other resources remain at unlimited.

To add a class called gold, enter the following commands:

hostname (config)# class gold
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hostname (config-class)# limit-resource mac-addresses 10000
hostname (config-class)# limit-resource conns 15%

hostname (config-class)# limit-resource rate conns 1000
hostname (config-class)# limit-resource rate inspects 500
hostname (config-class)# limit-resource hosts 9000

hostname (config-class)# limit-resource asdm 5

hostname (config-class)# limit-resource ssh 5

hostname (config-class)# limit-resource rate syslogs 5000
hostname (config-class)# limit-resource telnet 5

hostname (config-class)# limit-resource xlates 36000

Configuring a Security Context

Prerequisites

Detailed Steps

Step 1

Step 2

Step 3

The security context definition in the system configuration identifies the context name, configuration
file URL, and interfaces that a context can use.

e Configure physical interface parameters, VLAN subinterfaces, and redundant interfaces according
to the “Starting Interface Configuration (ASA 5510 and Higher)” section on page 6-9.

e If you do not have an admin context (for example, if you clear the configuration) then you must first
specify the admin context name by entering the following command:

hostname (config) # admin-context name

Although this context name does not exist yet in your configuration, you can subsequently enter the
context name command to match the specified name to continue the admin context configuration.

To add or change a context in the system configuration, perform the following steps:

To add or modify a context, enter the following command in the system execution space:

hostname (config) # context name

The name is a string up to 32 characters long. This name is case sensitive, so you can have two contexts
named “customerA” and “CustomerA,” for example. You can use letters, digits, or hyphens, but you
cannot start or end the name with a hyphen.

“System” or “Null” (in upper or lower case letters) are reserved names, and cannot be used.

(Optional) To add a description for this context, enter the following command:

hostname (config-ctx)# description text

To specify the interfaces you can use in the context, enter the command appropriate for a physical
interface or for one or more subinterfaces.

¢ To allocate a physical interface, enter the following command:

hostname (config-ctx)# allocate-interface physical_ interface [mapped_name]
[visible | invisible]

e To allocate one or more subinterfaces, enter the following command:

[ oL-18970-01
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Note

hostname (config-ctx)# allocate-interface
physical_interface.subinterfacel[-physical_interface.subinterface]
[mapped_name[-mapped_name]] [visible | invisible]

A

Note Do not include a space between the interface type and the port number.

You can enter these commands multiple times to specify different ranges. If you remove an allocation
with the no form of this command, then any context commands that include this interface are removed
from the running configuration.

Transparent firewall mode allows only two interfaces to pass through traffic; however, on the ASA
adaptive security appliance, you can use the dedicated management interface, Management 0/0, (either
the physical interface or a subinterface) as a third interface for management traffic.

The management interface for transparent mode does not flood a packet out the interface when that
packet is not in the MAC address table.

You can assign the same interfaces to multiple contexts in routed mode, if desired. Transparent mode
does not allow shared interfaces.

The mapped_name is an alphanumeric alias for the interface that can be used within the context instead
of the interface ID. If you do not specify a mapped name, the interface ID is used within the context. For
security purposes, you might not want the context administrator to know which interfaces are being used
by the context.

A mapped name must start with a letter, end with a letter or digit, and have as interior characters only
letters, digits, or an underscore. For example, you can use the following names:

into0
inta
int_0

For subinterfaces, you can specify a range of mapped names.

If you specify a range of subinterfaces, you can specify a matching range of mapped names. Follow these
guidelines for ranges:

¢ The mapped name must consist of an alphabetic portion followed by a numeric portion. The
alphabetic portion of the mapped name must match for both ends of the range. For example, enter
the following range:

int0-int10
If you enter gigabitethernet(/1.1-gigabitethernet0/1.5 happyl-sadS, for example, the command
fails.

e The numeric portion of the mapped name must include the same quantity of numbers as the
subinterface range. For example, both ranges include 100 interfaces:

gigabitethernet0/0.100-gigabitethernet0/0.199 intl-int100
If you enter gigabitethernet(/0.100-gigabitethernet0/0.199 int1-int15, for example, the command
fails.

Specify visible to see physical interface properties in the show interface command even if you set a
mapped name. The default invisible keyword specifies to only show the mapped name.
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The following example shows gigabitethernet0/1.100, gigabitethernet0/1.200, and
gigabitethernet0/2.300 through gigabitethernet0/1.305 assigned to the context. The mapped names are
intl through int8.

hostname (config-ctx)# allocate-interface gigabitethernet0/1.100 intl

hostname (config-ctx)# allocate-interface gigabitethernet0/1.200 int2

(
(
hostname (config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305
int3-int8

To identify the URL from which the system downloads the context configuration, enter the following
command:
hostname (config-ctx) # config-url url

When you add a context URL, the system immediately loads the context so that it is running, if the
configuration is available.

Enter the allocate-interface command(s) before you enter the config-url command. The adaptive
security appliance must assign interfaces to the context before it loads the context configuration; the
context configuration might include commands that refer to interfaces (interface, nat, global...). If you
enter the config-url command first, the adaptive security appliance loads the context configuration
immediately. If the context contains any commands that refer to interfaces, those commands fail.

See the following URL syntax:
e disk:/[pathl/]filename

This URL indicates the internal Flash memory. The filename does not require a file extension,
although we recommend using “.cfg”. If the configuration file is not available, you see the following
message:

WARNING: Could not fetch the URL disk:/url
INFO: Creating context with default config

You can then change to the context, configure it at the CLI, and enter the write memory command
to write the file to Flash memory.

N

Note The admin context file must be stored on the internal Flash memory.

o ftp://luser[:password]@]server|.portl/[pathl]filename|;type=xx]
The type can be one of the following keywords:

ap—ASCII passive mode

an—ASCII normal mode

ip—(Default) Binary passive mode

in—Binary normal mode

The server must be accessible from the admin context. The filename does not require a file
extension, although we recommend using “.cfg”. If the configuration file is not available, you see
the following message:

WARNING: Could not fetch the URL ftp://url
INFO: Creating context with default config

You can then change to the context, configure it at the CLI, and enter the write memory command
to write the file to the FTP server.

[ oL-18970-01
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Examples

Step 5

Step 6

e http[s]://[user[:password] @]server[.port]/[pathl/]filename

The server must be accessible from the admin context. The filename does not require a file
extension, although we recommend using “.cfg”. If the configuration file is not available, you see
the following message:

WARNING: Could not fetch the URL http://url

INFO: Creating context with default config

If you change to the context and configure the context at the CLI, you cannot save changes back to
HTTP or HTTPS servers using the write memory command. You can, however, use the copy tftp
command to copy the running configuration to a TFTP server.

o tftp://{user[:password] @]server[.port]/[pathlfilename[;int=interface_name]

The server must be accessible from the admin context. Specify the interface name if you want to
override the route to the server address. The filename does not require a file extension, although we
recommend using “.cfg”. If the configuration file is not available, you see the following message:
WARNING: Could not fetch the URL tftp://url

INFO: Creating context with default config

You can then change to the context, configure it at the CLI, and enter the write memory command
to write the file to the TFTP server.
To change the URL, reenter the config-url command with a new URL.

See the “Changing the Security Context URL” section on page 5-24 for more information about
changing the URL.

For example, enter the following command:

hostname (config-ctx)# config-url ftp://joe:passw0rdl@l0.1.1.1/configlets/test.cfg

(Optional) To assign the context to a resource class, enter the following command:

hostname (config-ctx) # member class name

If you do not specify a class, the context belongs to the default class. You can only assign a context to
one resource class.

For example, to assign the context to the gold class, enter the following command:

hostname (config-ctx) # member gold

(Optional) To assign an IPS virtual sensor to this context if you have the AIP SSM installed, use the
allocate-ips command. See the “Assigning Virtual Sensors to a Security Context (AIP SSM Only)”
section on page 59-7 for detailed information about virtual sensors.

The following example sets the admin context to be “administrator,” creates a context called
“administrator” on the internal Flash memory, and then adds two contexts from an FTP server:

hostname (config) # admin-context administrator

hostname (config) # context administrator

hostname (config-ctx)# allocate-interface gigabitethernet0/0.1
hostname (config-ctx)# allocate-interface gigabitethernet0/1.1
hostname (config-ctx)# config-url flash:/admin.cfg

hostname (config-ctx) # context test
hostname (config-ctx)# allocate-interface gigabitethernet0/0.100 intl
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hostname (config-ctx)# allocate-interface gigabitethernet0/0.102 int2

hostname (config-ctx)# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115
int3-int8

hostname (config-ctx)# config-url ftp://userl:passwOrd@l1l0.l1.1.1/configlets/test.cfg
hostname (config-ctx) # member gold

hostname (config-ctx)# context sample

hostname (config-ctx)# allocate-interface gigabitethernet0/1.200 intl

hostname (config-ctx)# allocate-interface gigabitethernet0/1.212 int2

hostname (config-ctx)# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235
int3-int8

hostname (config-ctx)# config-url ftp://userl:passwO0rd@l10.l1.1.1/configlets/sample.cfg
hostname (config-ctx) # member silver

Automatically Assigning MAC Addresses to Context Interfaces

To allow contexts to share interfaces, we suggest that you assign unique MAC addresses to each context
interface. In the rare circumstance that the generated MAC address conflicts with another private MAC
address in your network, you can manually set the MAC address for the interface within the context. See
the “Configuring the MAC Address” section on page 6-26 to manually set the MAC address.

By default, the physical interface uses the burned-in MAC address, and all subinterfaces of a physical
interface use the same burned-in MAC address.

MAC Addresses in Multiple Context Mode

The MAC address is used to classify packets within a context. If you share an interface, but do not have
unique MAC addresses for the interface in each context, then the destination IP address is used to
classify packets. The destination address is matched with the context NAT configuration, and this
method has some limitations compared to the MAC address method. See the “How the Security
Appliance Classifies Packets” section on page 5-3 for information about classifying packets.

Automatic MAC Address Assignment and Failover

MAC Address Format

When you use automatic MAC address assignment with failover, the adaptive security appliance
generates both an active and standby MAC address for each interface. If the active unit fails over and the
standby unit becomes active, the new active unit starts using the active MAC addresses to minimize
network disruption.

The MAC address is generated using the following format:
e Active unit MAC address: 12_slot.port_subid.contextid.
¢ Standby unit MAC address: 02_slot.port_subid.contextid.

For platforms with no interface slots, the slot is always 0. The port is the interface port. The subid is an
internal ID for the subinterface, which is not viewable. The contextid is an internal ID for the context,
viewable with the show context detail command. For example, the interface GigabitEthernet 0/1.200 in
the context with the ID 1 has the following generated MAC addresses, where the internal ID for
subinterface 200 is 31:

e Active: 1200.0131.0001
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¢ Standby: 0200.0131.0001

Prerequisites

Perform this task in the system execution space.

Detailed Steps

You can automatically assign private MAC addresses to each shared context interface by entering the
following command in the system configuration:

hostname (config) # mac-address auto

Note  When you assign an interface to a context, the new MAC address is generated immediately. If you enable
this feature after you create context interfaces, then MAC addresses are generated for all interfaces
immediately after you enter the command. If you use the no mac-address auto command, the MAC
address for each interface reverts to the default MAC address. For example, subinterfaces of
GigabitEthernet 0/1 revert to using the MAC address of GigabitEthernet 0/1.

Changing Between Contexts and the System Execution Space

If you log in to the system execution space (or the admin context using Telnet or SSH), you can change
between contexts and perform configuration and monitoring tasks within each context. The running
configuration that you edit in a configuration mode, or that is used in the copy or write commands,
depends on your location. When you are in the system execution space, the running configuration
consists only of the system configuration; when you are in a context, the running configuration consists
only of that context. For example, you cannot view all running configurations (system plus all contexts)
by entering the show running-config command. Only the current configuration displays.

To change between the system execution space and a context, or between contexts, see the following
commands:

e To change to a context, enter the following command:

hostname# changeto context name

The prompt changes to the following:

hostname/name#

¢ To change to the system execution space, enter the following command:

hostname/admin# changeto system

The prompt changes to the following:

hostname#
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Managing Security Contexts

This section describes how to manage security contexts, and includes the following topics:
e Removing a Security Context, page 5-23
¢ Changing the Admin Context, page 5-23
e Changing the Security Context URL, page 5-24
e Reloading a Security Context, page 5-24

Removing a Security Context

S

Note

You can only remove a context by editing the system configuration. You cannot remove the current
admin context, unless you remove all contexts using the clear context command.

If you use failover, there is a delay between when you remove the context on the active unit and when
the context is removed on the standby unit. You might see an error message indicating that the number
of interfaces on the active and standby units are not consistent; this error is temporary and can be
ignored.

Use the following commands for removing contexts:

e To remove a single context, enter the following command in the system execution space:

hostname (config) # no context name

All context commands are also removed.

e To remove all contexts (including the admin context), enter the following command in the system
execution space:

hostname (config)# clear context

Changing the Admin Context

The system configuration does not include any network interfaces or network settings for itself; rather,
when the system needs to access network resources (such as downloading the contexts from the server),
it uses one of the contexts that is designated as the admin context.

The admin context is just like any other context, except that when a user logs in to the admin context,
then that user has system administrator rights and can access the system and all other contexts. The
admin context is not restricted in any way, and can be used as a regular context. However, because
logging into the admin context grants you administrator privileges over all contexts, you might need to
restrict access to the admin context to appropriate users.

You can set any context to be the admin context, as long as the configuration file is stored in the internal
Flash memory. To set the admin context, enter the following command in the system execution space:

hostname (config)# admin-context context_name

Any remote management sessions, such as Telnet, SSH, or HTTPS, that are connected to the admin
context are terminated. You must reconnect to the new admin context.
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S

Note

Managing Security Contexts

A few system commands, including ntp server, identify an interface name that belongs to the admin
context. If you change the admin context, and that interface name does not exist in the new admin
context, be sure to update any system commands that refer to the interface.

Changing the Security Context URL

Step 1

Step 2

Step 3

Step 4

You cannot change the security context URL without reloading the configuration from the new URL.

The adaptive security appliance merges the new configuration with the current running configuration.
Reentering the same URL also merges the saved configuration with the running configuration. A merge
adds any new commands from the new configuration to the running configuration. If the configurations
are the same, no changes occur. If commands conflict or if commands affect the running of the context,
then the effect of the merge depends on the command. You might get errors, or you might have
unexpected results. If the running configuration is blank (for example, if the server was unavailable and
the configuration was never downloaded), then the new configuration is used. If you do not want to
merge the configurations, you can clear the running configuration, which disrupts any communications
through the context, and then reload the configuration from the new URL.

To change the URL for a context, perform the following steps:

If you do not want to merge the configuration, change to the context and clear its configuration by
entering the following commands. If you want to perform a merge, skip to Step 2.

hostname# changeto context name
hostname/name# configure terminal
hostname/name(config)# clear configure all

If required, change to the system execution space by entering the following command:

hostname/name(config) # changeto system

To enter the context configuration mode for the context you want to change, enter the following
command:

hostname (config) # context name

To enter the new URL, enter the following command:

hostname (config) # config-url new_url

The system immediately loads the context so that it is running.

Reloading a Security Context

You can reload the context in two ways:
e C(Clear the running configuration and then import the startup configuration.
This action clears most attributes associated with the context, such as connections and NAT tables.

e Remove the context from the system configuration.
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Monitoring Security Contexts

This action clears additional attributes, such as memory allocation, which might be useful for
troubleshooting. However, to add the context back to the system requires you to respecify the URL
and interfaces.

This section includes the following topics:
¢ Reloading by Clearing the Configuration, page 5-25
¢ Reloading by Removing and Re-adding the Context, page 5-25

Reloading by Clearing the Configuration

Step 1

Step 2

Step 3

Step 4

To reload the context by clearing the context configuration, and reloading the configuration from the
URL, perform the following steps:

To change to the context that you want to reload, enter the following command:

hostname# changeto context name

To access configuration mode, enter the following command:

hostname/name# configure terminal

To clear the running configuration, enter the following command:

hostname/name(config) # clear configure all

This command clears all connections.
To reload the configuration, enter the following command:

hostname/name(config) # copy startup-config running-config

The adaptive security appliance copies the configuration from the URL specified in the system
configuration.