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Introduction

This document focuses on the migration strategy from an existing Wireless LAN Services Module (WLSM) to a Wireless Services
Module (WiSM). Careful planning and execution is absolutely necessary in the migration from the Cisco WLSM to the Cisco WiSM.

The intended audience for the document includes enterprise network managers and individuals at al levelswithin the IT
infrastructure of an enterprise involved in planning, implementing, or maintaining the WL SM-based wireless networks. A secondary
audience includes individuals involved in providing products and integration services, or support to enterprise I T organizations.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

The information in this document is based on these software and hardware versions;
« Cisco Catalyst 6500 Series WLSM
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« Cisco Catalyst 6500 Series WiSM

The information in this document was created from the devicesin a specific lab environment. All of the devices used in this
document started with a cleared (default) configuration. If your network islive, make sure that you understand the potential impact of
any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Overview

A migration strategy from the Catalyst WLSM to the Catalyst WiSM platform includes planning and execution of these actions:
« Planfor andinstall the Catalyst WiSM.
« Install the Catalyst WiSM platform.
« Install the Cisco Wireless Control System (WCS) network management platform for the Catalyst WiSM.

« Migrate the configurations from the Catalyst WLSM to the Catalyst WiSM-based platform to continue support of all
lightweight and converted autonomous access points.

« Migrate the autonomous 10S® access points to the Lightweight Access Point Protocol (LWAPP)-enabled 10S platform
(beyond the scope of the document).

« Train the support personnel on the Catalyst WiSM platform and solution.

« Clean up the legacy configurations when the migration is complete.

Architectural Differences

Cisco Catalyst 6500 Series WLSM

The Cisco Catalyst 6500 Series WLSM can be installed and configured in any open dot of a 3-, 6-, 9-, or 13-dot Cisco Catalyst 6500
Series Switch equipped with a Supervisor Engine 720. The Cisco Catalyst 6500 Series WL SM works with Cisco Aironet autonomous
access points and the Cisco Works Wireless LAN Solution Engine (WLSE).

The Cisco Catalyst 6500 Series WLSM istypically deployed in the distribution layer or the data center. It israrely deployed in the
wiring closet. An autonomous access point connects to any switch port on any Layer 3 network. Upstream switches or routers do not
have to be configured and no specific VLAN assignment or trunks are required. Before traffic is actively passed, the autonomous
access point can be authenticated as atrusted network device.

One of the most important concepts introduced with the use of the WLSM is the mobility group. A wireless client experiences
seamless roaming (maintains al its IP sessions) when it moves between two access points configured to be a part of the same
mobility group. A mobility group is defined on the access point by a unique mapping between the service set identifier (SSID) for the
radio side and the network 1D for the wired side. The network 1D represents the overlaid logical network built on top of the existing
infrastructure using Generic Routing Encapsulation (GRE) tunnels, and its mapping to the SSID replaces that between the SSID and
the VLAN ID.

Refer to the Cisco Catalyst 6500 Series Wireless LAN Services Module (WLSM) Deployment Guide for detailed information on how
to configure and deploy the WLSM.
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WLSMAVDS

Notethat aVLAN is still associated with each SSID. These VLANSs are nhow defined only on the access point and do not need to be
configured on the access layer or distribution layer switches. The only purpose of the VLAN portion of the configuration isto
provide a binding between the encryption associated with the VLAN to a specific SSID.
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Cisco Catalyst 6500 Series WiSM

The Cisco Catalyst 6500 Series WiSM is amember of the Cisco Wireless LAN Controller (WLC) family also called Cisco Unified
Wireless Networks. The Cisco WiSM works in conjunction with Cisco Aironet lightweight access points (LAPs) and the Cisco WCS.
The Cisco WiSM integrates smoothly into existing Cisco Catalyst 6500 Series Enterprise Networks. It scalesto deliver secure,
enterprise wireless access to main, branch, and remote campuses. It communicates using the LWAPP in order to establish secure
connectivity between access points and modules across Layer 3 networks. From a traffic handling point of view, all datatraffic that
originates from wireless clients associated to the LAPs are encapsul ated by the access points themselves and carried to a WL C, which
aggregates the traffic and represents the single point of ingress and egress for | P traffic to and from the wired network.
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However, these differences exist;
« Trafficistunneled from the access points to the centralized controller, which leverages LWAPP and not GRE.

« Both control and datatraffic is carried via LWAPP. Data traffic uses UDP port 12222, control traffic is encapsulated in UDP
port 12223, and mability messages use UDP ports 16666/16667.

« The control traffic is Advanced Encryption Standard (AES)-encrypted, and the dataisin the clear.

« Thereisnot aseparate logical tunnel for each defined SSID. Only asingle logical tunnel is built between each access point and
the WL C. This LWAPP tunnel is used to carry the data traffic for all the wireless clients associated to the access point,
regardless of the SSID they are associated with.

Cisco WiSM

)
l-:-\.

Wireless
VLANSs

Migration Strategy

Upgrade Product Software

Upgrade the software on these products:
« Supervisor 720 needs to run Cisco 10S Software Release 12.2(18)SXF2 or |ater
» Catalyst 6500 WLSM needsto run 1.4.1 or later
» Catalyst 6500 WiSM needsto run 3.2.78.4 or later
« Cisco Aironet access points need to run Cisco |0S Software Release 12.3.7JA2 or later (in order to be converted to LWAPP)
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Implement Configurations

Implement these configurations:
« Configure the Supervisor 720 to support the Cisco WiSM.
« Configurethe VLAN for the WiSM management interface on the Supervisor 720.
« Configurethe VLAN for the dynamic interface of the WiSM on the Supervisor 720.
« Configure DHCP to scope for the service interface or statically configure the | P address.
o Test the new Layer 3 networks for routing issues.

Refer to the Cisco WiSM Configuration Guide for details on how to compl ete these configurations.

Configure the Catalyst 6500 WiSM to Migrate the SSID from the Catalyst 6500 WLSM

In the case of Cisco WLSM architecture, the SSID configured on an access point is mapped to a mobility network that tunnels al
client traffic to the Catalyst 6500. These multipoint GRE (mMGRE)) tunnels have a single termination point on the Supervisor 720
module of the Catalyst 6500 that hosts the WL SM. The other logical endpoint of the tunnel exists on all access points that participate
in the Layer 3 mobility network. In the case of a Cisco WiSM platform, the SSID is represented as WLAN. Each WLAN is
associated to the management interface or an operator-defined dynamic interface. The operator-defined dynamic interfaces are
analogous to VLANs and act asa DHCP relay for wireless clients.

One mGRE tunnel must be defined on the Supervisor 720 module for each mobility group. Here is an example of an mGRE tunnel
interface on a Supervisor 720. All wireless clients use the | P address of the tunnel interface as the default gateway. The mobility
network-id defines this as a unique mobility network. The mability network-id defined for thistunnel is also defined under one of the
access point SSID definitionsin order to identify its participation in this Layer 3 mobility network.

Note: A mobility group isagroup of wireless clients that are grouped together for some shared characteristic such asacommon
authentication or encryption scheme, or user types such as visitors and employees.

This output shows the configuration on the Supervisor 720:

i nterface Tunnel 172

description to wireless clients

ip address 172.16.1.1 255. 255.255.0
i p hel per-address 10.1.1.11

no ip redirects

i p dhcp snoopi ng packets

tunnel source Loopback100

tunnel node gre nulti point

nmobility network-id 172

This output shows the corresponding configuration on the access point:

i nterface Dot 11Radi 00
no i p address
no i p route-cache
!
encryption vlan 172 node ciphers tkip
!
ssid light
vlan 172
aut henti cati on networ k-eap eap_net hods
aut henti cati on key-managenent wpa
mobi lity-network-id 172

In order to convert this configuration to the WiSM ar chitecture, you need to create a new dynamic/ VLAN interface, assign it
an | P addresson a different subnet, and associate it with a WLAN.

The WLAN interface name correspondsto the SSID name on the Cisco Aironet access points. In thisexampleit is" light" .
When you maintain a similar name, the user experienceis minimal. The only differenceisthe | P address segment from where
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thewirelessclientsare assigned an | P address.

1. Createthe new VLAN in the Supervisor 720 and add it to the VLAN database.

c6506-t (config)#interface vlan 45

c6506-t (config-if)#i p add 172.16.2.1 255.255.255.0
c6506-t (config-if)#no shut

c6506-t (config-if)#end

c6506-t (confi g)#vl an 45

c6506-t (confi g-vlan)#state active

c6506-t (config-if)#end

2. Allow the VLAN in the trunked gigabit interfaces.

c6506-t (config)#interface range gig 1/1-4

c6506-t (config-if-range)#sw tchport node trunk

c6506-t (config-if-range)#sw tchport trunk encap dot1lq

c6506-t (config-if-range)#sw tchport trunk native vlan 201
c6506-t (config-if-range)#sw tchport trunk allowed vlan 201, 45
c6506-t (config-if-range)#m s gos trust dscp

c6506-t (confi g-if-range)#spanni ng-tree portfast

c6506-t (confi g-if-range)#channel -group 1 node on

c6506-t (config-if-range)#end

3. Oncethe VLAN isallowed in the trunked interface, it is allowed automatically in the port-channel interface.

€c6506-t#show run interface port-channel 1
|
i nterface Port-channel 1
swi t chport
swi tchport trunk encapsul ati on dot 1q
switchport trunk native vlan 201
switchport trunk allowed vlan 45,201
swi tchport node trunk
no i p address
end
c6506-t #

4. Complete these stepsin order to create the dynamic interface in the Catalyst 6500 WiSM through the web interface.

. Choose Controller > Interfaces and click New.

W Save Configuration  Ping  Logout  Refresh
MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS  HELP

Controller Interfaces New...

General [% Interface Mame YLAM Identifier IP Address Interface Type Dynamic AP Management

Inventory ap-manager untagged 17220225139 Static Enabled Edit

Interfaces managerment untagoed 17220225135  Satic Not Supported Edit

Metwork Routes servies-port W/ 192.166.2.22 Static Not Supparted Edit

Internal DHCP Server vrtual A 1111 Static Hot Supported Edit

b. Enter an interface name and VLAN ID and click Apply.
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Cisen Smanimn

Save Configuration  Ping  Logout  Refresh

MONITOR  WLANs CONTROLLER 'WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

<Back_| apply |

Controfier Interfaces > New
General interface Name [vlands
Inventory

Interfaces Q vianId ks

c. Enter the appropriate IP address information and the DHCP server information and click Apply.

Congn Sravemy

Save Configuration | Ping  Logout  Refres

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Controller Interfaces > Edit

General

Inventory General Information

Interfaces I’E Interface Name

MNetwork Routes

Internal DHCP Server Interface Address

Mobility Management VLAN Identifier
::EH :S,tr:“:e-:lt:ts IP Address

Spanning Tree Netmash

Ports Gateway

Master Controller Mode
Metwork Time Protocal
QoS Profiles

Physical Information

DHCP Information

Primary DHCP Server

Secondary DHCP Server

Access Gontrol List

ACL Name

< Back Apply

wlands

e
T

The interface is attached to a LAG,

[CERRE

IDI.EI.lfI 1]

[rone =]

d. Choose WL ANs and click New in order to add a new SSID on the Cisco WiSM.

Canen Sratens

Save Configuration  Ping  Logout Refresh

MOMITOR  WlLaNs  CONTROLLER MANAGEMENT COMMANDS  HELP
WLANS WLANS New...
WLANS
WLAMN Admin
WLAN: I WLAN 551D Status Security Policies
AF Groups VLAN
1 secure-1 Dissbled  802.1X Edt Remove Dohilly

e. Add the SSID light and click Apply.

Anchors
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Save Configurabion Ping | Logout Refrash

MANAGEMENT COMMANDS HELP

< Back | apply |

MONITOR  WLANS CONTROLLER  WIRELESS SECURITY
W‘l..l"\l‘a WLAMS = MNew
WLANS ;
WELAN 1D ] =
WLANE | _i
#aF Groups VLK
WLAN S51D [Fgh:

f. Change the interface name parameter to the appropriate VLAN.

Other security parameters, such as the appropriate RADIUS server and encryption settings should correspond to the
configuration on the Cisco Autonomous Access Point. In this example, the Interface name is changed to VL AN45 and

the Layer 2 security type is changed to WPA2.

Cigen Svamims

Firsg

Lagout  Rafrash

MANAGEMENT

CONTROLLER WIRELESS
WLANS WLANS = Edit
W&'M WLAM 1D -
WLANS -
AP Groups WLAN WLAN 551D light
General Policies
Radio Policy all =
Adrn Stabus W Enabled

Session Timeout (Fos) |:|.$Dl:l

Guality of Service {905} [Silver [best efforty =]

IDII--HIIEI! = |

[T Chiert CAC Limat [~ AP CAC Lifmit

WM Palicy

7920 Phone Sypport
Broadcast 5510 ¥ Enabled
Allaw AAA Dwverride [C Enasbled

Exbernal Policy Walidation [~ Ensbled

W Ensbled =* IW

Timeout Value (Fe0s)

Client Exclusion

DHCP Server [ Overnide
DHCP Addr. Assignment [ Required
Interface Narme I\-:.:nqg " |

Hereisthe new SSID light.

< Back | Apply I
Security Policies
IFvé Ensble r
Layer 2 Security [wraz =1
© MAC Filtering
Layer 3 Security Heng -

C web Palicy =

* web Policy cannct be used in combination with [Peec
and LETP.

** whan disnt exclusion is enabled, & tmeout valus of
zero means infinity{will require administrative ovemds o
ragat axcluded chants)

CONTROLLER  WIRELESS SECURITY
WLANS WLANS
WLAMNSE WLAN Admin
WLANS Im WLAN SS1D Status
AP Groups VLAN
i smcure:1 Desabled
2 bght Enabled

Save Configuration  Ping  Logout Refresh
MAMAGEMENT COMMAMNDS HELH
MEW...
Sedirity Palicies
; N Mokilr
&02.1% Edit Remgve ﬁ_guxﬁ 5
REN (B02.1x) Edit Remove m

g. If anew SSID isused, no other configurations are required. If an existing SSID is used, upgrade only one RF domain at
atimein order to prevent mobility issues between the Catalyst 6500 WSLM and Catalyst 6500 WiSM.

h. Once the WLANSs are configured, check if the WLAN policies are correct. For example, ACL, QoS, and so forth.

i. Make sure Cisco WCSis up and running and is ready to be configured to manage the Cisco WiSM.
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LWAPP Conversion of the Access Point

Migration from autonomous access point mode to lightweight mode is possible on these Cisco Aironet access point platforms:
« All Cisco Aironet 1130 AG Access Points
« All Cisco Aironet 1240 AG Access Points

o For al 10S-based 1200 Series Modular Access Point (1200/1220 Cisco 10S Software Upgrade, 1210 and 1230 AP) platforms,
it depends on the radio:

o if 802.11G, MP21G and MP31G are supported
o if 802.11A, CB21A and CB22A are supported

» The Cisco Aironet 1200 Series Access Points can be upgraded with any combination of supported radios G only, A only, or
both G and A.

. Access points must run Cisco |0S Software Release 12.3(7)JA or later before you can perform the upgrade. Refer to Upgrading
Autonomous Cisco Aironet Access Points to Lightweight Mode for more information on the conversion procedure.

Access Point Distribution Among Controllers on the Cisco WiSM

If an access point is already configured with a static |P address, the access point retains the | P address after it is converted from the
autonomous mode to the LWAPP mode. If the access point is not on the same Layer 2 |P subnet as the controller, then DNS
resolution of CISCO-LWAPP-CONTROLLER@Iocadomain isthe only guaranteed controller discovery mechanism. The upgrade
utility can configure a name server before you load Cisco 10S Software Release 12.3(7)JX. Verify that the name server can properly
resolve CISCO-LWAPP-CONTROL L ER@localdomain before you start the upgrade procedures.

Y ou can also use the vendor-specific DHCP option 43 to return one or more controller |P addresses to an access point in the DHCP
offer message. The access point sends an LWAPP discovery message to the management | P address of the controller it receivesin
DHCP option 43. Refer to Appendix A: Configuring DHCP Option 43 for Lightweight Cisco Aironet Access Points on Windows
2003 Enterprise DHCP Server for more information on how to configure DHCP option 43 in a Windows 2003 Enterprise DHCP
Server.

Test with a Limited Number of Access Points

Start the migration process with a single access point at alocation which is easily accessible by the administrator and then attempt to
do aremote location. Once access points are converted to LWAPP mode and the Cisco WiSM configuration is completed, test the
wireless clientsfor:

o Security settings
» Standard applications like email, Internet access, database applications, and so forth

« Smooth roaming between access points and check to seeif the clients retain the 1P addresses while roaming between access
points.

« Any Transmission Control Protocol (TCP) Maximum Segment Size (M SS) issues download large Internet pages or transfer
filesusing File Transfer Protocol (FTP).

« Acceptable throughput from the wireless access points as per design

Full Deployment

In order to move quickly through larger access point numbers, install the upgrade utility on more than one machine for the
simultaneous conversion of multiple autonomous access points to L WA PP-capabl e access points.
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Troubleshoot

Follow normal troubleshooting procedure for specific problemsin the WLC. Refer to Wireless LAN Controller (WL C) Troubleshoot
FAQ for more details on troubleshooting.

NetPro Discussion Forums - Featured Conversations

Networking Professionals Connection is aforum for networking professionals to share questions, suggestions, and information about
networking solutions, products, and technologies. The featured links are some of the most recent conversations available in this
technology.

|NetPro Discussion Forums - Featured Conversations for Wireless

|Wi reless - Mobility: WLAN Radio Standards

|Wi reless - Mobility: Security and Network Management
|Wire|eﬁs- Mobility: Wireless IP Voice and Video

|Wi reless - Mobility: Getting Started with Wireless

|Wi reless - Mobility: General

Related Information

« WLAN Technology Support

« LWAPP Upgrade Tool Troubleshoot Tips

« Catalyst 6500 SeriesWirelessL AN Services Module Configuration Note
« Cisco Catalyst 6500 SeriesWirelessL AN ServicesModule- Q & A

« Technical Support & Documentation - Cisco Systems
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