Solutions Products Ordering Partners Training

Sample Configurations

DHCP Option 43 for Lightweight Cisco Aironet
Access Points Configuration Example

Contents

I ntroduction

Prerequisites
Requirements
Components Used

Conventions
Vendor Specific DHCP Options
Microsoft DHCP Server
Cisco 1000 Series APs
Lightweight Cisco Aironet 1130, 1140, 1240, and 1200 Series APs
Cisco IOSDHCP Server
Cisco Aironet 1130, 1140, 1200, 1240 APs
Cisco Aironet 1000 Series APs
Linux |SC DHCP Server
Cisco Network Registrar DHCP Server
Lucent QIP DHCP Server
Verify
Troubleshoot
Cisco Support Community - Featured Conver sations
Related | nformation

Introduction

TAC Notice:
What's Changing
on TAC Web

Help us help

you.
O

Please rate this
document.

O Excellent
O Good
O Average

O Fair
O Poor

O

This document
solved my
problem.

O Yes
O No
(O Just browsing

O

Suggestions for
improvement:

(256 character limit)

O

Send

When Cisco's Wirelesss Unified Architecture is deployed, the Lightweight Cisco Aironet Access Points (AP) can use a
vendor specific Dynamic Host Control Protocol (DHCP) Option 43 to join specific Wireless LAN Controllers (WLCs)
when the WL C isin adifferent subnet than the LAP. This document describes how to use DHCP Option 43 and provides
sample configurations for DHCP Option 43 for lightweight Cisco Aironet (APs) for these DHCP servers:

. Microsoft Windows 2003 Enterprise DHCP Server
. Cisco |OS DHCP Server

. Cisco Network Registrar DHCP Server
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. Lucent QIP DHCP Server

Refer to Wireless LAN Controller and Lightweight Access Point Basic Confiquration Example for information on how to
configure an AP to joinaWLC.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
. Basic knowledge of DHCP
. Basic Knowledge of the Windows DHCP server configuration
. Basic Knowledge of the Linux DHCP server configuration
Components Used
This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the devices used in this
document started with a cleared (default) configuration. If your network is live, make sure that you understand the potential
impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Vendor Specific DHCP Options

RFC 2132 defines two DHCP Options that are relevant to vendor specific options. They are Option 60 and Option 43.
DHCP Option 60 isthe Vendor Class Identifier (VCI). The VCI isatext string that uniquely identifies atype of vendor
device. Table 1 liststhe VCls used by Cisco access points.

Tablel

Access Point Vendor Class Identifier (VCI

Cisco Aironet 1000 series | Airespace. AP1200
Cisco Aironet 1100 series | Cisco AP ¢1100
Cisco Aironet 1130 series | Cisco AP ¢1130
Cisco Aironet 1140 series | Cisco AP ¢1140
Cisco Aironet 1200 series | Cisco AP ¢1200
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Cisco Aironet 1230 series

Cisco AP c1200

Cisco Aironet 1240 series

Cisco AP c1240

Cisco Aironet 1250
Series

Cisco AP c1250

Cisco Aironet 1300 series

Cisco AP c1310

Cisco Aironet 1500 series

Cisco AP ¢15001
Cisco AP.OAP15002
Cisco AP.LAP15053
Cisco AP.LAP15104
Cisco AP c1520

Airespace. AP1200°

Cisco 3201 Lightweight

86x/88x series |SRs

Access Point Cisco Bridge/AP/WGB ¢3201
Cisco 521 Wireless _

Express Access Point Cisco AP c520

APBOL (embeddedin | o Apgot

1Any 1500 Series AP that runs 4.1 software

21500 OAP AP that runs 4.0 software

31505 Model AP that runs 4.0 software

41510 Model AP that runs 4.0 software

SAny 1500 Series AP that runs 3.2 software

Option 60 isincluded in the initial DHCP discover message that a DHCP client broadcasts in search of an | P address.

In order to facilitate AP discovery of WLAN controllers that use DHCP Option 43, the DHCP server must be programmed
in order to return one or more WLAN controller management interface | P addresses based on the VCI of the AP. In order to
do this, program the DHCP server in order to recognize the VCI for each access point type, and then define the vendor

specific information.

On the DHCP server, the vendor specific information is mapped to VCI text strings. When the DHCP server sees a
recognizable VCI in aDHCP discover from a DHCP client, it returns the mapped vendor specific information in its DHCP
offer to the client as DHCP Option 43. On the DHCP server , option 43 and 60 are defined in each DHCP pool (Scope) that

offers |P address to the LAPs.




RFC 2132 defines that DHCP servers must return vendor specific information as DHCP Option 43. The RFC allows
vendors to define encapsulated vendor-specific sub-option codes between 0 and 255. The sub-options are al included in the
DHCP offer as type-length-value (TLV) blocks embedded within Option 43. The definition of the sub-option codes and
their related message format is left to the vendors.

When DHCP servers are programmed to offer WLAN Controller |P addresses as Option 43 for Cisco 1000 series APs the
sub-option TLV block is defined in thisway:

. Type—O0x66 (decimal 102)

. Length:—A count of the characters of the ASCII string in the Vaue field. Length must include the commasiif there
is more than one controller specified, but not a zero-terminator.

. Value:—A non-zero terminated ASCII string that is a comma-separated list of controllers. No spaces should be
embedded in the list.

When DHCP servers are programmed to offer WLAN Controller |P addresses as Option 43 for Cisco Aironet LAPs, for
example, Cisco Aironet 1130, 1140, 1200, 1230 and/or 1240 series access points, the sub-option TLV block is defined in
thisway:

. Type—Oxfl (decimal 241)
. Length—Number of controller |P addresses * 4
. Value—List of the WLC management interfaces, typically trandated to hexadecimal values

The semantics of DHCP server configuration vary based on the DHCP server vendor. This document contains specific
instructions on the Microsoft DHCP server, Cisco |0S DHCP server, Cisco Network Registrar DHCP server and Lucent
QIP DHCP Server. For other DHCP server products, consult the vendor documentation for instructions on vendor specific
options.

Microsoft DHCP Server

This section describes the configurations necessary on the Microsoft DHCP server in order to use DHCP Option 43 for
WLAN Controller discovery.

Cisco 1000 Series APs

This section describes how a Windows DHCP server is configured in order to return vendor specific information to Cisco
1000 APs. Y ou need to know this key information:

. Vendor Class Identifier (VCI)
. Option 43 sub-option code
. Management | P address(es) of WLAN controller(s)

The VCI for aCisco 1000 series AP is always Airespace. AP1200. As stated, the Option 43 sub-option code for the Cisco
1000 series access pointsis type 102 (0x66). The example configurations are done with the Microsoft Management Console



(MMC) utility. You can also use the DHCP Server Utility. The steps are virtually identical.

1. Create anew vendor classin order to program the DHCP server to recognize the VCI Airespace. AP1200. In the
MMC, right-click the DHCP server icon, and choose Define Vendor Classes.

L2 pHCP 1ol =]
Action  Wiew & = @@ @ g_
Tree | DHCP
g;."_i_;‘-H_cpi C‘nrtents af OHCP St
L&) cab-bd-2k. windows-users.clents o, Running
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Pelete
Refresh
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Defirne wendor specific opbion classes

2. Click Add in order to create the new class.

DHCP Yendor Classes EE3 |

Ayailable clagses:

M ame | D escription | Add...
Microsaoft O ptions Microsoft wendor-specific ophion... _
Microsaoft \Windows 20...  Microzoft vendor-specific option... Edit...

Microsoft \Windows 38 ... Microzoft vendor-specific option...

Bemowe

Cloze |

3. Enter avalue for the Display Name. In this example, Airespace is used as the Display Name. Also, add a short
description of the vendor classin the Description field. Add the Vendor Class Identifier string. In order to do this,




click the ASCII field, and type in the appropriate value, in this case Airespace. AP1200. Click OK.

Dizplay name:;

Alrezpace

D escription:
Cizco 1000 zenes AP

ID: Binan: ASCII:
oooo 41 69 72 65 73 70 6l 63 Airespac
ooog 65 2E 41 S50 31 32 30 30 =.AP1Z00
anio

k. Cancel
4. Thenew classis created. Click Close.
DHCP ¥endor Classes EHE
Available clazses:
M ame | Description |
ticrozoft Optionz Microzoft vendor-specific option... _
Microzoft wWindows 20, Microzoft vendor-zpecific option... Edit...
Microzoft Windows 93 ... Microgzoft vendor-zpecific option...
Airezpace Cizco 1000 zeries &F Eemove

Claze |

5. Add an entry for the WLAN controller sub-option in the Predefined Options for the newly created Vendor Class.
Thisiswhere you define the sub-option code type and the data format that is used to deliver the vendor specific
information to the APs. In order to create a Predefined Option, right click server icon, and choose Set Predefined

Options.




L2 DHCP =100
action vew | & = [BA@| D @ &

Tree | Server Options
&2 DHCP -
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6. A new window opens. Set the Option class to the value you configured for the vendor class. In thisexample, itis
Airespace. Click Add in order to define the option code.

Predefined Options and ¥Yalues 2| x| |
Option clazs: I.-'-‘-.irespac:e j
O ption name: I j
Add. Edit.. Delete |
Dezcription: I
—Walue

QFk. Cancel




7. The Option Type box appears. In the Name field, enter a descriptive string value, for example, Airespace | P
provision. Choose Binary asthe Data Type. In the Code field, enter the sub-option value 102. Enter a Description, if

desired. Click OK
Option Type
Class:
I amne;
Data type:
Code:
D escription:

i E3
Alrespace
Airezpace [P Provision
Binary j | Aray
102
IP delivery option
ak. Cahcel

8. The new Predefined Option appears. Click OK. This completes the creation of the Vendor class and sub-option type

needed in order to

support controller discovery.

9. Right-click the Server Optionsfolder under the DHCP scope, and choose Configure Options.

L2 DHCP

Action iiawl'ﬂ;l* Hﬂ@ &

I [=] E3

Tree |

& DHCP

= [ cat-td-Zwindows-users. dients.com [10,77,244.157] (1

Corfigure Options, .,

Servar options are additional configuration
parameters that a DHCP server can assign to DHCP
Rafrach clients. For exarmple, some commonly wsed options
~ include IP addresses for default gateways (routers),
Heip WINS servers, and DNS servers.

Server options act as defaults for all scopes. You
can override each of these server options by
defining the ophion i Soope Options,

To set the server options, on the action mend, ©lick
Configure Options,

For more information about server aptions, see
anling Help.

Configure servar options

10. The Scope Options box appears. Click the Advanced tab. Choose the Vendor Class that you plan to use, in this case,

Airespace.



11. Choose the predefined 102 sub-option to assign to this scope. In the Data Entry area, enter the controller
management | P address(es) to return to the APs in the ASCII section. Thisisacommadelimited list. Thereisa
period (.) intheinitial empty Data Entry area. Make sure you remove this period from the list of 1P addresses added
in the dataentry area.

server Options EHE |

General  Adwanced |

Wendor class: I.&irespace j
Uzer class: I Default User Class j
Available Optionz | D escription

102 direzpace 1P Provision [P deliven option

—Data entry
Drata: Binane: ASCI:
gooo 31 39 32 ZE 31 36 38 ZE 192 1a8.
ooos 31 30 2E 35 2C 31 39 32 10.5.19%
oolo 2E 31 36 38 2E 31 30 ZE . 168.10.
ools 32 30 20
] Cancel Apply

12. Thisisan example of the results.
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13. Once you complete this step, the DHCP Option 43 is configured. This DHCP option is available for al the DHCP
scopes that are configured in the DHCP server. So when the LAPs request for an | P address, the DHCP server sends
the option 43 aswell asto the LAPs.

Note: Refer to Creating Scopes on Microsoft 2003 server. El for more information on how to create a DHCP scope
on the WLC.

Lightweight Cisco Aironet 1130, 1140, 1240, and 1200 Series APs

This section shows how the Windows DHCP server is configured in order to return vendor specific information to the other
lightweight Cisco Aironet series APs. Y ou need to know this key information:

. Vendor Class Identifier (VCI)

. Option 43 sub-option code

. Management | P address(es) of WLAN controller(s)
The VCI for alightweight Cisco Aironet series access point is specific to each model type. In order to support more than
one AP model, aVendor Class must be created for each model type. The Option 43 sub-option code for the other Cisco

Aironet series access pointsistype 241 (Oxf1).

1. In order to configure these options in the Windows DHCP server, open the DHCP Server Administration Tool or
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MMC. Right-click the DHCP root, and then choose Define Vendor Classes.
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Define vendor specific opbion classas

2. The DHCP Vendor Classes utility appears. Click Add.

DHCP ¥endor Classes 7| x|

Sevailable clazzes:

VEE | Diezcription | Add...

Microzaft Options Microzoft vendar-zpecific option... .

Microzaft Windows 20...  Microzoft vendor-specific option... Edit...

Microzaft Windows 93 ... Microzoft vendor-specific option...

Airezpace Cizoo 1000 zenes AP Bemove
Cloze

3. A New Class configuration box appears. Enter avalue for the Display Name field, for example, Cisco Aironet 1130
AP, and an appropriate description. Click the ASCII Section and enter the appropriate string value for the Vendor
Class Identifier. Click OK. Then, click Close on the DHCP Vendor Classes window.



Mew Class EHE

Dizplay name;

Cizco 1130 senies AP

D ezcription:

Wendar Clazs [dentifier for Cieco 1130 zenesz AP

1D Binany: ASCII:

ooono 43 69 Y3 63 6F 20 41 50 Ci=s=co AP

goog 20 63 31 31 33 30 =1130|
aE. Cancel

4. Add an entry for the WLAN controller sub-type as a pre-defined option configured for the Vendor Class. Right-click
the DHCP Server Root, and then choose Set Predefined Options.

5. Choose the newly created Vendor Option Class in the Option Class field, and then click Add.

6. The Option Type box appears. In the Name field, enter a string value, for example, Option 43. Choose | P Address
asthe Data Type. Check the Array check box. In the Code field, enter the sub-option code value 241 (0xf1). Enter a
Description if desired. Click OK.

Predefined Options and Yalues Kl E3||] 0ption Type [ ]

[Ophing chazs IL;'*':"-‘ 1130 zenez AP 3 Class: Crzco 1730 zenes AP

Dpptian name: | x| M ame: |':| prion 43

Add . | Ed I BEEE | Diata lype: | 1P fddress T
ode: 241
D escnption: I L |
Desciiption |[WLAN Contoller IF Addressed
Vg
ok I Cancel

ok | cance




7. The Vendor Class and sub-option are now programmed into the DHCP server. Now, the vendor specific information
must be defined for the AP DHCP scope. Choose the appropriate DHCP scope. Right-click Scope Options, and
choose Configure Options.

8. Click the Advanced tab. Choose the Vendor Class you previously defined. Check the 241 Option 43 check box, and
then enter each WL C management interface | P address. Click Apply.

. A e m— (P —

Server Options EHE [

General advanced |

Yendor class: I Cizca 1130 senes AP j
Uszer clazs: IDefauIt Uzer Class j
dyailable Ophionz | D escription |
241 Option 43 WLk Contraller P Addreszes
— D ata entry
Server name:

I Fesalve |

IP address:
|13z 168 20 & Add
192.168.10.5 Bemove
Up
[
Ok Carcel Apply

9. Once you complete this step, the DHCP Option 43 is configured. This DHCP option islP address, the DHCP server
sends the option 43 as well asto the LAPs. Here is an example, which shows the DHCP option 43 that is made
available for anewly created DHCP scope, Cisco.
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Note: A Vendor Class and sub-options must be defined for each type of lightweight Cisco Aironet AP.

Cisco I0S DHCP Server

Cisco Aironet 1130, 1140, 1200, 1240 APs

The Cisco 10S DHCP server only allows Option 43 definitions for one device type for each DHCP address pool, so only
one AP type can be supported for each DHCP address pool. Compl ete these steps in order to configure DHCP Option 43 for
lightweight Cisco Aironet access points in the embedded Cisco |OS DHCP server:

1. Enter configuration mode at the Cisco |OS command line interface (CLI).

2. Create the DHCP pool, which includes the necessary parameters, such as the default router and server name. Thisis
an example DHCP scope:

i p dhcp pool <pool nane>

network <i p networ k> <net mask>

defaul t-router <default-router |P address>
dns-server <dns server |P address>

3. Add the Option 60 line with this syntax:
option 60 ascii "VCl string of the AP"
Note: Avoid raw DHCP Option 43 without the specification of aVCl if possible. Raw DHCP Option 43 limits the
DHCP server to support a single device type for vendor specific information for each DHCP scope. Also, every

DHCP client receives the Option 43 valuesin a DHCP Offer, regardless of whether the values are relevant to the
device.



4. For the VCI string, use the value from Table 1. The quotation marks must be included.

5. Add the Option 43 line with this syntax:
option 43 hex <hexadeci mal string>

The hexadecimal string in Step 4 is assembled as a sequence of the TLV values for the Option 43 sub-option: Type +
Length + Value. Type is aways the sub-option code Oxf1. L ength is the number of controller management IP
addressestimes 4 in hex. Valueisthe IP address of the controller listed sequentially in hex.

For example, suppose there are two controllers with management interface 1P addresses, 192.168.10.5 and
192.168.10.20. The typeisOxfl. Thelengthis2 * 4 = 8 = 0x08. The | P addresses trandlate to c0a80a05
(192.168.10.5) and c0a80al4 (192.168.10.20). When the string is assembled, it yields f108c0a80a05c0a80al4. The
Cisco 10S command that is added to the DHCP scope is:

option 43 hex f108c0a80a05c0a80al4
Cisco Aironet 1000 Series APs

The Cisco 10S DHCP server only alows Option 43 definitions for one device type for each DHCP address pool, so only
one AP type can be supported for each DHCP address pool.

Complete these steps in order to configure DHCP Option 43 for lightweight Cisco Aironet access points in the embedded
Cisco |0S DHCP server:

1. Enter configuration mode at the Cisco IOS CLI.

2. Create the DHCP pool, which includes the necessary parameters, such as default router and server name. Thisisan
example DHCP scope:

i p dhcp pool <pool nane>

network <i p network> <net mask>
default-router <default-router |P address>
dns-server <dns server |P address>

3. Add the Option 60 line with this syntax:
option 60 ascii "Airespace. AP1200"
The guotation marks must be included.
4. Add the Option 43 line with this syntax:
option 43 ascii "Comma separated |IP address list"

Note: The quotation marks must be included. No sub-option value needs to be defined in the Cisco |OS DHCP
server for Cisco 1000 series access points.

For example, if you configure Option 43 for Cisco 1000 series APs with the controller IP Management | P addresses



192.168.10.5 and 192.168.10.20 add this line to the DHCP pool in the Cisco |OS CLI:

option 43 ascii "192.168.10.5, 192. 168. 10. 20"

Note: Y ou must use the management interface of the WLAN controller. The Cisco |OS DHCP server islimited to one
Option 43 for each DHCP pool, so you can only configure a DHCP scope for a single access point type.

Linux ISC DHCP Server

The information in this section describes how the Linux ISC server is configured in order to return vendor specific
information to lightweight Cisco Aironet series APs. This example configures the Linux 1SC server to return vendor
specific information to the 1140, 1200, 1130 and 1240 series Lightweight APs. This configuration can be modified and

applied to other series of LAPs.

ddns-update-style interim
al | ow boot p;
option space Ci sco_LWAPP_AP;

option G sco LWAPP_AP. server-address code 241 = array of i p-address;

subnet 192. 168. 247. 0 net mask 255. 255. 255.0 {

aut horitative;

option routers 192.168. 247. 1,

option subnet-nmask 255.255. 255. 0;

opti on donmai n- nane "ci sco. conf

opti on domai n- nane-servers 192. 168. 247. 2, 192. 168. 247. 3;
range dynam c-bootp 192.168.247.11 192. 168. 247. 254;
defaul t-I ease-tinme 300;

class "Cisco-AP-c1140" {

match if option vendor-class-identifier = "Cisco AP c1140";
option vendor-class-identifier "G sco AP c1140";

vendor - opti on-space G sco_LWAPP_AP;

option G sco LWAPP_AP. server-address 192.168.247.5; }

class "G sco AP c1200" {

match if option vendor-class-identifier = "G sco AP ¢c1200";
option vendor-class-identifier "G sco AP c1200";

vendor - opti on-space C sco_LWAPP_AP;

option G sco LWAPP_AP. server-address 192.168. 247.55; }

class "G sco AP c1130" {
match if option vendor-class-identifier = "G sco AP ¢c1130";
option vendor-class-identifier "G sco AP c1130";

vendor - opti on-space C sco_LWAPP_AP;
option G sco LWAPP_AP. server-address 192.168. 247.5; }

class "G sco AP c1240" {



match if option vendor-class-identifier = "G sco AP c1240";
option vendor-class-identifier "G sco AP c1240";

vendor - opti on-space C sco_LWAPP_AP;

option G sco LWAPP_AP. server-address 192.168. 247.5; }

}
Cisco Network Registrar DHCP Server

The Cisco Network Registrar DHCP server supports Vendor Specific attributes. However, the configuration of these
attributes is not possible with the graphical interface. The CLI must be used.

Complete these configuration steps in order to support L 3-LWAPP Discovery with DHCP Option 43:

Note: The CLI Command tool can be found in the Network registrar directory: C:\Program Files\Network Registrar\BIN
\ nrcmd.bat

1. Log into the DHCP server. Complete these steps:

username: admn

passwor d:

100 Ck

sessi on:
cluster = | ocal host
defaul t-fornmat = user
user-nane = adnin
visibility =5

nrcnd>

2. Create the Vendor Class Identifier for Cisco AP1000 Series APs:

nrcnd> vendor-opti on airespace create Airespace. AP1200
100 Ck
ai respace

name = airespace

read-only = di sabl ed

vendor-class-id = Al respace. AP1200

Create the Vendor Class Identifier for Cisco AP1200 Series APs:

nrcnd> vendor-option aironet1200 create "G sco AP c¢1200"
100 Ck
ai ronet 1200:

name = aironet

read-only = di sabl ed

vendor-class-id = “Cisco AP c1200”

Note: For other models of LAP, replace the vendor-class-id parameter with the specific VCI string from Table 1.



3. Associate the values that can be sent in the DHCP Offer by the server when it receives a request with Option 60 set
to Airespace. AP1200. The DHCP Option 43 can support multiple values in the same Option 43 field. These options
need to be identified individually by a subtype.

In this case, only one value is required, without any subtype. However, the CNR configuration requires that you
create a subtype option:

For Cisco AP1000 Series APs;

nrcnd>vendor - opti on airespace definesuboption controller_ip 1

BYTE_ARRAY
no- subopt i on- opcode, no- subopti on-1 en
100 &
controller _ip(l) : byte_array(no-suboption-opcode, no-subopti on-
| en)

For Cisco AP1200 Series APs;

nrcnd>vendor - opti on ai ronet 1200 defi nesuboption controller_ip 241
| PADDR_ARRAY
100 &
Controller_ip(241) : ipaddr_array
100 &
vendor - option aironet1200 enabl e read-only
100 &
r ead- onl y=enabl ed
nrcrmd>pol i cy system default_policy setVendorOQption aironet1200
controller_ip 1.2.3.4,2.3.4.5
100 Ok
ai ronet 1200 control l er_i p[0] (241) | PADDR_ARRAY(1l) = 1.2.3.4,2.3.4.5

4. However, in order to hide the subtype feature and send only arow string (BY TE_ARRAY) with the IP values, CNR
supports specific flags in order to remove the subtype ids and length. These are no-suboption-opcode and no-
suboption-len flags.

For Cisco AP1000 Series APs;

nrcnd>vendor-option |i st

100 Ck

ai respace
name = airespace
read-only = di sabl ed
vendor-class-id = Al respace. AP1200

nrcnd> vendor-option airespace |istsuboptions
100 &

control ler _ip(241) : byte_array(no-suboption-opcode, no-subopti on-
| en)

For Cisco AP1200 Series APs;



nrcnd>vendor-option |i st

100 Ck

ai respace
name = ai ronet 1200
read-only = enabl ed
vendor-class-id = aironet 1200

nrcd>vendor - opti on aironet 1200 |i stsubopti ons
100 &

control ler_ip(241) : ipaddr_array(no-suboption-opcode, no-
subopti on-1 en)

5. Associate values based on the DHCP pools:
For Cisco AP1000 Series APs:

nrcnd>pol i cy VLAN-52 setvendoroption airespace controller_ip

31: 30: 2E: 31: 35: 30: 2E: 31: 2E: 31: 35: 2C: 31: 30: 2E: 31: 35: 30: 2E: 35: 30: 2E: 31: 35: 2C
100 Ck

ai respace controller _ip[0] (1) BYTE ARRAY(1l) =

31: 30: 2e: 31: 35: 30: 2e: 31: 2e: 31: 35: 2c: 31: 30: 2e: 31: 35: 30: 2e: 35: 30: 2e: 31: 35: 2¢c

For Cisco AP1200 Series APs;

nrcrmd>pol i cy system default_policy setVendorOQption aironet1200
controller_ip 1.2.3.4,2.3.4.5

100 &

ai ronet 1200 control I er _ip[0] (241) | PADDR_ARRAY(1l) = 1.2.3.4,2.3.4.5

In this example, the DHCP Pool named VLAN-52, which is already defined in CNR by the graphical interface, is
configured with Option 43 10.150.1.15,10.150.50.15 when it receives a request from an Airespace. AP1200 device.

Note: 31:30:2e:31:35:30:2e:31:2e:31:35:2¢:31:30: 2e:31:35:30: 2e:35:30: 2e:31: 35: 2c is the hexadecimal
representation of the string 10.150.1.15,10.150.50.15.

6. Finaly, save the DHCP configuration and reload.

nrcnd>save
100 &k

nrcnd>dhcp rel oad
100 &
nrcnd>exi t

Refer to Managing Advanced DHCP Server Properties for more information on Vendor-Options configurations on a Cisco
CNR DHCP server.

Lucent QIP DHCP Server


http://www.cisco.com/en/US/docs/net_mgmt/network_registrar/6.1/user/guide/14AdDHCP.html

This section provides afew tips for how to configure the Lucent QIP DHCP server in order to return vendor specific
information to lightweight Cisco Aironet series APs.

Note: For complete information and the stepsinvolved, refer to the documentation provided by the vendor.

The DHCP Option 43 can contain any vendor specific information. The DHCP server passes thisinformation in the form of
a hex string to the clients that receive the DHCP offer.

On the Lucent QIP DHCP server, the vendor specific information can be provided on the DHCP Option Template-
M odify page. Y ou see the Active Optionsin this screen on the right side. Choose Vendor Specific Options and enter the
information in the Value field, as shown.
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In order to include the Controller IP addresses in the DHCP option 43 message, enter the information to the DHCP Option
template in QIP asasingle hex value: [ip hex]

In order to send more than one | P address with DHCP Option 43, enter the information to the DHCP Option template in QIP
asasingle hex value[ip hex ip hex] and not [ip hex],[ip hex]. In this case, the commain the middle causes problems for
DHCP to parse the string passed from QIP.

For example, suppose there are two controllers with management interface IP addresses, 192.168.10.5 and 192.168.10.20.
ThetypeisOxfl. Thelengthis2* 4 = 8 = 0x08. The IP addresses trandate to c0a80a05 (192.168.10.5) and c0a80al4
(192.168.10.20). When the string is assembled, it yields f108c0a80a05c0a80al4. On the Lucent QIP DHCP server, the hex
string that needs to be added to the DHCP scopeis:

[f 108c0a80a05c0a80al4]

The hex string must be given within square brackets. The sguare brackets are mandatory. Once the DHCP option 43 is



modified to reflect this value, the LAPs are able to find and register with the controller.
Verify
Use this section in order to verify your configuration.

If you use 1130 /1200/1230/1240 series LAPs, which have a console port, you can check that the WLC IP addresses are
provided to the LAPs during DHCP | P address assignment. Thisis a sample output from a Cisco 1230 series LAP:

*Mar 1 00:00:17.497: %. NEPROTO 5- UPDOWN: Line protocol on Interface
Dot 11Radi 01, changed state to down
*Mar 1 00:00:17.898: %. NEPROTO 5- UPDOMN: Li ne protocol on Interface
Dot 11Radi 00, changed state to down
*Mar 1 00:00:25.352: %O0T11-6- FREQ USED: | nterface Dot 11Radi 00,
frequency
2447 sel ected
*Mar 1 00:00:25.353: %.1 NK-3-UPDOM: | nterface Dot 11Radi 00, changed
state
to up
*Mar 1 00:00: 26. 352: %.1 NEPROTO- 5- UPDOMN: Li ne protocol on Interface
Dot 11Radi 00, changed state to up
*Mar 1 00:00: 29. 440: % WAPP- 5- CHANGED: LWAPP changed state to DI SCOVERY
*Mar 1 00:00:29.475: % . NK-5- CHANGED: Interface Dot 11Radi 00, changed
state
to reset
*Mar 1 00:00:29.704: %. NK-3-UPDOM: Interface Dotl1llRadi ol, changed
state
to up
*Mar 1 00:00:30.121: Loggi ng LWAPP nessage to 255.255. 255. 255.

¥BYS- 6- LOGE NGHOST_STARTSTOP: Loggi ng to host 255. 255. 255. 255 started -
CLI
initiated
%1 NK- 3- UPDOWN: | nterface Dot 11Radi 00, changed state to up
%1 NK- 5- CHANGED: I nterface Dot 11Radi 01, changed state to reset
%1 NK- 3- UPDOWN: I nterface Dot 11Radi 0l, changed state to up
%.1 NK- 5- CHANGED: I nterface Dot 11Radi 00, changed state to reset
%1 NK- 3- UPDOWN: | nterface Dot 11Radi 00, changed state to up
%.1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Dot 11Radi ol, changed
state
to up
Transl ati ng " Cl SCO LWAPP- CONTRCLLER'. . . domai n server (255.255. 255. 255)
YOHCP- 6- ADDRESS ASSI GN: I nterface FastEthernet0 assi gned DHCP address
20.0.0.6, nmask 255.0.0.0, hostnanme APOOlb. d4e3. a81b
%4 WAPP- 3- CLI ENTEVENTLOG. Control |l er address 192. 168. 10. 5 obt ai ned t hrough
DHCP
% WAPP- 3- CLI ENTEVENTLOG. Control |l er address 192. 168. 10. 5 obt ai ned t hrough
DHCP

If you use a Cisco |OS DHCP server, issue the show ip dhep binding command in order to view the list of the DHCP
addresses assigned to DHCP clients. Here is an example:



2800- | SR- TSVEEB#show i p dhcp bi ndi ng

Bi ndings fromall pools not associated with VRF:

| P address Cient-1D Lease expiration Type
Har dwar e addr ess/
User nane

192.168.25.1 000b. 855b. f bd0O Jun 29 2007 11:49 AM

Aut omati c

On the WLC CLI, you can issue the show ap summary command in order to verify that the APs registered with the WLC.
Hereisan example:

((Cisco Controller) >show ap sunmary

AP Nanme Slots AP Model Et hernet MAC Locati on
Por t

ap: 5b: fb: dO 2 AP1010 00: Ob: 85: 5b: fb: dO default_I ocation

If you have Wireless LANSs configured, you can issue the show client summary command in order to see the clients that
are registered with the WLC:

(G sco Controller) >show client summary
Nunmber of Cients........ ... ... .. . . .. ... 1

MAC Addr ess AP Nane St at us WLAN  Aut h
Pr ot ocol Por t

00: 40: 96: al: 45:42 ap: 64:a3: a0 Associ at ed 4 Yes
802.11a 1

Troubleshoot
Use this section in order to troubleshoot your configuration.

Issue the debug dhcp message enable command on the WL C in order to view the sequence of events that occur between
the DHCP server and client. Here is an example:

(G sco Controller) >Thu Jun 28 17:07:53 2007: 00: Ob: 85: 5b: fb: dO
dhcp option | en,
I ncluding the magi c cookie = 38
Thu Jun 28 17:07:53 2007: 00: Ob: 85: 5b: fb: dO dhcp opti on:
recei ved DHCP DI SCOVER nsg
Thu Jun 28 17:07:53 2007: 00: Ob: 85: 5b: fb: dO dhcp opti on:
ski pping option 57, len 2



Thu
Thu

Thu
end,

Thu
Thu
Thu
Thu
Thu
Thu

Thu
57,

Thu
55,

Jun 28 17:07:53 2007: 00: Ob: 85:5b: fb:d0 dhcp option:
ski pping option 55, len 6
Jun 28 17:07:53 2007: 00: Ob: 85: 5b: fb: dO dhcp opti on:
vendor class id = Al respace. AP1200 (|l en 16)
Jun 28 17:07:53 2007: 00: Ob: 85: 5b: fb: d0O dhcpParseQpti ons: options

|l en 38, actual 64

Jun 28 17:07:53 2007: dhcpd: sending 300 bytes raw

0.0.0.0:68 -> 10.77.244.212: 1067

Jun 28 17:07:53 2007: dhcpd: Received 300 byte dhcp packet

from Oxd4f 44d0a 10. 77. 244. 212: 68

Jun 28 17:07:58 2007: 00: Ob: 85:5b:fb:d0 dhcp option |en, including

t he magi c cookie = 50

Jun 28 17:07:58 2007: 00: Ob: 85:5b: fb: d0O dhcp option: recei ved DHCP
REQUEST nsg

Jun 28 17:07:58 2007: 00: Ob: 85:5b: fb:d0 dhcp option: requested ip =
192.168.25.1

Jun 28 17:07:58 2007: 00: Ob: 85:5b:fb:d0 dhcp option: server id =
192.168. 25. 10

Jun 28 17:07:58 2007: 00: Ob: 85:5b: fb:d0 dhcp option: skipping option

len 2
Jun 28 17:07:58 2007: O00: Ob: 85:5b: fb: d0 dhcp option: skipping option

len 6

Thisisthe debug Iwapp packet enable command output from the WL C that indicates that DHCP option 43 is used as the
discovery method in order to discover WLC IP addresses:

Thu

Thu

Jun 28 17:51:47 2007: Received LWAPP DI SCOVERY REQUEST from AP
00: Ob: 85: 5b: f b: dO

to 00: Ob: 85:33:84: a0 on port '1'

Jun 28 17:51:47 2007: Successful transm ssion of LWAPP Di scovery-

Response

Thu
Thu
CB

Thu
Thu
Thu
Thu
Thu

Thu
Thu
Hex
Thu
03

Thu

to AP 00: Ob: 85:5b: fb:d0 on Port 1
Jun 28 19:22:39 2007: Start of Packet

Jun 28 19:22:39 2007: Ethernet Source MAC (LRAD): 00: DO: 58: AD: AE:
Jun 28 19:22:39 2007: Msg Type :
Jun 28 19:22:39 2007: DI SCOVERY_REQUEST
Jun 28 19:22:39 2007: Msg Length : 31
Jun 28 19:22:39 2007: Msg SegNum : 0
Jun 28 19:22: 39 2007:
| E ; UNKNOWN | E 58
Jun 28 19:22:39 2007: | E Length : 1
Jun 28 19:22:39 2007: Decode routine not available, Printing
Dunp
Jun 28 19:22:39 2007: 00000000:

Jun 28 19:22:39 2007:



The value of the | E 58 parameter indicates the discovery type. For DCHP Option 43 it is 3.

If you use the Cisco |0OS DHCP server on the router, you can issue the debug dhcp detail command and the debug ip dhcp
server events command in order to view the DHCP client and server activity. Here is an example from the debug ip dhcp
server events command:

*Jun 28 11:49:33.107: DHCPD: Sending notification of DI SCOVER

*Jun 28 11:49: 33.107: DHCPD: htype 1 chaddr 000b. 855b. f bdO

*Jun 28 11:49: 33.107: DHCPD: renote id 020a0000c0a8190a01000000

*Jun 28 11:49:33.107: DHCPD: circuit id 00000000

*Jun 28 11:49:33.107: DHCPD. Seeing if there is an internally specified
pool cl ass:

*Jun 28 11:49:33.107: DHCPD: htype 1 chaddr 000b. 855b. f bdO

*Jun 28 11:49:33.107: DHCPD: renote id 020a0000c0a8190a01000000

*Jun 28 11:49: 33.107: DHCPD: circuit id 00000000

*Jun 28 11:49:38.603: DHCPD: Sending notification of ASSI GNVENT

*Jun 28 11:49:38.603: DHCPD: address 192.168.25.1 mask 255.255.255.0

*Jun 28 11:49: 38. 603: DHCPD: htype 1 chaddr 000b. 855b. f bdO

*Jun 28 11:49: 38. 603: DHCPD: | ease tine remaining (secs) = 86400

*Jun 28 11:49:38.607: DHCPD: Sending notification of ASSI GNVENT

*Jun 28 11:49:38.607: DHCPD: address 192.168.25.1 nmask 255.255.255.0

*Jun 28 11:49: 38. 607: DHCPD: htype 1 chaddr 000b. 855b. f bdO

*Jun 28 11:49: 38. 607: DHCPD: | ease tine remai ning (secs) = 86400

Issue the show ip dhcp binding command in order to view the list of the DHCP addresses assigned to DHCP clients.

2800- | SR- TSVEEB#show i p dhcp bi ndi ng

Bi ndings fromall pools not associated with VRF:

| P address Client-1D Lease expiration Type
Har dwar e addr ess/
User nane

192.168.25.1 000b. 855b. f bdO Jun 29 2007 11:49 AM

Aut omati c
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