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Introduction

This document describes how to configure secure wireless access using Wireless LAN Controllers (WLCs),
Microsoft Windows 2003 software and Cisco Secure Access Control Server (ACS) 4.0 via Extensible
Authentication Protocol-Transport Layer Security (EAP-TLS).

Note: For more information about the deployment of secure wireless, refer to the Microsoft Wi—-Fi web site
and Cisco SAFE Wireless Blueprint.

Prerequisites

Requirements

There is an assumption that the installer has knowledge of basic Windows 2003 installation and Cisco
controller installation as this document only covers the specific configurations to facilitate the tests.

For initial installation and configuration information for the Cisco 4400 Series Controllers, refer to the Quick
Start Guide: Cisco 4400 Series Wireless LAN Controllers. For initial installation and configuration
information for the Cisco 2000 Series Controllers, refer to the Quick Start Guide: Cisco 2000 Series Wireles:
LAN Controllers.



Before you begin, install the Windows Server 2003 with Service Pack (SP)1 operating system on each of the
servers in the test lab and update all Service Packs. Install the controllers and APs and ensure that the lates
software updates are configured.

Important: At the time this document was written, SP1 is the latest Windows Server 2003 update, and SP2
with update patches is the latest software for Windows XP Professional.

Windows Server 2003 with SP1, Enterprise Edition, is used so that auto—enrollment of user and workstation
certificates for EAP-TLS authentication can be configured. This is described in the EAP-TLS Authenticatior
section of this document. Certificate auto—enroliment and auto—-renewal make it easier to deploy certificates
and improve security by automatically expiring and renewing certificates.

Components Used
The information in this document is based on these software and hardware versions:

* Cisco 2006 or 4400 Series Controller that runs 3.2.116.21

 Cisco 1131 Lightweight Access Point Protocol (LWAPP) AP

« Windows 2003 Enterprise with Internet Information Server (IIS), Certificate Authority (CA), DHCP,
and Domain Name System (DNS) installed

* Windows 2003 Standard with Access Control Server (ACS) 4.0

* Windows XP Professional with SP (and updated Service Packs) and wireless network interface card
(NIC) (with CCX v3 support) or third party supplicant.

* Cisco 3560 Switch

Network Diagram
This document uses this network setup:

Cisco Secure Wireless Lab Topology

2000 or 4400
Series Controller

Windows 2003 Windows 2003
DC/AD with IS Member Server with
g CA DHCF DNS CiscoACE 4
IDC_CA; IACS,

Windows XP SF2
Wi-Fi enabled
CCX 3 or above

The primary purpose of this document is to provide you the step—by-step procedure to implement the
EAP-TLS under Unified Wireless Networks with ACS 4.0 and the Windows 2003 Enterprise server. The



main emphasis is on auto—enrollment of the client so that the client auto—enrolls and takes the certificate fro
the server.

Note: In order to add Wi-Fi Protected Access (WPA)/WPA2 with Temporal Key Integrity Protocol
(TKIP)/Advanced Encryption Standard (AES) to Windows XP Professional with SP, refer to WPA2/Wireless
Provisioning Services Information Element (WPS IE) update for Windows XP with SP2 .

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Windows Enterprise 2003 Setup with IIS, Certificate
Authority, DNS, DHCP (DC_CA)

DC_CA (wirelessdemoca)
DC_CA is a computer that runs Windows Server 2003 with SP1, Enterprise Edition, and performs these role

* A domain controller for the wirelessdemo.local domain that runs IIS
* A DNS server for the wirelessdemo.local DNS domain

* A DHCP server

« Enterprise root CA for the wirelessdemo.local domain

Complete these steps in order to configure DC_CA for these services:

1. Perform a basic installation and configuration.
2. Configure the computer as a domain controller.
3. Raise the domain functional level.
4. Install and configure DHCP.
5. Install certificate services.
6. Verify Administrator permissions for certificates.
7. Add computers to the domain.
8. Allow wireless access to computers.
9. Add users to the domain.

10. Allow wireless access to users.

11.Add groups to the domain.

12.Add users to the WirelessUsers group.

13. Add client computers to the WirelessUsers group.

Step 1. Perform Basic Installation and Configuration
Complete these steps:
1. Install Windows Server 2003 with SP1, Enterprise Edition, as a stand—alone server.

2. Configure the TCP/IP protocol with the IP address of 172.16.100.26 and the subnet mask of
255.255.255.0.



Step 2: Configure the Computer as a Domain Controller
Complete these steps:

1.In order to start the Active Directory Installation wizard, choose Start > Run, type dcpromo.exe, and
click OK.

2.0n the n the Welcome to the Active Directory Installation Wizard page, click Next.

3. 0n the Operating System Compatibility page, click Next.

4. 0n the Domain Controller Type page, select Domain controller for a new domain and click Next.

5. On the Create New Domain page, select Domain in a new forest and click Next.

6. On the Install or Configure DNS page, select No, just install and configure DNS on this computer
and click Next.

7.0n the New Domain Name page, type wirelessdemo.local and click Next.

8. On the NetBIOS Domain Name page, enter the Domain NetBIOS name as wirelessdemo and click
Next.

9. On the Database and Log Folders Location page, accept the default Database and Log Folders
directories and click Next.

Active Directory Installation Wizard

D atabase and Log Folders
Specify the falders to cortain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard disks.

‘Where do you want to store the Active Directory database?

Databaze folder
C:NwWINDOWSANTDS Browse...

Where do pou want to store the Active Directany log?

Log folder:

C:AwWINDODWSANTDS Browse... |

¢ Back Nest > Cancel

10.0n the Shared System Volume dialog box, verify that the default folder location is correct and click
Next.



Active Directory Installation Wizard

Shared System Volume
Specify the folder ta be shared as the system volume.

The SYSYOL folder stores the server's copy of the domain's public files. The contents
of the SYSWOL folder are replicated to all domain controllers in the domain.

The SYSY0OL folder must be located onan NTFS valume.
Enter a location for the 5YSWOL folder.

Folder Iocatnch

Browse... |

< Back Next » Cancel

11.0n the Permissions page, verify that Permissions compatible only with Windows 2000 or
Windows Server 2003 operating systems is selected and clickNext.

Active Directory Installation Wizard

Permissions
Select default permissions for user and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

" Pemissions compatible with pre-\Windows 2000 server operating systems

Select this option if you run server programs on pre-Windows 2000 server operating
systems or on Windows 2000 or Windows Server 2003 operating systems that are
members of prewindows 2000 domains.

-ﬁ Anonyrmous users can read information on this domain.

Select this option if vou run server programs only on Windows 2000 or Wmdows
Server 2003 operating systems that are members of Active Directory domaing. Only
authenticated users cah read information on this domain.

¢ Back Nest > Cancel

12.0n the Directory Services Restore Mode Administration Password page, leave the password boxes
blank and click Next.



13.Review the information on the Summary page and click Next.

Active Directory Installation Wizard

Summary
Review and confirm the options pou selected.

You choge to:
The new domain name i¢ example.com. Thig ig aleo the name of the new forest. :I

The NetBI0S name of the domain is EXAMPLE

Database folder: C:NWINDOWSAWHT DS
Log file folder, C:\wWINDOWSANTDS
SYSWOL folder: C:\wWIMD OWw/SASY'SWOL

The DNS service will be installed and configured on this computer. This computer
will be configured ta use this DNS server as its preferred DNS server.

The password of the new domain administrator will be the same as the password of
the administrator of this computer. ZI

To chahge an option, click Back. Ta beqin the aperation, click Mext.

< Back Mext > Cancel |

14.0n the Completing the Active Directory Installation Wizard page, click Finish.
15.When prompted to restart the computer, click Restart Now.

Step 3: Raise the Domain Functional Level
Complete these steps:

1. Open the Active Directory Domains and Trusts snap—in from the Administrative Tools folder(Start
> Administrative Tools > Active Directory Domains and Trusts), and then right—click the domain
computer DC_CA.wirelessdemo.local.

2. Click Raise Domain Functional Level, and then select Windows Server 2003 on the Raise Domain
Functional Level page.

[aice bomam functional Level B X
Dioman mame:

focen (i oM

Cussark doman functnnal owok
Windoaws 2000 raytve

Sdlect sm svslshis dunain fusciond st
| Windawws Serves 2003 |

By Al pou s e e doman [unctonal e vel it carnol be 1evetied. For more infosnaion
on deman funcieny lvval, siek Hal.

Cancel I Hebp l

3. Click Raise, click OK, and then click OK again.



Step 4. Install and Configure DHCP
Complete these steps:

1. Install Dynamic Host Configuration Protocol (DHCP) as a Networking Service component by using
Add or Remove Programs in the Control Panel.

2. Open the DHCP snap—-in from the Administrative Tools folder (Start > Programs > Administrative
Tools > DHCP, and then highlight the DHCP server, DC_CA.wirelessdemao.local.

3. Click Action, and then click Authorize in order to authorize the DHCP service.

4. 0n the console tree, right—click DC_CA.wirelessdemo.local, and then click New Scope.

5. On the Welcome page of the New Scope wizard, click Next.

6. On the Scope Name page, type CorpNet in the Name field.

New Scope Wizard

Scope Name

You have to provide an identifping scope name. Y ou alsa have the option of @
providing a descnphion,

Type aname and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: CompNet

Description:

7. Click Next and fill in these parameters:

¢ Start IP address 172.16.100.1
¢ End IP address 172.16.100.254
¢ Length 24

¢ Subnet mask 255.255.255.0



New Scope Wizard

IP Address Range

Y ou define the scope address range by identifying a et of consecutive [P @
addresses.

Enter the range of addiesses that the scope distributes.

Start IP address: I 172, 16 100, 1
End IP address: |1?2. 16 . 100 . 254

A gubnet mask defines how many bits of an IF address to uge for the network /subnet
[Ds and how many bits to use for the host [D. Y ou can specify the subnet mask by
lenagth or as an |P addiess.

Length: 24 =i

Subret mask: | 255.255.255. O

< Back Newt > Cancel

8. Click Next and enter 172.16.100.1 for the Start IP address and 172.16.100.100 for the End IP addre:
to be excluded. Then click Next. This reserves the IP addresses in the range from 172.16.100.1 to
172.16.100.100. These reserved IP addresses are not allotted by the DHCP server.

New Scope Wizard

Add Ezxclusions

E 2clugions are addresses or a range of addresses that are not distributed by the @
server,

Type the |IP address range that you want to exclude. If you want ko exclude a single
address, type an address in Start |P address only.

Start IP address: EndIP address:
172 .16 .100. 1 172 . 16 .100.1[][1 Add

Excluded address range:

Hemowe

< Back Next = Cancel

9. 0n the Lease Duration page, click Next.



10.0n the Configure DHCP Options page, choose Yes, | want to configure these options now and click
Next.

New Scope Wizard -

Configure DHCP Options
You have to configure the mast common DHCP options before clients can use the

SCOope.

When clients obtain an address, they are aiven DHCP options such asthe IP
addresses of routers (default oateways). DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and override settings configured in the
Server Ophions folder for this server.

Do pou want ta configure the DHCP options for this scope now?

™ Nao. | will configure these options lates

< Back Nest > Cancel |

11.0n the Router (Default Gateway) page add the default router address of 172.16.100.1 and click Nex

MNew Scope Wizard

Router [Default Gateway)
Yau can specify the routers, or default gatewaps, to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below,

IF address:
(1. . Add

1 ?2. 1 8.1 00.1 BE[_[-IEIII.\.E

< Back Nest » Cancel




12.0n the Domain Name and DNS Servers page, type wirelessdemo.local in the Parent domain field,
type 172.16.100.26 in the IP address field, and then click Add and click Next.

New Scope Wizard

Domain Name and DMS Servers
The Domain Mame System [DMS) maps and translates domain names used by

clients on your network.

You can specify the parent domain pou want the client computers on your networls to uge for
DNS name resolution.

Parent domain:  |wirelessdemo.local

To configure seape clisnts to use DNS servers on your netwark, enter the P addresses far those

SEIYErS.
Semver hame: IP address:
| . . : Add
172.16.100.28 Bemove
Up
EI A
< Back Next > Cancel

13.0n the WINS Servers page, click Next.
14.0n the Activate Scope page, choose Yes, | want to activate this scope now and click Next.



New Scope Wizard .

Achivate Scope
Clients can obtain address leases only if 3 scope is activated.

Do pou want to activate this scope now?

™ Mg, | will activate this scope later

< Back Next > Cancel

15.0n the Completing the New Scope Wizard page, click Finish.
Step 5: Install Certificate Services

Complete these steps:

Note: [IS must be installed before you install Certificate Services and the user should be part of the Enterpri
Admin OU.

1. In the Control Panel, open Add or Remove Programs, and then click Add/Remove Windows

Components.
2.0n the Windows Components Wizard page, choose Certificate Services, and then click Next.



YWindows Components Wizard E3

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Details.
LComponents:
W [R)Accessaries and Utiities 49ME ~
P4 pplication Server 334 MB
M [ Certificate Services 1.4 B
] 8 E.mail Services 11 MBE
1 @&Fax Servines 79MR T

Degcription:  Installs a certification authority [CA] to igsue cetificates for use with
public key security programs.

Total disk space required: 3.4 MB Dtai
Space avalable on disk: 1346.9 MB s I

¢ Back Next > Cancel | Help |

3.0n the CA Type page, choose Enterprise root CA and click Next.

Windows Components Wizard

CA Type
Select the type of CA you want to set up.

{* Enterprise root CA

" Entegprice subordinate CA
" Stand-alone raot CA

" Stand-alone subordinate CA

Descnption of C& type
The most trusted Ca in an enterprice. S hould be ingtalled before any other CA.

I~ Use custom settings to generate the key pair and CA certificate

< Back Cancel Help




4. 0n the CA Identifying information page, type wirelessdemoca in the Common name for this CA box.
You can enter the other optional details and then click Next. Accept the defaults on the Certificate
Database Settings page.

Windows Components Wizard

Certificate D atabase Settings

Enter locations for the certificate database, database log. and configuration
information.

Certificate database:
C:NWINDODWShspstem 22\ Certlog Browse...

Certificate database log:
C:SWINDDWShsypstem32\Certlog Browse...

[~ Store conh

Shared folder:

ation nformation n a shared toldet

£ Back Mext > Cancel Help

5. Click Next. Upon completion of the installation, click Finish.
6. Click OK after you read the warning about installing 11S.

Step 6: Verify Administrator Permissions for Certificates
Complete these steps:

1. Choose Start > Administrative Tools > Certification Authority.

2. Right—click wirelessdemoca CA and then click Properties.

3.0n the Security tab, click Administrators in the Group or User names list.

4.1n the Permissions or Administrators list, verify that these options are set to Allow:

¢ Issue and Manage Certificates
¢+ Manage CA
¢ Request Certificates
If any of these are set to Deny or are not selected, set the permission to Allow.



wirelessdemoca Properties 2 | x|

General I Folicy Module I Exit Module | Extensions I Storage ]
Certificate Managers Reshictions | Auditing I RecoverpAgents  Security

Group or uger names:
e Administiators (W
133 Authenticated U
m Dornain Admins (IRELESSDEMOMAD omain Admins]

m Enterprize Adming (WIRELESSDEMOAE nterprize Admins)

Add... I Remove |

Permissions for &dministrators Allow Denp
Fiead O O
lszue and Manage Certificates O
Manage C& O
Request Certificates O

0Ok Cancel Apply

5. Click OK to close the wirelessdemoca CA Properties dialog box, and then close Certification
Authority.

Step 7. Add Computers to the Domain

Complete these steps:

Note: If the computer is already added to the domain, proceed to Add Users to the Domain.

1. Open the Active Directory Users and Computers snap-in.
2.In the console tree, expand wirelessdemo.local.
3. Right—click Users, click New, and then click Computer.

4.In the New Object Computer dialog box, type the name of the computer in the Computer Name
field and click Next. This example uses the computer name Client.



New Object - Computer Ed

’E Createin:  wirelessdema. local/Users

Computer hame:
IClienli

Computer name [pre-windows 2000
IEUENT

The following user or group can join this computer to a domain.
User or group:

|D efault: Domain Admins Chanage... |

| Assign this computer account as a pre“windows 2000 computer

[ Assign this computer account 23 a backup dormain controller

< Back Mext > Cancel

5. In the Managed dialog box, click Next.
6. In the New Object—computer dialog box, click Finish.
7. Repeat steps 3 through 6 in order to create additional computer accounts.

Step 8: Allow Wireless Access to Computers

Complete these steps:

1.In the Active Directory Users and Computers console tree, click the Computers folder and
right—click on the computer for which you want to assign wireless access. This example shows the
procedure with computer CLIENT which you added in step 7.

2. Click Properties, and then go to the Dial-in tab.

3. Choose Allow access and click OK.

Step 9: Add Users to the Domain
Complete these steps:
1.In the Active Directory Users and Computers console tree, right—click Users, click New, and then
click User.

2.1n the New Object User dialog box, type WirelessUser in the First name field, and type
WirelessUser in the User logon name field and click Next.



New Object - User E3

g Create in:  wirelessdemo. local/Users

First name: WirelessUser Initials: I

Last name:

Full name: WirelessUser

User logon name:

IWireIessU sel |@witelessdemo.loca| ~|
User logon name [pre-windows 2000];
|WIHELESSDEMD\ IWireIessUsel
: Back Next » Cancel

3.In the New Object User dialog box, type a password of your choice in the Password and Confirm
password fields. Clear the User must change password at next logon check box, and click Next.

New Object - User

g Createin:  wirelessdemo.local/l sers

Paszword: sssss

Lonfirm passwaord: sssssl

™ User must change password at next lngon
I~ User cannot change password
[~ Password never expires

I Accountis disabled

< Back Next » Cancel

4.1n the New Object User dialog box, click Finish.
5. Repeat steps 2 through 4 in order to create additional user accounts.



Step 10: Allow Wireless Access to Users

Complete these steps:

1.In the Active Directory Users and Computers console tree, click the Users folder, right—click
WirelessUser, click Properties, and then go to the Dial-in tab.
2. Choose Allow access and click OK.

Step 11: Add Groups to the Domain

Complete these steps:

1.In the Active Directory Users and Computers console tree, right—click Users, click New, and then

click Group.
2.1n the New Object Group dialog box, type the name of the group in the Group name field and click

OK. This document uses the group name WirelessUsers.

New Object - Group [ |

& Createin:  wirelessdemo.local/Users

Group mame:

I WirelessUsers|

Group name (pre-Windows Z000):

WirelessUsers

—GroUp SCope —Group type
" Domain local * Security
* Global " Distribution
" Universal

OK Cancel

Step 12: Add Users to the WirelessUsers Group

Complete these steps:

1. In the details pane of Active Directory Users and Computers, double—click on the Group
WirelessUsers.

2.Go to the Members tab and click Add.

3.In the Select Users, Contacts, Computers, or Groups dialog box, type the name of the users that yoL
want to add to the group. This example shows how to add the user wirelessuser to the group. Click

OK.



Select Users, Contacts, Computers, or Groups

Select this object type:

Users, Groups, or Other objects Dbject Types...

From this location:

wirelessdemo. local Locations. ..

Enter the object names to select [examples):

wirelessused Check Names

Advanced... | 1] 8 Cancel I

A

4.1n the Multiple Names Found dialog box, click OK. The WirelessUser user account is added to the
WirelessUsers group.

WirelessUsers Properties 2 | X]

General Members IMembeerI tanaged Byl

Members:
MName | Active Directory Folder
€2 Administrator wirelessdemo. local/ll sers

€2 WirelessUser wirelessdemo. local/ll sers

Hemove

0K Cancel Apply l_

5. Click OK in order to save changes to the WirelessUsers group.
6. Repeat this procedure to add more users to the group.

Step 13: Add Client Computers to the WirelessUsers Group

Complete these steps:



1. Repeat steps 1 and 2 in the Add Users to the WirelessUsers Group section of this document
2.1In the Select Users, Contacts, or Computers dialog box, type the name of the computer that you war
to add to the group. This example shows how to add the computer named client to the group.

Select Users, Contacts, Computers, or Groups B E

Select this object tupe:

Users, Groups, or Other objects Object Types...

From this location:

wirelessderno.local Locations...

Enter the object names to select [examples):

client Check Names

Advanced... | K Cancel I

#

3. Click Object Types, clear the Users check box, and then check Computers.

Object Types il x|

Select the types of objects youw want ta find.

Object types:

‘ Other objects
[ = Contacts

g Computers
O € Users

4. Click OK twice. The CLIENT computer account is added to the WirelessUsers group.
5. Repeat the procedure to add more computers to the group.

Windows Standard 2003 Setup with Cisco Secure ACS 4.0

Cisco Secure ACS is a computer that runs Windows Server 2003 with SP1, Standard Edition, that provides
RADIUS authentication and authorization for the controller. Complete the procedures in this section in order
to configure ACS as a RADIUS server:

Basic Installation and Configuration

Complete these steps:



1.

2.

Install Windows Server 2003 with SP1, Standard Edition, as a member server named ACS in the
wirelessdemo.local domain.

Note: The ACS server name appears as cisco_w2003 in the remaining configurations. Substitute AC
or cisco_w2003 on the remaining lab setup.

For the local area connection, configure the TCP/IP protocol with the IP address of 172.16.100.26, tt
subnet mask of 255.255.255.0, and the DNS server IP address of 127.0.0.1.

Cisco Secure ACS 4.0 Installation

Note: Refer to the Installation Guide for Cisco Secure ACS 4.0 for Windows for more information on how to
configure Cisco Secure ACS 4.0 for Windows.

Complete these steps:

1.

w N

ol

9.

Using a Domain Administrator account, login to the computer named ACS to Cisco Secure ACS.

Note: Only installations performed at the computer where you install Cisco Secure ACS are
supported. Remote installations performed using Windows Terminal Services or products such as
Virtual Network Computing (VNC), are not tested, and are not supported.

. Insert the Cisco Secure ACS CD into a CD—-ROM drive on the computer.
. If the CD—ROM drive supports the Windows autorun feature, the Cisco Secure ACS for Windows

Server dialog box appears.

Note: If the computer does not have a required service pack installed, a dialog box appears. Window
service packs can be applied either before or after you install Cisco Secure ACS. You can continue
with the installation, but the required service pack must be applied after the installation is complete.
Otherwise, Cisco Secure ACS might not function reliably.

. Perform one of these tasks:

¢ If the Cisco Secure ACS for Windows Server dialog box appears, click Install.
¢ If the Cisco Secure ACS for Windows Server dialog box does not appear, run setup.exe,
located in the root directory of the Cisco Secure ACS CD.

. The Cisco Secure ACS Setup dialog box displays the software license agreement.
. Read the software license agreement. If you accept the software license agreement, click Accept.

The Welcome dialog box displays basic information about the setup program.

. After you have read the information in the Welcome dialog box, click Next.
. The Before You Begin dialog box lists items that you must complete before you continue with the

installation. If you have completed all items listed in the Before You Begin dialog box, check the
corresponding box for each item and click Next.

Note: If you have not completed all items listed in the Before You Begin box, click Cancel and then
click Exit Setup. After you complete all items listed in the Before You Begin dialog box, restart the
installation.

The Choose Destination Location dialog box appears. Under Destination Folder, the installation
location appears. This is the drive and path where the setup program installs Cisco Secure ACS.

10.If you want to change the installation location, complete these steps:

a.Click Browse. The Choose Folder dialog box appears. The Path box contains the installation
location.

b. Change the installation location. You can either type the new location in the Path box or use
the Drives and Directories lists to select a new drive and directory. The installation location
must be on a drive local to the computer.



Note: Do not specify a path that contains a percent character, "%". If you do so, the
installation might appear to continue properly but fails before it completes.
c. Click OK.

Note: If you specified a folder that does not exist, the setup program displays a dialog box to
confirm the creation of the folder. In order to continue, click Yes.
11.1n the Choose Destination Location dialog box, the new installation location appears under
Destination Folder.
12.Click Next.
13. The Authentication Database Configuration dialog box lists options for authenticating users. You car
authenticate with the Cisco Secure user database only, or also with a Windows user database.

Note: After you install Cisco Secure ACS, you can configure authentication support for all external
user database types in addition to Windows user databases.

14.1f you want to authenticate users with the Cisco Secure user database only, choose the Check the
Cisco Secure ACS database only option.

15.1f you want to authenticate users with a Windows Security Access Manager (SAM) user database or
Active Directory user database in addition to the Cisco Secure user database, complete these steps:

a.Choose the Also check the Windows User Database option.
b. The Yes, refer to "Grant dialin permission to user"” setting check—box becomes available.

Note: The Yes, refer to "Grant dialin permission to user" setting check—-box applies to all
forms of access controlled by Cisco Secure ACS, not just dial-in access. For example, a use
accessing the network through a VPN tunnel is not dialing into a network access server.
However, if the Yes, refer to "Grant dialin permission to user"” setting box is checked,

Cisco Secure ACS applies the Windows user dial-in permissions in order to determine
whether to grant the user access to the network.

c. If you want to allow access to users who are authenticated by a Windows domain user
database only when they have dial-in permission in their Windows account, check the Yes,
refer to "Grant dialin permission to user" setting box.

16.Click Next.

17.The setup program installs Cisco Secure ACS and updates the Windows registry.

18.The Advance Options dialog box lists several features of Cisco Secure ACS that are not enabled by
default. For more information about these features, refer to the User Guide for Cisco Secure ACS fol
Windows Server, Version 4.0.

Note: The listed features appear in the Cisco Secure ACS HTML interface only if you enable them.
After installation, you can enable or disable them on the Advanced Options page in the Interface
Configuration section.

19.For each feature you want to enable, check the corresponding box.

20.Click Next.

21.The Active Service Monitoring dialog box appears.

Note: After installation, you can configure active service monitoring features on the Active Service
Management page in the System Configuration section.

22.1f you want Cisco Secure ACS to monitor user authentication services, check the Enable Login
Monitoring box. From the Script to Execute list, choose the option you want applied in the event of
an authentication service failure:

¢ No Remedial Action Cisco Secure ACS does not run a script.

Note: This option is useful if you enable event mail notifications.



¢ Reboot Cisco Secure ACS runs a script that reboots the computer that runs Cisco Secure
ACS.
¢ Restart All Cisco Secure ACS restarts all Cisco Secure ACS services.
¢ Restart RADIUS/TACACS+ Cisco Secure ACS restarts only the RADIUS and TACACS+
services.
23.If you want Cisco Secure ACS to send an e-mail message when service monitoring detects an even
check the Mail Notification box.
24.Click Next.
25.The Database Encryption Password dialog box appears.

Note: The Database Encryption Password is encrypted and stored in the ACS registry. You might
need to reuse this password when critical problems arise and the database needs to be accessed
manually. Keep this password at hand so that Technical Support can gain access to the database. T
password can be changed each expiration period.

26.Enter a password for database encryption. The password needs to be at least eight characters long
needs to contain both characters and digits. There are no invalid characters. Click Next.

27.The setup program finishes and the Cisco Secure ACS Service Initiation dialog box appears.

28.For each Cisco Secure ACS Services Initiation option you want, check the corresponding box. The
actions associated with the options occur after the setup program finishes.

+ Yes, | want to start the Cisco Secure ACS Service now Starts the Windows services that
compose Cisco Secure ACS. If you do not select this option, the Cisco Secure ACS HTML
interface is not available unless you reboot the computer or start the CSAdmin service.

¢ Yes, | want Setup to launch the Cisco Secure ACS Administrator from my browser
following installation Opens the Cisco Secure ACS HTML interface in the default web
browser for the current Windows user account.

¢ Yes, | want to view the Readme File Opens the README.TXT file in Windows Notepad.

29.Click Next.

30.If you selected an option, the Cisco Secure ACS services start. The Setup Complete dialog box
displays information about the Cisco Secure ACS HTML interface.

31.Click Finish.

Note: The rest of the configuration is documented under the section for the EAP type that is
configured.

Cisco LWAPP Controller Configuration

Create the Necessary Configuration for WPA2/WPA

Complete these steps:

Note: The assumption is that the controller has basic connectivity to the network and IP reachability to the
management interface is successful.

1. Login into the controller by browsing to https://172.16.101.252.
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2.Click Login.
3. Login with the default user admin and default password admin.
4. Create the Interface VLAN mapping under the Controller menu.
5. Click Interfaces.
6. Click New.
7.1n the Interface name field type Employee. (This field can be any value you like.)
8. In the VLAN ID field type 20. (This field can be any VLAN that is carried in the network.)
9. Click Apply.
10. Configure the information as this Interfaces > Edit window shows.
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Mote: Chancing the Interface parameters causes the WLANS to be
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same clients,
11.Click Apply.
12.Click WLAN.
13.Click New.
14.1n the WLAN SSID field type Employee.
15.Click Apply.

16. Configure the information as this WLANs > Edit window shows.

Note: WPA2 is the chosen Layer 2 encryption method for this lab. In order to allow WPA with
TKIP-MIC clients to associate to this SSID, you can also check the boxes WPA compatibility mode
and Allow WPA2 TKIP Clients or those clients that do not support the the 802.11i AES encryption
method.
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20.Add the RADIUS server IP address (172.16.100.25) which is the ACS server configured earlier.
21.Ensure that the shared key matches the AAA client configured in the ACS server.

22.Click Apply.
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23.The basic configuration is now complete and you can begin to test the EAP-TLS.

EAP-TLS Authentication

| | Replace RADIUS Po<t in“o with Usernerre “rom this A44 Cizn:

EAP-TLS authentication requires computer and user certificates on the wireless client, the addition of
EAP-TLS as an EAP type to the remote access policy for wireless access, and a reconfiguration of the
wireless network connection.

In order to configure DC_CA to provide auto—enrollment for computer and user certificates, complete the
procedures in this section.

Note: Microsoft has changed the Web Server template with the release of the Windows 2003 Enterprise CA
so that keys are no longer exportable and the option is greyed out. There are no other certificate templates
supplied with certificate services that are for server authentication and give the ability to mark keys as
exportable that are available in the drop—down so you have to create a new template that does so.

Note: Windows 2000 allows for exportable keys and these procedures do not need to be followed if you use
Windows 2000.

Install the Certificate Templates Snap—in
Complete these steps:

1. Choose Start > Run, type mmc, and click OK.

2.0n the File menu, click Add/Remove Snap-in and then click Add.

3. Under Snap-in, double—click Certificate Templates, click Close, and then click OK.

4.In the console tree, click Certificate Templates. All of the certificate templates appear in the Details
pane.



5.In order to bypass steps 2 through 4, type certtmpl.msc which opens the Certificate Templates
shap-in.
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Create the Certificate Template for the ACS Web Server
Complete these steps:

1.In the Details pane of the Certificate Templates snap—in, click the Web Server template.
2.0n the Action menu, click Duplicate Template.



Properties of New Template ﬂ E

lssuance Requirements I Superseded Templates I Extensions l Security I
General I Request Handling | Subject Name

Template display namme:

Minimum Supported Chs: Windows Server 2003, Enterprise E dition

After pou apply changes ta this kab, pou can na longer change the template
name.

Template name:
|Copy of \Web Server

Yalidity period: Renewal period;

I 2 I years ll I B I week s :_I

[~ Publish certificate in &ctive Directan

™ Do rot automatically reenrallif & duplicate cetificate exists in Active
Birectory

DK Cancel Gnply

3. In the Template display name field, type ACS.



Propetrties of New Template | 2]

Issuance Requirements | Superseded T emplates | Extensions I Security |
General I Request Handling I Subject Name

Template display name:

[acs]

Minimum Supported CAs: ‘Windows Server 2003, Enterprise Edition

&fter wou apply changes to this tab, you can no longer change the template
name.

Template name:
ACS

Walidity period: Benewal period:

I 2 I vears LI I B Iweeks :_I

™ Publish cetificate in Active Directory

= Do not automatically resnrellif a duplicate certificate exrsts in Active
Directary

oK Cancel Apply

4. Go to the Request Handling tab and check Allow private key to be exported.



ACS Propetrties K3 E=

Issuance Requiements | Superseded Templates | Extensions I Security I
General Request Handling I Subject N ame

Purpose: I Signature and encryption _V_I
[ Archive subject's encruption private key

neclude symmetric algorithms allowed by the subjec
I~ Inchd tric algorithms allowed by the subject

™ Delete revoked or expired certificates [do not archive]

Mirimum key size:; |1024 'I

[V Allow private key ta be exported

Da the Follawing whern the subjectis emmolled and when the private key
associated with this certificate is used:

= Erroll subject without requining any. user input

§ Frompt the user durng enrcliment

Prompt the user during enrollment and require userinput when the
private key s Used

=]

To choose which cryptographic service providers CSPs

[CSPs) should be used. click CSPs.

0K Cancel Goply

5. Choose Requests must use one of the following CSPs and check Microsoft Base Cryptographic
Provider v1.0. Uncheck any other CSPs that are checked and then click OK.



ALS Properties E E

Issuance Requirements | Superseded Templates | Extensions | Security |
General Request Handling I Subject Name

CSP Selection [ 7| X

Choose which cryptographic service providers [CSPs] can be used in
requests:

(" Requests can use any CSP available on the subject's computer

CSPs:

[(1Gemplus GemSAFE Card CSP v1.0

[JInfineon SICRYPT Base Smart Card CSP

Microsoft Base Cryptographic Provider v1.0

[IMicrosoft Baze DSS and Diffie-Hellman Cryptographic Provider
[CIMicrosoft DH SChannel Crpptographic Provider

[IMicrosoft Enhanced Cryptoagraphic Provider +1.0 - |
[IMicrosoft Enhanced DSS and Diffie-Helman Cryptoaraphic Proy
[IMicrosoft Enhanced RSA and AES Cryptographic Provider

[ TMirmznft RS54 SChannel Cuntonranhic Poovider .:I

()< I Cancel I

[»

ok | camcel | sl

6. Go to the Subject Name tab, choose Supply in the request and click OK.



ACS Properties K B3

Issuance Requirements | Superseded Templates | Extensions | Security |
Gereral | Request Handling Subject Name

.................................................

Select this option to allow a wanety of subject name formats or if you do
not have access to the domain of which the subject ig a member.
Autoenrollment is not allowed if you choose this option.

" Build from thig &ctive Directory information

Select this option to enforce consistency ameng subject names and to
simplify certificate administration.

Subject name farmat
IT’.‘or’x& v I

[T | Include email narme in subject name

Include this information in altemate subject name;
I E-malname

I DS riame

I~ Userprnicipal niame [LUPN]

I” Sewice principal name [SPH]

oK Cancel Lpply

7. Go to the Security tab, highlight the Domain Admins Group and ensure that the Enroll option is
checked under Allowed.

Important: If you choose to build from this Active Directory information only, check User principal
name (UPN) and uncheck Include email name in Subject name and E-mail name because an e-ma
name was not entered for the WirelessUser account in the Active Directory Users and Computers
snhap—in. If you do not disable these two options, auto—enroliment attempts to use e—-mail, which
results in an auto—enrollment error.



ACS Properties 7| x|

General | FReguest Handling | Subject Name |
Issuance Requirements I Superseded Templates | Extensions ~ Fecurity

Group or user names:

€ Administrator [WIRELESS DE MOAdministrator)

& Authenticated Users

ﬂ Domain &dmins (WIRELE SSDERMOADomain &dmins)
m Enterprise Admins (WIRELESSDEMOAErterprize Adming)

Add... I RBemove I

Permissions for Domain Admins Allow Deny
Full Contrel [l | [l
Read D
Wiite | O
Enroll |
Autoenroll M| O
For special permissions or for adwanced settings, Advanced I
click Advanced. =

oK. | Cancel Ll

8. There are additional security measures if needed to prevent certificates from being automatically
pushed out. These can be found under the Issuance Requirements tab. This is not discussed further
this document.



ACS Properties 2 | ]

General | Feguest Handling | Subject Name I
Issuance Requirements I Superseded Templates | Extensions | Secuity |

Require the following for enrollment:

™ This number of authorized signatures: I[i

If you require more than one signature, autoenrollment is not allowed,

Ealicy type required in:signature;

| =

Application palicy

Issuatice policies!

Add.
Hemove
Require the following for reenrollment:
8 Same criteria as for enroliment
€ Yalid ensting certificate
K I Cancel Sppl

9. Click OK to save the template and move onto issuing this template from the Certificate Authority
shap-in.

Enable the New ACS Web Server Certificate Template
Complete these steps:
1. Open the Certification Authority snap—in. Follow steps 1-3 in the Create the Certificate Template

for the ACS Web Server section, choose the Certificate Authority option, choose Local Computer
and click Finish.



Certification Authority

Select the computer you want this snap-in to manage.

This snapn will always manage:

(& Local computer. [the computer this corsole is runring onf

" &nother computer: |

I~ Allows the selected computer to be changed when launching from the command line. This

only applies if you save the console.

< Back

Finish Cancel |

2.In the console tree, expand wirelessdemoca, and then right—click Certificate Templates.

Cle  Action VYiew Tavoites Window llelp
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3.Choose New > Certificate Template to Issue.

4. Click the ACS Certificate Template.
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5. Click OK and open the Active Directory Users and Computers snap—in.
6. In the console tree, double—click Active Directory Users and Computers, right—click the
wirelessdemo.local domain, and then click Properties.

@ Fle Action View ‘Window Help
«~ | BE B FRE R IR ETLE
@ Active Directory Users and Computer | wirelessdemo.local S objects

i) (1 Saved Queries Name (s
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Find...
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=3 Conkainer
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ew >
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Wiew >
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Refresh
Export List.. .

Properties

Help

7.0n the Group Policy tab, click Default Domain Policy, and then click Edit. This opens the Group
Policy Object Editor snap-in.



wirelessdemo.local Properties z|xl

Generall Managed By Group Policy I

Management Consale [GPMC).

| —

= Current Group Paolicy Object Links for wirglessdemo

Group Policy Object Links | NoOveride | Disabled |
ZF' Default Domain Palicy

Group Policy Objects higher in the list have the highest pricrity.
This list abtained from: cisco_w2003.wirelessdemo.local

New add... Edit Up

Options... Delete... Properties Dawr

™ Block Policy inhentance

oK Cancel Apply

8.In the console tree, expand Computer Configuration > Windows Settings > Security Settings >
Public Key Policies, and then select Automatic Certificate Request Settings.



'ﬁﬁ Group Policy Object Editor

File  Action Wew Help

¢+ AE B 2

_‘:-_j' Defaulk Domain Policy [cisco_wz003,wirelessdemo.local] Policy

E]@ Computer Configuration

- @ Software Settings

=1 Windows Settings
2 seripts (Startupjshutdown)

= Security Settings

Account Policies

Local Policies

[+ Event Log

18 Restricted Groups

-8 System Services

#1-8 Reqistry

{E File System

#-Y wireless Network (IEEE 802.11) Policies

=1-(Z0 Public Key Policies

- =[] Encrypting File System
ﬁ Autoratic Certifica

----- (] Trusted Root Certif

Automatic Cerkificate Request /7

There arer

Automatic Certificate Request. .. |

P e (1) Enterprise Trust Vigt >
[_] Software Restriction Po ~
: 18 1P Security Policies on @~ Refresh
-] Administrative Templates Export List...
E;ﬂ User Configuration
(L Software Settings
- windows Settings
-] Administrative Templates

Help

9. Right—click Automatic Certificate Request Settings and choose New > Automatic Certificate

Request.

10.0n the Welcome to the Automatic Certificate Request Setup Wizard page, click Next.
11.0n the Certificate Template page, click Computer and click Next.



Automatic Certificate Request Setup Wizard -',-I; & : x|

Certificate Template ®
The nest tirme & computer logs on, & certificate based on the template pou select is .\\'
provided,

A certificate terplate is a set of predefined properties for certificates issued to
computers, Select a template from the following hist.

Certificate templates:
Name 1 Intended Purposes
Client Authentication, Server Authenticatior
Domain Controller Client &uthentication, S erver Authenticatior
Enrollment Agent [Computer) Certificate Request Agent
IPSec IP security IKE intermediate

1| | i

¢ Back Mext > Cancel |

12.0n the Completing the Automatic Certificate Request Setup Wizard page, click Finish.

The Computer certificate type now appears in the details pane of the Group Policy Object Editor
snap-in.

"1 Group Policy Object Editor

File Action Yiew Help

¢+ | BE R RE 2
j';)’ Default Domain Policy [cisco_w2003, wirelessdemo.local] Policy | Automatic Certificate Request
E]@ Computer Configuration EcDmputer

: -] Software Settings

E] D Windows Settings

= 2 scripts (StartupShutdown)
E] Securlty Settings

~ & Account Policies
Local Policies
[+ £¢j Ewent Log

I @ Restricted Groups

&3] =8 System Services
CQ Registry
=8 File System
- Y Wireless Network {IEEE 802.11) Policies
E-- (] Public Key Policies

! D Encrypting File System
Automatic Certificate Requesk Settings
[_] Trusted Root Certification Authorities
------ E] Enterprise Trust

13.In the consdle tree, expand User Cdnfiguration > Windows Settings > Security Settings > Public
Key Policies.




‘in Group Policy Object Editor

File  Action Wew Help
& = | @@ | =2

=} Default Domain Policy [cisco_w2003.wirelessdemo local] Policy | Object Type
EI@ Computer Configuration DEnterprise Trust
- [ Software Settings &7 autoenralment Settings
-] Windows Settings
- @[] Administrative Templates
E@ User Configuration
-] Software Settings
= (] Windows Settings

----- & Remate Installation Services

=) seripts (LogonfLogoff)

= Security Settings
- =43 Public Key Policies

------ (] Enterprise Trust

14.1n the details pane, double—click Auto—enroliment Settings.
15.Choose Enroll certificates automatically and check Renew expired certificates, update pending

certificates and remove revoked certificates and Update certificates that use certificate
templates.

Autoenroliment Settings Properties % 2 x

General |

@ Enroll user and computer certificates automatically

(" Do not envoll certificates automatically
(& Enroll certificates automatically

[V Renew expired certificates, update pending certificates, and remove
revoked certificalas

[V Update caitificates that use certificate templates

16.Click OK.

ACS 4.0 Certificate Setup

Configure Exportable Certificate for ACS

Important: The ACS server must obtain a server certificate from the Enterprise root CA server in order to
authenticate a WLAN EAP-TLS client.

Important: Ensure that the 1IS Manager is not open during the certificate setup process as it causes problerr
with cached information.



1.Log into the ACS server with an account that has Enterprise Admin rights.

2.0n the local ACS machine, point the browser at the Microsoft certification authority server at

http://IP-address—of-Root—CA/certsrv. In this case, the IP address is 172.16.100.26.
3.Log in as the Administrator.
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4. Choose Request a Certificate and click Next.

3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit View Favorites Tools

QBack - Q- ¥ &) @

Address

Help

7 search <7 Favorites 42 | (3~ =
@ htkp: /172,16, 100,26 certsrv/certrqus.asp

Microsoft Certificate Sewices

ces -- wirelessdemoca

Request a Certificate

Select the certificate type:
User Certificate

Qr, submit an advanced certificate request.

5. Choose Advanced Request and click Next.
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6. Choose Create and submit a request to this CA and click Next.

Important: The reason for this step is due to the fact that Windows 2003 does not allow for

exportable keys and you need to generate a certificate request based on the ACS Certificate that yo
created earlier that does.
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7. From the Certificate Templates, select the certificate template created earlier named ACS. The
options change after you select the template.

8. Configure the Name to be the fully qualified domain name of the ACS server. In this case the ACS
server name is cisco_w2003.wirelessdemo.local. Ensure that Store certificate in the local computer
certificate store is checked and click Submit.




Mcrosolt Certificate Services - Morosolt Inbemet Daqilber e

Ee ER Yew Fapokes Iock bHep
Qoek O - 7)1 0 S smech raaess 6| 0 L S
Agdess [Q] REDI(172, 16,100 25{certery keart ropes, 22p

Canificate Tamplate
[Acs [

Idantying Mfonmation For OMise Template:
Mame: |cisco_ w08 wirdassdemo sl
E-Mal: |

Comgany |

Departmernt: |

City [
State: |

CoumryRagan:
Key Optieas:

® Crestengwkersel € LUsg anisling bay set
CEP: [ Micrancht Base Crypragraphic Prowderyl D:]

ey Usage: & Exchange
Kay Siza: [1024 :"::g:: (earamun by see X129 )
& Auomatic key cortanernama € Usar specified key contaner name
P Mark keys o= exportable
I” Expoet keys ta flo
¥ :5;1«:9 m:mﬁc::in lE\lm:ln[:d :n:reriur c:nmiéan:;lmé
Shoves the covticate n 4 Joce) computer store
inatead of o the user’s centdicate atore. Coes not
anstald the roat CA's corfcata You must b an
advivstrator to QONaEe or 1ed a fiey m the kocal
mactveg dom
Additional Optiens:
Request Format: € CMIC € PKCS10
Hash Algarithm: | SHA- 'I
CQinly veed f0 agn ragueat

™ Sawe mquast toa fils

- L 3
trbutes it
~ 2

Frendly Mama

9. A pop up window appears that warns about a potential scripting violation. Click Yes.

Potantial Scripting Violation

This \Web sike is requesting a new certificate on your sehal. You should allow only trusted Web sites to request a certificate For you.
Jo you want to request a certficate now?

- -

10. Click Install this certificate.



"3 Microsoft Certificate Services - Microsoft Internet Explorer

Fil= Edit Wiew Favorites Tools Help
QBack * ) - [x] 2] (n| S search Favortes &
Address @ http: [/ 172.16.100.26/certsrv) certfnsh, asp

R o B

Microsoft Cerificate Sewices -- wirelessdemoca

Certificate Issued

The certificate you requested was issued to you.

i==~1 [nstall this cerificate

11.A pop up window appears again and warns about a potential scripting violation. Click Yes.

Potential Soripting Yiolation
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Certificate Installed

Yaur nevs certificae has bee - succazsfollyi-stalled

13. At this point, the certificate is installed in the Certificates folder. In order to access this folder, choose
Start > Run, type mmc, press Enter, and choose Personal > Certificates.
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42 Centification Authority (Local)

14.Now that the certificate is installed to the local computer (ACS or cisco_w2003 in this example), you
need to generate a certificate file (.cer) for the ACS 4.0 certificate file configuration.

15.0n the ACS server (cisco_w2003 in this example), point the browser at the Microsoft Certification
Authority server to http://172.16.100.26 /certsrv.

Install the Certificate in ACS 4.0 Software
Complete these steps:

1.0n the ACS server (cisco_w2003 in this example), point the browser at the Microsoft CA server to
http://172.16.100.26 /certsrv.

2. From the Select a Task option choose Download a CA certificate, certificate chain or CRL.

3. Choose the Base 64 radio encoding method and click Download CA Certificate.
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4. A File Download Security Warning window appears. Click Save.

File Download - Security Warning I

Do you want to open or save this file?

ey Name: certnew.cer

T Type: Security Certificate, 1.68 KE
From: 172.16.100.26

Open I Save

> ‘While files from the Intemet can be useful. this file type can
@ potentially harm your computer. |f you do not trust the source. do not
open or save this software. What's the rigk?

5. Save the file with a name such as ACS.cer or any hame that you wish. Remember this name since y
use it during the ACS Certificate Authority setup in ACS 4.0.

Save As | 7] X
Savein: | < Local Disk (C) Qs

ICNS62Z

& __)Docurnents and Sektings
1386
) Inetpub

m: [ )Program Files

CTFTP
Desktop L) WINDOWS
[ wirelsss

‘ [ ywmpub

My Documents

@acs_server_cert cer
@ceftnew cer

Fie name: IACS .cet EI

Save
Saveaslype:  |Secuily Cetificate 4| Cancel I
7,

6. Open ACS Admin from the desktop shortcut created during the installation.
7. Click System Configuration.




/2 CiscoSecure ACS - Microsoft Internet Explorer

File Edit View Favorites Tools Help
@Back v ) v x] 2] | search cFavorites €2 | (0 L B
Address |&) http:/1127.0.0.1:3809)

Cisco Sysrems

System Configuration

B Sclect
@ User
Setup ) :
———————— |3 Service Control

Group .
Es Setup @LD In

Date Format Control

% | Shared Profile
Components

Network
Configuration
R System
= Configuration
— Interface
Configuration
Administration
Control

i 4. | External User
5@ Databases

8. Click ACS Certificate Setup.

Local Password Management

ACS Internal Database Replication

ACS Backup
ACS Restore

ACS Service Management

YoIP Accounting Configuration
ACS Certificate Setup

Global suthentication Setup

System Configuration

ACS Certificate Setup

=] Install ACS Certificate

[## ACs Certification Authority Setup
|57 Edit_Certificate Trust List

[3R] certificate Revocation Lists

[ Generate Certificate Signing Request
[33) Generate Self-Signed Certificate

Cancel |

9. Click Install ACS Cetrtificate.



System Configuration
Edit

Install ACS Certificate

Install new certificate v

" Read certificate from file

Certificate file |

* Use certificate from storage

Certificate CN |

Private key file [

Private key password [

10.Choose Use certificate from storage and type in the fully qualified domain name of
cisco_w2003.wirelessdemo.local (or ACS.wirelessdemo.local if you used ACS as the name).

System Configuration

Install ACS Certificate

Install new certificate 2

' Read certificate from file

Certificate file I

* Use certificate from storage

Certificate CN |l:isco_w2003.wirelessds

Private key file |

Private key password I

11.Click Submit.



System Configuration

Install ACS Certificate

Installed Certificate Information ? \
Issued to: cisco_w2003, wirelessdemo.local
Issued by: wirelessdemoca
Valid from: March 17 2006 at 08;33:25
Valid to: March 16 2008 at 08:33:25
Validity: OK

The current configuration has been changed.
Restart ACS in "System Configuration:Service
Control" to adopt the new settings for EAP-TLS or
PEAP support only.

12.Click System Configuration.
13.Click Service Control and then click Restart.



System Configuration

CiscoSecure ACS on cisco_w2003 ?

Is Currently Running

Services Log File Configuration _?J

Level of detail
" None
@~ Low
T Full

Generate New File
' Every day
" Every week

" Every month

' wWhen size is greater than |2048 KB

[ Manage Directory

' Kkeep only the last IT files
@ Delete files older than I? days

? Back to Help I

14.Click System Configuration.
15.Click Global Authentication Setup.
16.Check Allow EAP-TLS and all the boxes underneath it.



System Configuration
Global Authentication Setup

EAP Configuration :?J
PEAP
™ allow EAP-MSCHAPYZ2
7 allow EAP-GTC
™ allow Posture validation

Cisco client initial message:

PEAP session timeout {minutes): 120
Enable Fast Reconnect: v
EAP-FAST

EAP-FAST Configuration

EAP-TLS

Select one or more of the following options:
¥ certificate SAN comparison
¥ Certificate CN comparison

¥ certificate Binary comparison

EAP-TLS session timeout {minutes): 120

17.Click Submit + Restart.

18.Click System Configuration.

19.Click ACS Certification Authority Setup.

20.Under the ACS Certification Authority Setup window, type the name and location of the *.cer file
created earlier. In this example, the *.cer file created is ACS.cer in the root directory c:\.

21.Type c:\acs.cer in the CA certificate file field and click Submit.



System Configuration
Edit

ACS Certification Authority Setup

’ CA Operations ?

Add new CA certificate to local certificate storage

CA certificate file lci\acs.cer

System Configuration =

ACS Certification Authority Setup

Naw CA cartificate is successully added into the global systam centificate
starage.

9
-
CA Operations X CA centificate COrmenan name wirdlassdemoca

Add naw CA cartificata to local certificata storage

CA cartificate file cacs.car

The current configuration has been changed.
Restart ACS in "System Configuration:Service
Control” to adopt the new settings for EAP-TLS or
PEAP support only,

22.Restart the ACS service.

CLIENT Configuration for EAP-TLS using Windows Zero
Touch

CLIENT is a computer that runs Windows XP Professional with SP2 that acts as a wireless client and obtain
access to Intranet resources through the wireless AP. Complete the procedures in this section in order to
configure CLIENT as a wireless client.

Perform a Basic Installation and Configuration
Complete these steps:
1. Connect CLIENT to the Intranet network segment using an Ethernet cable connected to the switch.
2.0n CLIENT, install Windows XP Professional with SP2 as a member computer named CLIENT on
the wirelessdemo.local domain.
3. Install Windows XP Professional with SP2. This must be installed in order to have EAP-TLS and
PEAP support.

Note: Windows Firewall is automatically turned on in Windows XP Professional with SP2. Do not
turn the firewall off.

Configure the Wireless Network Connection
Complete these steps:

1. Log off and then log on by using the WirelessUser account in the wirelessdemo.local domain.



Note: Update computer and user configuration group policy settings and obtain a computer and user
certificate for the wireless client computer immediately, by typing gpupdate at a command prompt.
Otherwise, when you log off and then log on, it performs the same function as gpupdate. You must
be logged on to the domain by connecting over the wire.

Note: In order to validate that the certificate is automatically installed on the client, open the
certificate MMC and validate that the WirelessUser certificate is available in the Personal Certificates
folder.
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2.Choose Start > Control Panel, double—click Network Connections, and then right—click Wireless

Network Connection.
3. Click Properties, go to the Wireless Networks tab, and ensure that User Windows to configure my
wireless network settings is checked.

—= Wireless Network Connection Properties a

Availahle nelwrk s

To connect :0, dizconnac! from, or find out more in‘ormation
aboul wiieless retworks inrarge. click the button below.

[ Vien vireess Networks ]

Cr=ferred nelwoks:
Autonatizalln connect :o zvailable networks in the order listed
below:

L

Remove Propeities
Learn about zetthg Jp wireless netwerk | Neliariced

configuraion

[ 0K H Carcel I

4. Click Add.



5. Go to the Association tab, and type Employee in the Network name (SSID) field.
6. Ensure that Data Encryption is set to WEP and The key is provided for me automatically is
checked.

Wireless network properties @

Associaton | Authentication | Connection

Yetwok name (SS1DI; ‘Enplcyee ‘

‘wirelzss network key

Tais arhwnrk requiras a key far the fallawine:

hetwork Autheatication: } Ogen v ‘
CaE acpten R

| |

[ ]

Tae keyis penvided for me aramatically

[[] Thiz is a computertocompuzer (ad 10c) network ; wireless
access ponts are hot used

[ OK ][ Carcel ]

7. Go to the Authentication tab.

8. Validate that EAP type is configured to use Smart Card or other Certificate. If it is not, select it
from the drop—down menu.

9. If you want the machine to be authenticated prior to login (which allows login scripts or group policy
pushes to be applied) choose the option Authenticate as computer when computer information is
available.



Wireless network properties ['—__)Z]

Asscoiaion| Authenlicaion [ Lonection|

Sekctthiz option to pravide authenticated retwork access for
wireless Ethe'nel netwerks

Enable IEZE 802.1x auhentication for this retwork

EA bpe: { Smart Lard or other Lerthcate v

[¥] Aulhenticate as compuler when computer irformation s available

[[JAuhenticate as guest whea uzer ar comauter informaton is
unavalabe

[ 0K ][ Cancel ]

10.Click Properties.
11. Ensure that the boxes in this window are checked.

Smart Card or other Certificate Froperties @

“When connecing
) Jse my srart zard
) Jse a certficete on this corputer
[¥] Jse simple cetificate sel=ction IRecommended]

Validate sever cetificate

[C] Cunrrect W these seives.

Trusted Root Cerification A.athorities:

[C ABAECOM oot CA ~
[C acs=33 =
[ ACS40

[ Autordad Certifizadora de la Asociac on Nacioral cel Notariar
[ Autardad Certifimadara del Caegin Narinnal de Cared iia P
[ Raltimnare F7 hyDST

[T Belgzcom E-Trust Primary ZA

[T CiwW HET Securshat CA Class A b

< ] >

View Certficete J

| Use adiffzrent user name far the conneclion

[ Ok ][ Caricel ]

12.Click OK three times.

13.Right—click the wireless network connection icon in systray and then click View Available Wireless
Networks.

14.Click the Employee wireless network and click Connect.
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Nebierk Tasks Choosc a wircless network
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For = anrre nr anall nfire
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CEnge te crde’ of Guest
preferrec netwotks «i))
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((?))
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« ?)) wireless
Ursecurzd witelss network ﬂll]
la
(( ?)) wian
~N

l Conned, l

These screen shots indicate if the connection completes successfully.

1 Wirslass Nehwnrk Connertion

network st Choose a wireless network
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Wireless Netvsork Connection

o
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Related Tasks

1) Learn about wireles
nezworking

Waiting For the ackworls.. .
@ Charge cdvanced Al “III

setlitngs
see=e ) l Cancel l

" CECUMNLY-ENADIEC WIPEIESS NELUIOR. ‘lll
«@)) wlan
? ¥ Cecuiity-enablec wireless netwaork IEIU[][I

« ?)) wircless

~f

f_l‘l nnert



30 Wirpless Netwark Cannectinn

Choose a wireless network

Network Tasks
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%1 Wireless Netwnik Connection

Choose a wireless network

Network Tasks
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« i)) wireless
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Nitisonle T ks Choose a wireless network
'.', Fefrach natwork kst Cliclk cnitemir the list acloa ko cornect ko a wircless nezworls nrange or ko ge: nave
In‘orration.
< et up 3 wirskses network . Employee Connected (.:\?
(o alwn e ur small o ive
f Sceurity cnabled wirclesz nobwork (ATA) l.'ll
Related Tasks Cucst
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i‘? hange tae crder o -
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wirelecs
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15. After the authentication is successful, check the TCP/IP configuration for the wireless adapter by
using Network Connections. It should have an address range of 172.16.100.100-172.16.100.254 fro
the DHCP scope or the scope created for the wireless clients.

16.In order to test functionality, open up a browser and browse to http://wirelessdemoca (or the IP
address of the Enterprise CA server).
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