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Introduction

This document provides configuration examples that explain how to configure various Layer 2 authenticatior
types on a Cisco Wireless integrated fixed—configuration router for wireless connectivity with Security
Device Manager (SDM).

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

» Knowledge of how to configure the basic parameters of the Cisco Integrated Services Router (ISR)
with SDM

« Knowledge of how to configure the 802.11a/b/g Wireless Client Adapter with the Aironet Desktop
Utility (ADU)



Components Used
The information in this document is based on these software and hardware versions:
 Cisco 877W ISR that runs Cisco IOS® Software Release 12.3(8)YI1
 Cisco SDM Version 2.4.1 installed on the ISR
« Laptop with Aironet Desktop Utility Version 3.6
« 802.11 a/b/g Client Adapter that runs Firmware Version 3.6
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Cisco SDM is an intuitive, web—based device-management tool for Cisco I0S Software—based routers. Cis
SDM simplifies router and security configuration through smart wizards, which help customers quickly and
easily deploy, configure, and monitor Cisco Systems® routers without requiring knowledge of the Cisco 10S
Software command-line interface (CLI).

SDM can be downloaded free of charge from the Software Center on Cisco.com.

SDM can be installed independently as a separate copy on every individual routers, or it can also be installe
on a PC. Cisco SDM installed on a PC allows you to use SDM to manage other routers that run proper 10S
images on the network. However, SDM on a PC does not support the reset of the router configuration to
Manufacture default.

This document uses the SDM installed on the wireless router to configure the router for wireless
authentication.

Cisco SDM communicates with routers for two purposes:

» Access the Cisco SDM application files for download to the PC
* Read and write the router configuration and status

Cisco SDM uses HTTP(s) to download the application files (sdm.tar, home.tar) to the PC. A combination of
HTTP(s) and Telnet/SSH is used to read and write the router configuration.

Refer to Cisco Router and Security Device Manager Q&A for the latest information on routers and 10S
software releases that support SDM.

Refer to Configure Your Router to Support SDM for more information on how to use Cisco SDM on a router.

Refer to Install the SDM Files for instructions to install and download SDM files on the router or on the PC.

Configure

The document explains how to configure these authentication types through SDM:



* Open Authentication with WEP Encryption

* Open with MAC Authentication

» Shared Authentication

« 802.1x/Extensible Authentication Protocol (EAP) Authentication

* Wi-Fi Protected Access (WPA)-Pre Shared Key (PSK) Authentication
* WPA Authentication

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Toaokgistered customers odlyo obtain more information on the commands
used in this section.

Network Diagram
This document uses this network setup:
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This setup uses the local RADIUS server on the Wireless ISR to authenticate wireless clients using 802.1x
authentication.

Configure the Router for SDM Access
Complete these steps in order to allow the router to be accessed through SDM:

1. Configure the router for http/https access using the procedure explained in Configure Your Router to
Support SDM.
2. Assign an IP address to the router with these steps:

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface fastEthernet 0

Router(config-if)#ip address10.77.244.197 255.255.255.224

% IP addresses cannot be configured on L2 links.



In the 871W router, you might encounter such an error message. This error message shows that fas
ethernet 0 is a Layer 2 link on which you cannot configure any IP address.

3. In order to overcome this issue, create a Layer—3 (VLAN) interface and assign an IP address on the
same with these steps:

Router(config)#interface Vlanl
Router(config-if)#ip address 10.77.244.197 255.255.255.224

4. Allow this VLAN on the Layer-2 fast ethernet 0 interface with these steps. This document configures
fast ethernet interface as a trunk interface to allow VLANL. You can also configure it as an access
interface and allow VLANL on the interface per your network setup.

Router(config)#interface fastEthernet 0

Router(config-if)#switchport trunk encapsulation dotlq
Router(config-if)#switchport trunk allowed vlan add vlanl

I-—— This command allows VLANL1 through the fast ethernet interface.
I-——In order to allow all VLANS through this interface, issue the
1-—— switchport trunk allowed vlan add all command on this interface.

Note: This example assumes that basic router and wireless configurations are already performed on
the router. Therefore, the next step is to straight away launch the wireless application on the router t
configure authentication parameters.

Launch the SDM Wireless Application on the Router
Complete these steps in order to launch the wireless application:
1. Start SDM by opening a browser and entering the IP address of your router.

You are prompted to acccept or decline a Web Browser Security Alert window that looks like this:
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2.Click Yes to proceed.

3. 0n the window that appears, enter the privilege level 15 username and password in order to access
the router.

This example uses admin as the username and password:

Connect to 10.77.244,197

Lok J[ concel |

4. Click OK to continue. Enter the same information wherever it is required.
5. Click Yes and OK as appropriate in the resultant pages in order to launch the SDM application.

As the SDM application opens, you are prompted by a security alert window to accept a signed
security certificate.
6. Click Yes to accept the signed certificate.
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The resultant Cisco Router and SDM main page look like this:
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7.0n this page, click Configure at the top in order to launch the router configure mode window.




8. In the configure mode window, select Interfaces and Connections from the Tasks column that
appears at the left side of this page.
9. In the Interfaces and Connections window, click the Create Connection tab.

This lists all the interfaces available to be configured on the router.
10.In order to launch the wireless application, choose Wireless from the list of interfaces. Then, click
Launch Wireless Application.

This screenshot explains steps 8, 9 and 10:
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This launches the SDM Wireless Application in a separate window where various authentication
types can be configured.

The SDM Wireless Application home page looks like this:



A Wireless Manegement Cisco B77W Router - Network Interfaces - Microsoft Internet Explorer - | - \[)(

Fie Ed WView Favores Tooks Help ws »

5 | ) Mitos:10.77.244, 197 archive sk wharwsihefabg_rtweceked, shirri v B
~
ol l It I I
cisco Wireless Management Cisco 877W Router la =

Hostnaene Router Routes uptime 15 6 days, 21 hewrs, 32 mimtes

Network Interfaces: Summary

i Rigo0-802110 o e
o) I e
Software Status Olsabed{"
Hardware Status b Clowua'
kiedace Resets ' b |52
Recelve
put Rate Timespan ' S minute
'hpm Rate (bts/sec) ' 0
vhpm Rate (packets/sec) | 0.
"nme Since Last Input ‘ 0051:30
Total Packets Input ' 145304
Total Bytes Input ' 4075400
.Bvoadca‘.l Packets . 31347531
lTnl al Input Errors . 14806
vaelrun Erors 0
.b_:nov-;-d Packets ‘ 0
Throtties I 0
. 4 J v
< D @wem

Observe that the Software Status is Disabled and the Hardware Status of the radio (wireless) interfas
is Down because no SSID is configured on the interface. Next, you configure the SSIDs and
authentication types on this radio interface so that wireless clients can communicate through this
interface.

Configure Open Authentication with WEP Encryption

Open authentication is a null authentication algorithm. The access point (AP) will grant any request for
authentication. Open authentication allows any device network access. If no encryption is enabled on the
network, any device that knows the SSID of the AP can gain access to the network. With WEP encryption
enabled on an AP, the WEP key itself becomes a means of access control. If a device does not have the
correct WEP key, even though authentication is successful, the device will be unable to transmit data throug
the AP. Also, it cannot decrypt data sent from the AP.

Refer to Open Authentication to the Access Point for more information.
This example uses these configuration parameters for open authentication with WEP encryption:
« SSID name: openwep
* VLAN id: 1
* VLAN IP address: 10.1.1.1/16
« DHCP address range for the wireless clients of this VLAN/SSID: 10.1.1.5/16 — 10.1.1.10/16

Complete these steps in order to configure open authentication with WEP:

1. On the Wireless Application home page, click Wireless Services > VLAN in order to configure a
VLAN.



A Wireless Management Cisco B77/W Router - Services - Microsoft Internet Explorer

Fle Edt View Favorkes Tooks Help

Ackiress | ) Mtos:1110.77.244, 197 archive ash wianuihemilsbg_services. st v B e
ol l i ' h
cisco Wireless Management Cisco 877W Router la =

Hostnamne Router Router uptime 15 6 days, 21 howrs, 33 mimtes

‘ Fiters: Disabled ( VLAN Enabled )

Close Window

Copyright (c) 2002-2007 by Cisco Systems, Inc

] Wetps:{/10.77.244.197 farchive Hash whaneshersilevel 1 5/atg_servces visn.sherd 8 @ et

2. Select Routing from the Services: VLAN page.
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3.0n the Services: VLAN Routing page, create the VLAN and assign it to the radio interface.




This is the configuration window of VLANL1 on the radio interface. VLANL1 is the native VLAN here:
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4. 0On the Wireless Application home page, select Wireless Security > SSID Manager in order to

configure the SSID and the authentication type.
5. 0On the Security: SSID Manager page, configure the SSID and assign the SSID to the VLAN created

in stepl in order to enable the SSID on the radio interface.
6. Under the Authentication Settings section of this page, choose Open Authentication.

Here is the configuration window that explains these steps:
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7. Click Apply.

Note: The drop—down box that corresponds to the Open Authentication check box implies that open
authentication can be configured in addition with several additional authentication types, such as EA
or MAC authentication. This section discusses only open authentication with NO ADDITION
(without additional authentication type).

8. Configure WEP encryption for this SSID/VLAN. On the Wireless home page, select Wireless
Security > Encryption Manager in order to configure the encryption settings.

a.On the Security: Encryption Manager page, set the Encryption Mode and Keys for VLANL.
b. Choose WEP Encryption: Mandatory as the Encryption Mode.
c. Set the Encryption Key for this VLAN.

This section uses these encryption key settings:

O Encryption key slot 1: used as the Transmit Key

O Encryption key size: 40 bit

O Encryption key in hexadecimal value: 1234567890
Note: The same encryption key slot (1, in this case) should be used as the transmit key at the
wireless client. Also, the wireless client should be configured with the same key value
(1234567890 in this case) in order for the wireless client to communicate with this WLAN
network.

This configuration window explains these steps:
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This Wireless Security page represents the entire configuration:
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Configure Internal DHCP Server for Wireless Clients of This VLAN

Complete these steps in order to configure an internal DHCP server on the router. This is an optional, thoug
recommended, method to assign IP address to wireless clients.

1. On the SDM configure mode window, select Additional Tasks under the Tasks column that is on the
left side of the window.
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2.0n the Additional Tasks page, expand the DHCP tree and choose DHCP Pools as shown in this
example. In the DHCP Pools column shown on the right side of this page, click Add to create a new

DHCP pool.
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3.0n the Add DHCP Pool page, specify the DHCP Pool Name, DHCP Pool Network, Subnet mask,
Starting IP address, Ending IP address and Default Router parameters as shown in this example:
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4. Click OK.

The internal DHCP server is configured on the router.

Configure Open with MAC Authentication

In this type of authentication, the wireless client will be allowed to access the WLAN network only if the
client's MAC address is under the list of allowed MAC addresses in the authentication server. The AP relays
the wireless client device's MAC address to a RADIUS authentication server on your network, and the serve
checks the address against a list of allowed MAC addresses. MAC-based authentication provides an altern
authentication method for client devices that do not have EAP capability.

Refer to MAC Address Authentication to the Network for more information.

Note: The entire document uses local RADIUS server for MAC authentication, 802.1x/EAP, as well as WPA
authentication.

This example uses these configuration parameters for open with MAC authentication:

* SSID name: openmac

* VLAN id: 2

* VLAN IP address: 10.2.1.1/16

» DHCP address range for the wireless clients of this VLAN/SSID: 10.2.1.5/16 — 10.2.1.10/16



Complete these steps in order to configure open with MAC authentication:

1. On the Wireless Application home page, click Wireless Services > VLAN in order to configure a

VLAN.
2. Select Routing from the Services: VLAN page. On the Services: VLAN Routing page, create the

VLAN and assign it to the radio interface.

Here is the configuration window of VLAN 2 on the radio interface:
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3. Configure the local RADIUS server for MAC authentication. This local RADIUS server will hold the
MAC address of the wireless client in its database and will allow or deny the client into the WLAN

network as per the result of authentication.

a.On the Wireless home page, select Wireless Security > Server Manager in order to
configure the local RADIUS server.
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b. On the Server Manager page, configure the IP address, Shared Secret, and the Authenticatic
and Accounting Ports of the RADIUS server.

Because it is a local RADIUS server, the IP address specified is the address of this wireless
interface. The shared secret key used should be the same on the AAA client configuration.

In this example, the shared secret is cisco.
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c. Click Apply.
d. Scroll down the page to look for Default Server Priorities section. In this section, choose this
RADIUS server (10.2.1.1) as the default priority server for MAC Authentication as shown in
this example:
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e.In order to configure the AAA client and user credentials, select Wireless Security > Local
RADIUS Server from the Wireless home page.

f. On the Local RADIUS Server page, click GENERAL SET-UP.
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g.0n the GENERAL SET-UP page, configure the AAA client and the shared secret key as
shown.

With a local RADIUS server configuration, the IP address of the server and the AAA client
will be the same.
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h. Scroll down the GENERAL SET-UP page to look for the Individual Users configuration

section. In the Individual Users section, configure the MAC address of the wireless client as
username and password.
i. Enable the MAC Authentication Only check—box, then click Apply.
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In order to avoid the client from authentication failure at times, specify the MAC address of
the client in a continuous format without any separation as shown in this example.
4. 0On the Wireless Application home page, select Wireless Security > SSID Manager in order to
configure the SSID and the authentication type.

a.On the Security: SSID Manager page, configure the SSID and assign the SSID to the VLAN
created in stepl in order to enable the SSID on the radio interface.

b. Under the Authentication Settings section of this page, choose Open Authentication and
from the corresponding drop—down box, choose with MAC Authentication.

c. In order to configure Server Priorities, choose Customize under MAC Authenticate Servers
and choose the IP address of the local RADIUS server 10.2.1.1.

This is an example that explains this step:



A Wireless Management Cisco 877W Router - Security SSID Manager - Microsoft Internet Explorer

Fle Edt View Favortes Tooks Hep » B
) Mo 11077 244, 1 97Lar chive Mash whanuifhe s Brvelf 15 /atg_sec_no-chort -socurity shiml v Go
Wireless Secinity ~
(T _
[ SenorManager openwep SSID: openmac
Local RADIUS Server
VLAN: 2 ¥ Define WANS
[ Delote

Authentication Settings

Authentication SettingsmethodsAccepted

¥ Open Authentication with MAC Authenticaton v
[ Shared Aughertication <NOADDITION> v
) Network EAP <NO ADDITIONS v

Server Priorities:

EAP Authentication Servers MAC Authentication Servers
*) Use Defaults Define Defaylts O Use Defaults Define Defaults
© Custormize &) Customize
Prionty 1:  <NONE > Priority 1: 10211 v
Priority 2. | ¢NONE > ¥ ' Prority 2 | CNONE > ¥
Prionty 3. <NONE > » Protity 3. | <NONE > »

Authenticated Key Management

Koy Management: <NONE> w ) WPA

WPA Preshared Key: ® ASCE O Hexadecimal v
&l [ D @ et |

5.In order to configure the internal DHCP server for wireless clients of this VLAN, complete the same
steps explained in the Configure Internal DHCP Server for Wireless Clients of This VLAN section of

this document with these configuration parameters:

¢ DHCP Pool Name: VLAN 2

¢ DHCP Pool Network: 10.2.0.0
¢ Subnet Mask: 255.255.0.0

¢ Starting IP: 10.2.1.5

¢ Ending IP: 10.2.1.10

¢ Default Router: 10.2.1.1

Configure 802.1x/EAP Authentication

This authentication type provides the highest level of security for your wireless network. By using the EAP tc
interact with an EAP—-compatible RADIUS server, the AP helps a wireless client device and the RADIUS

server to perform mutual authentication and derive a dynamic unicast WEP key. The RADIUS server sends
the WEP key to the AP which uses it for all unicast data signals that it sends to, or receives, from the client.

Refer to EAP Authentication to the Network for more information.
Note: There are several methods of EAP authentication available. Throughout this document, it explains hoy
to configure Lightweight Extensible Authentication Protocol (LEAP) as the EAP authentication. LEAP uses

the username and password as user credentials for authentication.

Note: In order to configure EAP—Flexible Authentication via Secure Tunneling (EAP-FAST) as the EAP
authentication type, refer to EAP-FAST Version 1.02 Configuration Guide for the procedure.

This example uses these configuration parameters for EAP authentication:



» SSID name: leap

* VLAN id: 3

* VLAN IP address: 10.3.1.1/16

» DHCP address range for the wireless clients of this VLAN/SSID: 10.3.1.5/16 - 10.3.1.10/16

Complete these steps in order to configure EAP authentication:

1. Repeat steps 1 and 2 of Configure Open with MAC Authentication in order to create and configure
VLAN with these configuration parameters:

¢ VLAN id: 3
+ Radio interface IP address: 10.3.1.1
+ subnet mask: 255.255.0.0

2. Then, configure the local RADIUS server for client authentication. In order to perform this, repeat
steps 3a to 3c of Configure Open with MAC Authentication with these configuration parameters:

¢ IP address of RADIUS server: 10.3.1.1
¢ Shared Secret: cisco

Here is the configuration screen that explains step 2 of EAP authentication:
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3. Scroll down the page to look for the Default Server Priorities section. In this section, choose this

RADIUS server (10.3.1.1) as the default priority server for EAP Authentication as shown in this
example.
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4. Repeat steps 3e and 3f of Configure Open with MAC Authentication.
5. Repeat steps 3g and 3h of Configure Open with MAC Authentication with these configuration
parameters for EAP authentication:

¢ AAA client IP address: 10.3.1.1
¢ Shared secret: cisco
¢ Under the Individual Users section, configure the username and password as user1.
6. On the Wireless Application home page, select Wireless Security > SSID Manager in order to
configure the SSID and the authentication type.

a.On the Security: SSID Manager page, configure the SSID and assign the SSID to the VLAN
created in step 1 in order to enable the SSID on the radio interface.

b. Under the Authentication Settings section of this page, choose Open Authentication and
from the corresponding drop—down box, choose EAP Authentication. Also, select the
Network EAP authentication type.

c. In order to configure the Server Priorities, choose Customize under EAP Authenticate
Servers and choose the IP address of the local RADIUS server 10.3.1.1.

Here is an example that explains these steps:
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7.In order to configure the internal DHCP server for wireless clients of this VLAN, complete the same
steps explained in the Configure Internal DHCP Server for Wireless Clients of This VLAN section of
this document with these configuration parameters:

* & & o o

DHCP Pool name: VLAN 3
DHCP Pool Network: 10.3.0.0
Subnet Mask: 255.255.0.0
Starting IP: 10.3.1.5

Ending IP: 10.3.1.10

¢ Default Router: 10.3.1.1
8. Configure the Cipher to be used for dynamic key management upon successful authentication of the
wireless client.

a.On the Wireless home page, select Wireless Security > Encryption Manager in order to
configure the encryption settings.
b. On the Wireless Security > Encryption Manager screen on the Security: Encryption Manager
page, enter 3 for Set Encryption Mode and Keys for VLAN.
c. Choose Cipher as the Encryption Mode, and choose a Cipher encryption algorithm from the
drop—down box.

This example uses TKIP as the Cipher algorithm:
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Note: While configuring multiple authentication types on a wireless router through SDM,
sometimes it might not be possible to configure two different authentication types both using
cipher encryption mode on the same router. In such cases, the encryption setting configured
through SDM might not be applied on the router. In order to overcome this, configure those
authentication types through CLI.

Configure Shared Authentication
Cisco provides shared key authentication to comply with the IEEE 802.11b standard.

During shared key authentication, the AP sends an unencrypted challenge text string to any device that
attempts to communicate with the AP. The device that requests authentication encrypts the challenge text a
sends it back to the AP. If the challenge text is encrypted correctly, the AP allows the requesting device to
authenticate. Both the unencrypted challenge and the encrypted challenge can be monitored. However, this
leaves the AP open to attack from an intruder who calculates the WEP key by comparing the unencrypted a
encrypted text strings.

Refer to Shared Key Authentication to the Access Point for more information.
This example uses these configuration parameters for shared authentication:
» SSID name: shared
* VLANid: 4
* VLAN IP address: 10.4.1.1/16
« DHCP address range for the Wireless clients of this VLAN/SSID: 10.4.1.5/16 — 10.4.1.10/16

Complete these steps in order to configure shared authentication:



1. Repeat steps 1 and 2 of Configure Open with MAC Authentication in order to create and configure
VLAN with these configuration parameters:
¢ VLANid: 4
¢ Radio interface IP address: 10.4.1.1
¢ subnet mask: 255.255.0.0

2.0n the Wireless Application home page, select Wireless Security > SSID Manager in order to
configure the SSID and the authentication type.

a.oOn the Security: SSID Manager page, configure the SSID and assign the SSID to the VLAN
created in stepl in order to enable the SSID on the radio interface.

b. Under the Authentication Settings section of this page, choose Shared Authentication.

Here is the configuration screen that explains these steps:
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c. Click Apply.

3. Configure WEP encryption for this SSID/VLAN. Because it is the shared key authentication, the

same key is used for authentication as well. On the Wireless home page, select Wireless Security >
Encryption Manager in order to configure the encryption settings.

a.On the Security: Encryption Manager page, enter 4 for Set Encryption Mode and Keys for
VLAN.

b. Choose WEP Encryption: Mandatory as the Encryption Mode.
c. Set the Encryption Key for this VLAN.

This section uses these encryption key settings:

¢ Encryption Key slot 1: used as the Transmit Key
¢ Encryption Key size: 40 bit



¢ Encryption key in hexadecimal value: 1234567890
Note: The same encryption key slot (1, in this case) should be used as the transmit key at the
wireless client. Also, the wireless client should be configured with the same key value
(1234567890 in this case) in order for the wireless client to communicate with this WLAN
network.
This configuration screen explains these steps:
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4. In order to configure the internal DHCP server for wireless clients of this VLAN, complete the same
steps explained in Configure Internal DHCP Server for Wireless Clients of This VLAN section of this
document with these configuration parameters:

¢ DHCP Pool name: VLAN 4

¢ DHCP Pool Network: 10.4.0.0
¢ Subnet Mask: 255.255.0.0

¢ Starting IP: 10.4.1.5

¢ Ending IP: 10.4.1.10

¢ Default Router: 10.4.1.1

Configure WPA Authentication

WPA is a standards—based, interoperable security enhancement that strongly increases the level of data
protection and access control for existing and future wireless LAN systems. WPA key management support:
two mutually exclusive management types: WPA and WPA-PSK.

Refer to Using WPA Key Management for more information.
Using WPA key management, clients and the authentication server authenticate to each other using an EAF

authentication method, and the client and server generate a pairwise master key (PMK). Using WPA, the
server generates the PMK dynamically and passes it to the AP.



This example uses these configuration parameters for WPA authentication:

* SSID name: wpa

* VLAN id: 5

* VLAN IP address: 10.5.1.1/16

» DHCP address range for the wireless clients of this VLAN/SSID: 10.5.1.5/16 - 10.5.1.10/16

Complete these steps in order to configure WPA authentication:

1. Repeat steps 1 and 2 of Configure Open with MAC Authentication in order to create and configure
VLAN with these configuration parameters:

¢ VLANid: 5
¢ Radio interface IP address: 10.5.1.1
¢ subnet mask: 255.255.0.0
2.Because WPA is a key management standard, configure the cipher to be used for WPA key
management.

a.On the Wireless home page, select Wireless Security > Encryption Manager in order to
configure the encryption settings.

b. On the Wireless Security > Encryption Manager screen on the Security: Encryption Manager
page, enter 5 for Set Encryption Mode and Keys for VLAN.

c. Choose Cipher as Encryption Mode, and choose a Cipher encryption algorithm from the
drop—down box.

This example uses TKIP as the Cipher algorithm:
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Note: While configuring multiple authentication types on a wireless router through SDM,
sometimes it might not be possible to configure two different authentication types both using
cipher encryption mode on the same router. In such cases, the encryption setting configured
through SDM might not be applied on the router. In order to overcome this, configure those
authentication types through CLI.
3. The next step is to configure local RADIUS server for client authentication. In order to perform this,
repeat steps 3a to 3c of Configure Open with MAC Authentication with these configuration

parameters:

+ |IP address of RADIUS server: 10.5.1.1

¢ Shared Secret: cisco
a. Scroll down the Server Manager page to look for the Default Server Priorities section. In

this section, choose this RADIUS server (10.5.1.1) as the default priority server for EAP
Authentication as shown in this example:
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b. Repeat steps 3e and 3f of Configure Open with MAC Authentication.
c. Repeat steps 3g and 3h of Configure Open with MAC Authentication with these
configuration parameters for EAP authentication:

O AAA client IP address: 10.5.1.1
¢ Shared Secret: cisco
d. Under the Individual Users section, configure the username and password as user2.
4.1n order to enable WPA for an SSID, you need to enable Open with EAP or Network EAP on the
SSID. In order to enable Network EAP, on the Wireless Application home page, select Wireless
Security > SSID Manager to configure the SSID and the authentication type.

a.On the Security: SSID Manager page, configure the SSID and assign the SSID to the VLAN
created in stepl in order to enable the SSID on the radio interface.



b. Under the Authentication Settings section of this page, choose Open Authentication and
from the corresponding drop—down box, choose EAP Authentication. Also, select the

Network EAP authentication type.
c. In order to configure Server Priorities, choose Customize under EAP Authenticate Servers

and choose the IP address of the local RADIUS server 10.5.1.1.
Here is an example that explains these steps:
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5. Scroll down the SSID Manager page to look for the Authenticated Key Management section.
6. In this section, choose Mandatory from the Key Management drop—down box, and enable the WPA

check—box.

Here is the configuration window that explains these steps:
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7.Click Apply.

8. In order to configure the internal DHCP server for wireless clients of this VLAN, complete the same
steps explained in Configure Internal DHCP Server for Wireless Clients of This VLAN section of this
document with these configuration parameters:

¢ DHCP Pool Name: VLAN 5

¢ DHCP Pool Network: 10.5.0.0
¢ Subnet Mask: 255.255.0.0

¢ Starting IP: 10.5.1.5

¢ Ending IP: 10.5.1.10

¢ Default Router: 10.5.1.1

Configure WPA-PSK Authentication

The other WPA key management type is called the WPA-PSK. WPA-PSK is used to support WPA on a
wireless LAN where 802.1x—-based authentication is not available. With this type, you must configure a
pre—shared key on the AP. You can enter the pre—-shared key as ASCII or hexadecimal characters. If you er
the key as ASCII characters, you enter between 8 and 63 characters, and the AP expands the key using the
process described in the Password-based Cryptography Standard (RFC2898). If you enter the key as
hexadecimal characters, you must enter 64 hexadecimal characters.

This example uses these configuration parameters for WPA-PSK authentication:
» SSID name: wpa-psk
* VLAN id: 6
¢ VLAN IP address: 10.6.1.1/16
« HCP address range for the wireless clients of this VLAN/SSID: 10.6.1.5/16 — 10.6.1.10/16

Complete these steps in order to configure WPA-PSK:



1. Repeat steps 1 and 2 of Configure Open with MAC Authentication in order to create and configure
VLAN with these configuration parameters:

¢ VLAN id: 6
¢ Radio interface IP address: 10.6.1.1
¢ subnet mask: 255.255.0.0
2.Because WPA-PSK is a key management standard, configure the cipher to be used for WPA key
management.

a.oOn the Wireless home page, select Wireless Security > Encryption Manager in order to
configure the encryption settings.

b. On the Wireless Security > Encryption Manager window on the Security: Encryption
Manager page, enter 6 for Set Encryption Mode and Keys for VLAN.

c. Choose Cipher as Encryption Mode, and choose a Cipher encryption algorithm from the
drop—down box.

This example uses TKIP+WEP 128bit as the Cipher algorithm.
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Note: While configuring multiple authentication types on a wireless router through SDM,
sometimes it might not be possible to configure two different authentication types both using
cipher encryption mode on the same router. In such cases, the encryption setting configured
through SDM might not be applied on the router. In order to overcome this, configure those
authentication types through CLI.
3.In order to enable WPA-PSK for an SSID, you need to enable open authentication on the SSID. In
order to enable open authentication, repeat step 6 of Configure Open Authentication with WEP
Encryption.

Here is the configuration window of WPA-PSK:
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4. Scroll down the SSID Manager page to look for the Authenticated Key Management section.

5. In this section, choose Mandatory from the Key Management drop—down box, enable the WPA
check-box and enter the WPA Pre-shared Key in ASCII or Hexadecimal format.

This example uses ASCII format. The same format should be used at the client side configuration.
Here is the configuration window that explains step 5:
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The WPA Pre-Shared Key used in this configuration is 1234567890.

6. Click Apply.

7.In order to configure the internal DHCP server for wireless clients of this VLAN, complete the same
steps explained in Configure Internal DHCP Server for Wireless Clients of This VLAN section of this
document with these configuration parameters:

¢ DHCP Pool Name: VLAN 6

¢ DHCP Pool Network: 10.6.0.0
¢ Subnet Mask: 255.255.0.0

¢ Starting IP: 10.6.1.5

¢ Ending IP: 10.6.1.10

¢ Default Router: 10.6.1.1

Wireless Client Configuration

After you configure the ISR through SDM, you need to configure the wireless client for the different
authentication types so that the router can authenticate these wireless clients and provide access to the WL
network. This document uses ADU for client side configuration.

Configure Wireless Client for Open Authentication with WEP Encryption
Complete these steps:
1.In the Profile Management window on the ADU, click New in order to create a new profile.

A new window displays where you can set the configuration for open authentication.
2.Under the General tab, enter the Profile Name and the SSID that the client adapter will use.



In this example, the Profile Name and SSID are openwep.

Note: The SSID must match the SSID that you configured on the ISR for open authentication.
Profile Management
' General \ Security  Advanced

Profile Settings . =
Profile Name: || openwep )

Client Name: | client

Network Names

5SID1, |openwep

55ID2

ssID3: |

[ ok || cance |

3. Click the Security tab and leave the security option as Pre—Shared Key (Static WEP) for WEP
encryption.
4. Click Configure and define the pre—shared key as shown in this example:




Profile Management '?[y

[ Genefal| Securty | Adyanced|

\\—’-
Set Secunty Options

O WPAMWPA2/CCKM WPAMPA2/CCKM EAP Type: | EoF

O WPAMPAZ Passphrase

O 8021
// N,

(® Pre-Shared Key (Static WEPD

—

802.1xEAP Type: L EoF

=

= [ Allow Association to Mixed Cells
(I Configure... ) Locked Profile

Define Pre-Shared Keys ? [g|

Key Entry
(®) Hexadecimal (0-9, A-F)

Encryption Keys

Transmit

WEP Key 2

WEPKey: |

WEPKeyd: |

5. Click the Advanced tab on the Profile Management page and set 802.11 Authentication Mode as
Open for open authentication.
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- “.\.\
| General | Security | Advanced | )

Transmit Power Level T L L Al CAM (Constantly Awake Mode) v

80211b/g [100mwW |

Network Type: ' Infrastructure v

80211a |40 mw v
» 802.11b Preamble: () Shot&Long () Long Only

Wireless Mode Wireless Mode When Starting 4d Hoc Network

[¥] 5 GHz 54 Mbps
[¥] 2.4 GHz 54 Mbps : &4 M1
[¥] 2.4 GHz 11 Mbps

80211 Authentication Mode

O Auto ( @open ) O Shared

| PrefenedsPs.. |

[ ok || cance |

6. In order to verify open with WEP authentication, activate the openwep SSID configured.

# Cisco Aironet Desktop Utility - Current Profile: default

Action Options Help
| Current Status | Profile Management | Diagnostics
wdefaullt | New... |
N cpenwep B [ Modiy ]
[__Bemove |
( Activate ]‘
Details ——
Network Type: Infrastructure [ Import... J
Security Mode: Pre Shared Key
Network Name 1 (SSID1}  openwep [ Expot. |
Network Name 2 (SSID2) <empty> [ g ]
Network Name 3 (SSID3}  <emply>
r [ Order Profiles... ]

7. Verify the wireless client is associated successfully with the router. This can be verified in detail from
the wireless router using the show dotl1 associations command.

Here is an example:

Router#show dotll associations
802.11 Client Stations on Dot11RadioO:



SSID [openwep] :

MAC Address IP address Device Name Parent State
0040.96ac.e657 10.1.1.5 CB21AG/PI21AG client self Assoc

Others: (not related to any ssid)

Configure Wireless Client for Open with MAC Authentication
Complete these steps:
1. In the Profile Management window on the ADU, click New in order to create a new profile.

A new window displays where you can set the configuration for open authentication.
2. Under the General tab, enter the Profile Name and the SSID that the client adapter will use.

In this example, the Profile Name and SSID are openmac.

Note: The SSID must match the SSID that you configured on the ISR for open authentication.

Profile Management @

(| General | Skeuwity | Advanced

Profile Settings

Profile Name: &t

Client Name: | client!

Network Names
SSID1: ((openmac

SSID2

SSID3:

| ok || cance |

3. Click the Security tab and leave the security option as None for open with MAC authentication.
Then, click OK.



Profile Management
re ™
General| Secuiity | Advanced

Set Secunty Options

O WPAMWPA2/CCKM WPAMPAZ2/CCKM EAP Type:

O WPAAWPA2 Passphrase

O 802.1x 802.1x EAP Type:
O Pre-Shared Key (Static WEF)

(_\ ®None )

Lok J[ concel |

4. In order to verify open with MAC authentication, activate the openmac SSID configured.

: Cisco Aironet Desktop Utility - Current Profile: openmac
Action Options Help

| Current Status | Profile Management | Diagnostics |

defaul [ New. ]
QpeRwep. :

Ty

Details ~—

Network Type: Infrastructure [ Import... ]
Security Mode: Disabled 1
Network Name 1 (SSID1}  openmac [ Export.. ]
Network Name 2 (SSID2}  <empty> [ - )
Network Name 3 (SSID3)  <empty>

| J

Order Profiles...

5. Verify the wireless client is associated successfully with the router. This can be verified in detail from
the wireless router using the show dotl1 associations command.

Here is an example:

Router#show dotll associations
802.11 Client Stations on Dot11RadioO:



SSID [openmac] :

MAC Address IP address Device Name Parent State
0040.96ac.e657 10.2.1.5 CB21AG/PI21AG clientl self MAC-Assoc

SSID [openwep] :

Others: (not related to any ssid)

Configure Wireless Client for 802.1x/EAP Authentication

Complete these steps:
1. In the Profile Management window on the ADU, click New in order to create a new profile.

A new window displays where you can set the configuration for open authentication.
2. Under the General tab, enter the Profile Name and the SSID that the client adapter will use.

In this example, the Profile Name and SSID are leap.

Note: The SSID must match the SSID that you configured on the ISR for 802.1x/EAP authentication.
3. Under Profile Management, click the Security tab, set the security option as 802.1x and choose the
appropriate EAP type.

This document uses LEAP as the EAP type for authentication.
4. Click Configure in order to configure the LEAP username and password settings.

Profile Management @
General ' Security .v\Advanced

Set Security Options

O WPAMPA2/CCKM WPAAWPA2/CCKM EAP Type:
O WPAMPA2 Passphrase — —
(®s021x ) 7 8021xEAP Type: |LEAP v™

O Pre-Shared Key (Static WEP) e -~
() None
— —— [] Allow Association to Mixed Cells

Group Policy Delay: |60 < | sec

[ ok || Cancel |

Under the username and password settings, this example chooses to Manually Prompt for User
Name and Password so that the client will be prompted to enter the correct username and password



while trying to connect to the network.
5. Click OK.

LEAP Settings @

Always Resume the Secure Session

Usermame and Password Settings

(®) Use Temporary User Name and Password

O Use Windows User Name and Password
O Automatically Prompt for User Name and Password
(®) Manually Prompt for User Name and Password

(O Use Saved User Name and Password

No Network Connection Unless User s Logged In
Authentication Timeout Vakse (in seconds) |90 |

v

[ OK [ Cancel ]

6. In order to verify EAP authentication, activate the leap SSID configured. You are prompted to enter ¢
LEAP username and password. Enter both the credentials as userl and click OK.



= Cisco Aironet Desktop Utility - Current Profile: leap

st il Enter Wireless Network Password |

Current Statu

Please enter your LEAP usemname and password to log on to the wireless

i . )

openv
open User Name: |user! bty |

‘= leap

Password : I"“’l

Details Logonto: I
Networ Dt |
Secut  Card Name : Cisco Aironet 802.11a/b/g Wireless Adapter
N Dit... |
Networ FProfile Name : leap

an,
{rof |

Networ

0K Cancel

7. Verify the wireless client is authenticated successfully and assigned with an IP address. This can be
verified clearly from the ADU status window.

LEAP Authentication Status n = xll

Card Name: Cisco Aironet 802.11a/b/g Wireless Adapter

Profile Name: leap
Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Renewing IP address Success
4. Detecting IPX Frame Type Success
5. Finding Domain Controller Success

[~ Show minimized next time

Here is the equivalent output from the CLI of the router:

Router#show dot11 associations
802.11 Client Stations on Dot11RadioO:

SSID [leap] :
MAC Address IP address Device Name Parent State
0040.96ac.e657 10.3.1.5 CB21AG/PI21AG client2 self EAP-Assoc

SSID [openmac] :

SSID [openwep] :

Others: (not related to any ssid)



Configure Wireless Client for Shared Authentication

Complete these steps:
1. In the Profile Management window on the ADU, click New in order to create a new profile.

A new window displays where you can set the configuration for open authentication.
2. Under the General tab, enter the Profile Name and the SSID that the client adapter will use.

In this example, the Profile Name and SSID are shared.

Note: The SSID must match the SSID that you configured on the ISR for open authentication.
3. Click the Security tab and leave the security option as Pre-Shared Key (Static WEP) for WEP
encryption. Then, click Configure.

General | Securty | Advanced

Set Security Options

O WPAMWPA2/CCKM WPAAWPA2/CCKM EAP Type:

O WPAMWPAZ Passphiase

O 8021 802.1x EAP Type
( .--4'7‘:(§-Pre.5hared Key (Static W;EP)

e

" [] Allow Association to Mixed Cells

Lok J[ Concel |

4. Define the pre—shared key as shown in this example:



Define Pre-Shared Keys a

Key Entry
(®) Hexadecimal (0-9, A-F) (O ASCII Text (all keyboard characters)
Encryption Keys
WEP Key Size:
TransmitKey — 40 128
C WEPKey1: @ 1234567830 @ >0
WEPKey2 | - ® O
WEP Key 3: ® O
WEP Key 4: ® O
OK ] [ Cancel ]
5. Click OK.

6. Under Profile Management, click the Advanced tab and set 802.11 Authentication Mode as Shared
for shared authentication.

7.In order to verify shared authentication, activate the shared SSID configured.

8. Verify the wireless client is associated successfully with the router. This can be verified in detail from
the wireless router using the show dot11 associations command.

Here is an example:

Router#show dot11 associations
802.11 Client Stations on Dot11RadioO:

SSID [shared] :
MAC Address IP address Device Name Parent State
0040.96ac.e657 10.4.1.5 CB21AG/PI21AG WCS self Assoc

Configure Wireless Client for WPA Authentication
Complete these steps:
1.In the Profile Management window on the ADU, click New in order to create a new profile.

A new window displays where you can set the configuration for open authentication.
2.Under the General tab, enter the Profile Name and the SSID that the client adapter will use.

In this example, the Profile Name and SSID are wpa.
Note: The SSID must match the SSID that you configured on the ISR for WPA (with EAP)
authentication.

3. Under Profile Management, click the Security tab, set the security option as WPA/WPA2/CCKM
and choose the appropriate WPA/WPA2/CCKM EAP type.

This document uses LEAP as the EAP type for authentication.



4. Click Configure in order to configure the LEAP username and password settings.

Profile Management @
“ -
General | Secuiity | Advanced

Set Securnity Options

© WPAAPA2/CCKM

O WPAIWPA2 Passphrase—_

O 802.1x

WPAMWPA2/CCKM EAP Type:

802.1x EAP Type:

LEAP

O Pre-Shared Key (Static WEP)
O None

| —————

™ Configue..

D

Group Policy Delay: :SO S| sec

[ ok || cance |

Under the username and password settings, this example chooses to Manually prompt for User
Name and Password so that the client will be prompted to enter the correct username and password
while trying to connect to the network.

5. Click OK.

6. In order to verify EAP authentication, activate the leap SSID configured. You are prompted to enter ¢
LEAP username and password. Enter both the credentials as user2, then click OK.

7. Verify the wireless client is authenticated successfully and assigned with an IP address. This can be
verified clearly from the ADU status window.

LEAP Authentication Status - X

Card Name: Cisco Aronet 802.11a/b/g Wireless Adapter
Profile Name: wpa

Steps Status

1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Renewing IP address Success
4. Detecting IPX Frame Type Success
5. Finding Domain Controller Success

[~ Show minimized next time

Cancel




Configure Wireless Client for WPA-PSK Authentication
Complete these steps:
1. In the Profile Management window on the ADU, click New in order to create a new profile.

A new window displays where you can set the configuration for open authentication.
2. Under the General tab, enter the Profile Name and the SSID that the client adapter will use.

In this example, the Profile Name and SSID are wpa—psk.
Note: The SSID must match the SSID that you configured on the ISR for WPA-PSK authentication.

3. Under Profile Management, click the Security tab and set the security option as WPA/WPA2
Passphrase. Then, click Configure in order to configure the WPA Passphrase.

Profile Management @

General | Secuity | Advanced

Set Security Options

O WPAAVPAICCKM WPA/WPA2/CCKM EAP Type:
‘@ WPAAWPA2 Passphiase
Os21x 802.1x EAP Type:

O Pre-Shared Key [Static WEP)
O Nore————__

"’{ . Configure. .. ‘.]I

- VGloup Policy Delay: |60 &l sec

| ok || cance |

4. Define a WPA Pre—-Shared Key. The key should be 8 to 63 ASCII characters in length. Then, click
OK.



Define WPA/WPA2 Pre-Shared Key

Enter a WPAMWPAZ passphrase (8 to 63 ASCII or 64 hewadecimal characters)

A»_
([1eerem )

-

v

0K Cancel

5. In order to verify WPA-PSK, activate the wpa—psk SSID configured.
6. Verify the wireless client is associated successfully with the router. This can be verified in detail from
the wireless router using the show dotl1 associations command.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Troubleshooting Commands
You can use these debug commands to troubleshoot your configuration.

» debug dotll aaa authenticator all Activates the debugging of MAC and EAP authentication
packets.

« debug radius authentication Displays the RADIUS negotiations between the server and client.

 debug radius local-server packets Displays the content of the RADIUS packets that are sent and
received.

 debug radius local-server client Displays error messages about failed client authentications.
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