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Introduction

This document explains how to configure Wireless LAN Controllers (WLCs) to authorize the Lightweight
Access Points (LAPs) based on the MAC address of the LAPs.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

« Basic knowledge of how to configure a Cisco Secure Access Control Server (ACS) to authenticate

wireless clients
» Knowledge of the configuration of Cisco Aironet LAPs and Cisco WLCs
» Knowledge of Cisco Unified Wireless Security Solutions

Components Used
The information in this document is based on these software and hardware versions:

» Cisco 4400 Series WLC that runs Version 5.0.148.0
» Cisco Aironet 1000 series LAPs

» Cisco Aironet 1200 series LAPs

» Cisco Secure ACS Server Version 4.2

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Lightweight Access Point (LAP) Authorization

During the LAP registration process, the LAPs and WLCs mutually authenticate using X.509 certificates.
The X.509 certificates are burned into protected flash on both the access point (AP) and WLC at the factory
by Cisco. On the AP, factory installed certificates are called manufacturing installed certificates (MIC). All
Cisco APs manufactured after July 18, 2005 have MICs.

Cisco Aironet 1200, 1130, and 1240 APs manufactured before July 18, 2005, that have been upgraded frorm
autonomous IOS to Lightweight Access Point Protocol (LWAPP) IOS, generate a self-signed certificate
(SSC) during the upgrade process. For information on how to manage APs with SSCs, refer to Upgrading
Autonomous Cisco Aironet Access Points to Lightweight Mode.

In addition to this mutual authentication that occurs during the registration process, the WLCs can also restr
the LAPs that register with them based on the MAC address of the LAP.

The lack of a strong password by the use of the LAP's MAC address should not be an issue because the
controller uses MIC to authenticate the AP before authorizing the AP through the RADIUS server. The use ¢
MIC provides strong authentication.

LAP authorization can be performed in two ways:

 Using the Internal Authorization list on the WLC
« Using the MAC address database on an AAA server

The behaviors of the LAPs differ based on the certificate used:
* LAPs with SSCs The WLC will only use the Internal Authorization list and will not forward a
request to a RADIUS server for these LAPs.
* LAPs with MICs WLC can use either the Internal Authorization list configured on the WLC or use a
RADIUS server to authorize the LAPs

This document discusses LAP authorization using both the Internal Authorization list and the AAA server.

Using the Internal Authorization List on the WLC

On the WLC, use the AP authorization list to restrict LAPs based on their MAC address. The AP
authorization list is available under Security > AP Policies in the WLC GUI.

This example shows how to add the LAP with MAC address 00:0b:85:5b:fb:dO.
Complete these steps:
1. From the WLC controller GUI, click Security > AP Policies.

The AP Policies page appears.
2. Under Policy Configuration, check the box for Authorize APs against AAA.



When this parameter is selected, the WLC checks the local authorization list first. If the LAP's MAC
is not present, it checks the RADIUS server.

3. Click the Add button on the right hand side of the screen.
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4.Under Add AP to Authorization List, enter the AP MAC address. Then, choose the certificate type
and click Add.

In this example, a LAP with MIC certificate is added.

Note: For LAPs with SSCs, choose SSC under Certificate Type.

MANAGEMENT COMMANDS  HELP

AP Policies

Policy Configuration

Authonze APs aganst AAA v EWJ
Accept Self Signed Certificate I Enabled

Add AP to Authonzation List

MAC Address I J00:00:85:51:52:00
Certficate Type |HIC -I

The LAP is added to the AP authorization list and is listed under AP Authorization List.

Entries 1 - 1 of 1
AP Authorization List "
Search by MAC “_ml
Certificate
MAC Address Type SHAL Key Hash
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In order to verify this configuration, you need to connect the LAP with MAC address 00:0b:85:51:5a:e0 to th
network and monitor. Use the debug lwapp events enable and debug aaa all enable commands to perform

this.

This output shows the debugs when the LAP MAC address is not present in the AP authorization list:



Note: Some of the lines in the output have been moved to the second line due to space constraints.

debug Iwapp events enable

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received LWAPP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:EQ

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 LWAPP Join—-Request MTU path from

AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007: spamRadiusProcessResponse: AP Authorization failure

for 00:0b:85:51:5a:e0

debug aaa all enable

Wed Sep 12 17:56:26 2007: Unable to find requested user entry for 000b85515ae0
Wed Sep 12 17:56:26 2007: AuthenticationRequest: Oxac476e8

Wed Sep 12 17:56:26 2007: Callback..........ccccevunnen. 0x8108e2c
Wed Sep 12 17:56:26 2007: protocolType.........ccvveeeen. 0x00000001
Wed Sep 12 17:56:26 2007: proxyState........cccceeeeeeenn. 00:0B:85:51:5A:E0-00:00

Wed Sep 12 17:56:26 2007: Packet contains 8 AVPs (not shown)

Wed Sep 12 17:56:26 2007: 00:0b:85:51:5a:e0 Returning AAA Error 'No Server' (=7)
for mobile 00:0b:85:51:5a:e0

Wed Sep 12 17:56:26 2007: AuthorizationResponse: Oxbadff7d4

Wed Sep 12 17:56:26 2007: structureSize.........cc........ 28

Wed Sep 12 17:56:26 2007: resultCode..........cccvveeeenn. -7

Wed Sep 12 17:56:26 2007: protocolUsed..................... Oxffffffff

Wed Sep 12 17:56:26 2007: proxyState........cccceeeeeeenn. 00:0B:85:51:5A:E0-00:00

Wed Sep 12 17:56:26 2007: Packet contains 0 AVPs:
Wed Sep 12 17:56:31 2007: Unable to find requested user entry for 000b85515ae0
Wed Sep 12 17:56:31 2007: AuthenticationRequest: Oxac476e8

Wed Sep 12 17:56:31 2007: Callback..........ccccevunnnee. 0x8108e2c
Wed Sep 12 17:56:31 2007: protocolType.........ccvveeee.. 0x00000001
Wed Sep 12 17:56:31 2007: proxyState........cccceeeeeeenn. 00:0B:85:51:5A:E0-00:00

Wed Sep 12 17:56:31 2007: Packet contains 8 AVPs (not shown)
Wed Sep 12 17:56:31 2007: 00:0b:85:51:5a:e0 Returning AAA Error 'No Server' (=7)
for mobile 00:0b:85:51:5a:e0

This output show the debugs when the LAP's MAC address is added to the AP authorization list:

Note: Some of the lines in the output have been moved to the second line due to space constraints.

debug Iwapp events enable

Wed Sep 12 17:43:59 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:43:59 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:43:59 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1'

Wed Sep 12 17:43:59 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:44:10 2007: 00:0b:85:51:5a:e0 Received LWAPP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:44:10 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80



rxNonce 00:0B:85:51:5A:E0

Wed Sep 12 17:44:10 2007: 00:0b:85:51:5a:e0 LWAPP Join—-Request MTU path
from AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:44:10 2007: 00:0b:85:51:5a:e0 Successfully added NPU Entry for
AP 00:0b:85:51:5a:e0 (index 58)Switch IP:

10.77.244.213, Switch Port: 12223, intlfNum 1, vlanld OAP IP: 10.77.244.221,
AP Port: 5550, next hop MAC: 00:0b:85:51:5a:e0

Wed Sep 12 17:44:10 2007: 00:0b:85:51:5a:e0 Successfully transmission of
LWAPP Join—Reply to AP 00:0b:85:51:5a:e0

Wed Sep 12 17:44:10 2007: 00:0b:85:51:5a:e0 Register LWAPP event for

AP 00:0h:85:51:5a:e0 slot 0

Wed Sep 12 17:44:10 2007: 00:0b:85:51:5a:e0 Register LWAPP event for

AP 00:0h:85:51:5a:e0 slot 1

debug aaa all enable

Wed Sep 12 17:57:44 2007: User 000b85515ae0 authenticated

Wed Sep 12 17:57:44 2007: 00:0b:85:51:5a:e0 Returning AAA Error 'Success' (0)
for mobile 00:0b:85:51:5a:e0

Wed Sep 12 17:57:44 2007: AuthorizationResponse: Oxbadff96c

Wed Sep 12 17:57:44 2007: structureSize..........c........ 70

Wed Sep 12 17:57:44 2007: resultCode..........cccveeeen. 0

Wed Sep 12 17:57:44 2007: protocolUsed..................... 0x00000008

Wed Sep 12 17:57:44 2007: proxyState........cccceeeeeennn. 00:0B:85:51:5A:E0-00:00

Wed Sep 12 17:57:44 2007: Packet contains 2 AVPs:

Wed Sep 12 17:57:44 2007: AVP[01] Service—TYpe.....ccccceevvcvrereeerinnns
0x00000065 (101) (4 bytes)

Wed Sep 12 17:57:44 2007: AVP[02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)

AP Authorization Against an AAA Server

You can also configure WLCs to use RADIUS servers to authorize APs using MICs. The WLC uses a LAP's
MAC address as both the username and password when sending the information to a RADIUS server. For
example, if the MAC address of the AP is 000b85229a70, both the username and password used by the
controller to authorize the AP are 000b85229a70.

Note: If you use the MAC address as the username and password for AP authentication on a RADIUS AAA
server, do not use the same AAA server for client authentication. The reason for this is if hackers find out th
AP MAC address, then they can use that MAC as the username and password credentials to get onto the
network.
This example shows how to configure the WLCs to authorize LAPs using the Cisco Secure ACS.
Complete these steps on the WLC:

1. From the WLC controller GUI, click Security > AP Policies.

The AP Policies page appears.
2. Under Policy Configuration, check the box for Authorize APs against AAA.

When this parameter is selected, the WLC checks the local MAC database first. For this reason, mal
sure the Local database is empty by clearing the MAC addresses under the AP Authorization List . I
the LAP MAC address is not present, it then checks the RADIUS server.
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3. Click Security and RADIUS Authentication from the controller GUI to display the RADIUS
Authentication Servers page. Then, click New in order to define a RADIUS server.

"I'v ) I P Saye Configuration
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4. Define the RADIUS server parameters on the RADIUS Authentication Servers > New page. These
parameters include the RADIUS Server IP Address, Shared Secret, Port Number, and Server Status

This example uses the Cisco Secure ACS as the RADIUS server with IP address 10.77.244.196.
5. Click Apply.

Configure the Cisco Secure ACS to Authorize LAPs
In order to enable the Cisco Secure ACS to authorize LAPs, you need to complete these steps:

1. Configure the WLC as an AAA Client on the Cisco Secure ACS
2. Add the LAP MAC Addresses to the User Database on the Cisco Secure ACS



Configure the WLC as an AAA Client on the Cisco Secure ACS
Complete these steps in order to configure the WLC as an AAA client on the Cisco Secure ACS:
1. Click Network Configuration > Add AAA Client.
The Add AAA Client page appears.
2.0n this page, define the WLC system name, Management Interface IP address, Shared Secret, and
Authenticate Using RADIUS Airespace.

Note: Alternatively, you can try the Authenticate option using RADIUS Aironet.

Here is an example:
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3. Click Submit + Apply.

Add the LAP MAC Addresses to the User Database on the Cisco Secure ACS

Complete these steps in order to add the LAP MAC addresses to the Cisco Secure ACS:
1. Choose User Setup from the ACS GUI, enter the username, and click Add/Edit.

The username should be the MAC address of the LAP that you want to authorize. The MAC address
must not contain colons or hyphens.

In this example, the LAP is added with MAC address 000b855bfbd0:
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2.When the User Setup page appears, define the password for this LAP in the password field as show
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The password should also be the LAP's MAC address. In this example, it is 000b855bfbd0.

O-O-Mm@Abi, a2 -
Cisco Svsrms User Se(up (x|

User: 000b855bfbd0 (New User) : Accoant Disabled
Deleting 2 Username
* Swpplementary Yser Infe
[T Account Disabled * Passweard Authantication
® Greup te which the sser is assiqued
* Callbach
Supplementary User Info ? ® (hent IP Address Asstanment
¢ Advanced Settieas
= * Netwrark Accens Bestrictans
Real Name | = o Max Sessions
Description [ b
Accownt Disable
® Downleadable AlLs
* Advasced TACALS® Settiegs
® TACACS+ Enable Contrel
* TACACS+ Emable Pasyeverd
User Setup ? * TACACS: Outbownd Parrrrsrd
¢ TACACS: _M(—mwlm&mm-
Password Authentication L for ke Dawice M, Asplications
® IACACS® Unlmowmn Services
[ACS Intemal Databaze =] o IETE RADIUS Attributes
CrscoSecure PAP (Also used for CHAP/MS- © BADIUS Yendor Specific Atubytes
CHAPR/ARAP, If the Separate field 1s not checked.)
Password Iucoounooo
Confirm Accownt Disabled Status
p word I"..........
ass Select the Account Disabled chack bau 1o disable this accoumu clear
™ Separate (CHAP/MS-CHAP/ARAP) the chack baw 1o anable the scceunt.
rer—+ Bagkee T
Confirm
Password I . *
When a token erver is used for authentication Tha Dalete Sutten sppe oaly whan you are aditing an existing user
p e = CHAP d fo " v accouat, not o you ding & new wrer account, To delete the
upplying 3 separate password for a token CUManT usar 3CCowat fram the database, <lick Delate. Whan ashed o
card user allows CHAP authentication. This is confirm your action, chick OK.
especially useful when token caching s enabled.
kT
Group to which the user is assigned: > Supplementary User Tnfe

e afermaton in say tupplementsl urer infarm aticn
. Te 3dd or charae falde. click lntarface »

[ Submit | cancel | Type the appl

Bowar thae &




3. Click Submit.

4. Repeat this procedure to add more LAPs to the Cisco Secure ACS database.

Verify

In order to verify this configuration, you need to connect the LAP with MAC address 00:0b:85:51:5a:€e0 to thi
network and monitor. Use the debug Iwapp events enable and debug aaa all enable commands in order to

perform this.

As seen from the debugs, the WLC passed on the LAP MAC address to the RADIUS server 10.77.244.196,
and the server has successfully authenticated the LAP. The LAP then registers with the controller.

Note: Some of the lines in the output have been moved to the second line due to space constraints.

debug aaa all enable

Thu Sep 13 13:54:39 2007: AuthenticationRequest: 0xac48778

Thu Sep 13 13:54:39 2007: Callback........cccceeeeeennneee. 0x8108e2c
Thu Sep 13 13:54:39 2007: protocolType........cccveveenn. 0x00000001
Thu Sep 13 13:54:39 2007: proxyState..............eeennne 00:0B:85:51:5A:E0-00:00

Thu Sep 13 13:54:39 2007: Packet contains 8 AVPs (not shown)

Thu Sep 13 13:54:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

Authentication Packet (id 123) to 10.77.244.196:1812,

proxy state 00:0b:85:51:5a:e0-85:51

Thu Sep 13 13:54:39 2007: 00000000: 01 7b 00 72 00 00 00 00 00 00 00 00 00 00 00 00
R L OO

Thu Sep 13 13:54:39 2007: 00000010: 00 00 00 00 01 Oe 30 30 30 62 38 353531 3561
...... 000b85515a

Thu Sep 13 13:54:39 2007: 00000020: 65 30 1e 13 30 30 2d 30 62 2d 38 35 2d 33 33 2d
€0..00-0b-85-33-

Thu Sep 13 13:54:39 2007: 00000030: 35 32 2d 38 30 1f 13 30 30 2d 30 62 2d 38 35 2d
52-80..00-0b-85~-

Thu Sep 13 13:54:39 2007: 00000040: 35 31 2d 35 61 2d 65 30 05 06 00 00 00 01 04 06
51-5a-€0........

Thu Sep 13 13:54:39 2007: 00000050: Oa 4d f4 d4 20 06 77 6¢c 63 31 02 12 03 04 Oe 12

Thu Sep 13 13:54:39 2007: 00000060: 84 9c 03 8f 63 40 2a be 9d 38 42 91 06 06 00 00
Thu Sep 13 13:54:39 2007: 00000070: 00 Oa

Thu Sep 13 13:54:40 2007: 00000000: 02 7b 00 30 aa fc 40 4b fe 3a 33 10 6 5¢ 30 fd
{.0..@K.:3..0.
Thu Sep 13 13:54:40 2007; 00000010: 12 3 6e fa 08 06 ff ff ff ff 19 16 43 41 43 53

Thu Sep 13 13:54:40 2007: 00000020: 3a 30 2f 39 37 37 2f 61 34 64 66 34 64 34 2f 31
:0/977/a4df4d4/1

Thu Sep 13 13:54:40 2007: ****Enter processincomingMessages: response code=2
Thu Sep 13 13:54:40 2007: ****Enter processRadiusResponse: response code=2

Thu Sep 13 13:54:40 2007: 00:0b:85:51:5a:e0 Access—Accept received

from RADIUS server 10.77.244.196 for mobile 00:0b:85:51:5a:e0 receiveld = 0

Thu Sep 13 13:54:40 2007: AuthorizationResponse: 0x9845500

Thu Sep 13 13:54:40 2007: structureSize.................... 84
Thu Sep 13 13:54:40 2007: resultCode.........ccccceeeenns 0
Thu Sep 13 13:54:40 2007: protocolUsed..................... 0x00000001
Thu Sep 13 13:54:40 2007: proxyState.............ceeennne 00:0B:85:51:5A:E0-00:00
Thu Sep 13 13:54:40 2007: Packet contains 2 AVPs:
Thu Sep 13 13:54:40 2007: AVP[01] Framed-IP-Address...............
Oxffffffff (1) (4 bytes)
Thu Sep 13 13:54:40 2007: AVP[02] Class.....ccccceveuvvereeeninnns

CACS:0/977/a4df4d4/1 (20 bytes)

debug Iwapp events enable



Thu Sep 13 14:01:51 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Thu Sep 13 14:01:51 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Thu Sep 13 14:01:51 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1'

Thu Sep 13 14:01:51 2007: 00:0b:85:51:5a:e0 Successful transmission of

LWAPP Discovery—Response to AP 00:0b:85:51:5a:e0 on Port 1

Thu Sep 13 14:02:02 2007: 00:0b:85:51:5a:e0 Received LWAPP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Thu Sep 13 14:02:02 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:EQ

Thu Sep 13 14:02:02 2007: 00:0b:85:51:5a:e0 LWAPP Join—Request MTU path

from AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Thu Sep 13 14:02:02 2007: 00:0b:85:51:5a:e0 Successfully added NPU Entry for

AP 00:0b:85:51:5a:e0(index 57)Switch IP: 10.77.244.213, Switch Port; 12223,

intlfNum 1, vlanid OAP IP: 10.77.244.221, AP Port: 5550, next hop MAC: 00:0b:85:51:5a:e0
Thu Sep 13 14:02:02 2007: 00:0b:85:51:5a:e0 Successfully transmission of

LWAPP Join—Reply to AP 00:0b:85:51:5a:e0

Thu Sep 13 14:02:02 2007: 00:0b:85:51:5a:e0 Register LWAPP event for

AP 00:0h:85:51:5a:e0 slot 0

Thu Sep 13 14:02:02 2007: 00:0b:85:51:5a:e0 Register LWAPP event for

AP 00:0h:85:51:5a:e0 slot 1

Troubleshoot

Use these commands to troubleshoot your configuration:
Note: Refer to Important Information on Debug Commands before you use debug commands.
« debug lwapp events enable Configures debug of LWAPP events and errors.

« debug lwapp packet enable Configures debug of LWAPP Packet trace.
« debug aaa all enable Configures debug of all AAA messages.

Related Information

» Upgrading Autonomous Cisco Aironet Access Points to Lightweight Mode
* LWAPP Upgrade Tool Troubleshoot Tips

» Wireless Support Page
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